State of Utah

Supplier: SADA SYSTEMS, INC.

State of Utah

Bid PR11059

Request for Proposal
State Cooperative Contract

Legal Company Name {include drb/a if applicable) Federal Tax ldentification | State of Utah Sales Tax ID
SADA Systems Inc Number Number

954816919
Ordering Address City State Zip Code
5250 Vineland Los Angeles CA 91601
Remittance Address {if different from ordering address) City State Zip Code

Type

Government

¥ Corporation [ Partnership T Proprietorship I

Company Contact Person

Hratch Achadjian

Telephone Number (include
area code) 8189421067

Fax Number {include area
code)

8187660090

Email Address

hratch.achadjian@sadasystems.com

Discount Terms(for bid purposes, bid discounts less than
30 days will not be considered) 180 days

Days Required for Delivery After Receipt of Order (see
attached for any required minimums) please see project
plan

Brand/Trade Name
SADA Systems

Price Guarantee Period {see attached specifications for
any required minimums) 180 days after submission

Minimum Order

nfa

Company's [nternet Web Address

www.sadasystems.com

California or Utah

The undersigned certifies that the goods or services offered are produced, mined, grown, manufactured, or performed

in Utah. Yes ¥ No . If no, enter where produced, etc. . All goods offered are products of the following
American incorporations: Google Inc and SADA Systems Inc. All services offered will be performed in either

Tony Safeian

Offeror=s Authorized Representative=s Signature

Date
1-20-2011

Print or type name and
title

Tony Safoian

Kent Beers, Director

State of Utah Division of Purchasing Approval

Date Contract Number

Note: When approved and signed by the State Director of Purchasing, this document becomes the contract.
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SADA SYSTEMS, INC.

Bid Contact ANNIE SAFOIAN Address 5250 VINELAND AVENUE
ANNT DASYSTEMS.COM NORTH HOLLYWOOD, CA 91601
Ph 818-766-2400
Fax 818-756-0090
Bid Notes  For any clarification please cail Hratch Achadjian, Business Development Associate at SADA Systems at 818-942-1067 or
email Hratch at hratch.achadjian@sadasystems.com thank you.

Item # Line Item Notes Unit Price Qty/Unit Total Price Attch. Docs

PR11059-1-01 PR1105% UTAH  Supplier Product Code: First Offer - $2,140,634.00 1/job $2,140,634.00 Y Y
HOSTED EMAIL,
COMMUNICATIONS Supplier Notes: For any

AND clarification please call Hratch
COLLABORATION  Achadjian, Businass Development
SERVICES Associate at SADA Systems at 818-

©942-1067 or email Hratch at
hratch.achadjian@sadasystems.com
thank you.

Supplier Total $%2,140,634.00
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SADA SYSTEMS, INC.
Item: PR11059 UTAH HOSTED EMAIL, COMMUNICATIONS AND COLLABORATION SERVICES

Attachments

PR 11059-1-01 UTAH Goes Google - Cost Summaries Professional Services.pdf
PR 11059-1-01 UTAH Goes Google.pdf
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systems
We Make IT Easy.™

Utah Hosted Email, Communication and Collaboration Services
Solicitation PR11059

Cost Summaries & Professional Services

Los Angeles # Chicago » Indonesia » Singapore » Austin » Washington D.C.
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_.t".f’ - This proposat valid for 180 days post January 25, 2011 submission.

Section 7: Supporting Materials

The Respondent is encouraged to provide supporting materials, including more detailed descriptions of their
solution, which would clarify or enhance the succinct answers provided in response to Sections 3.0 through 6.0.

References to supporting materials in the responses are encouraged; however, supporting materials should be
neatly organized and indexed to allow easy location of the specific references. The entire response to the RFP
may not exceed what can be inctuded in one 2" three-ring binder or electrenic equivalent.

Google & SADA Systems:

Project Prerequisites

The prerequisites prior to starting this project include elements common to most service-oriented delivery
engagements, as well as some that speak to this project's unigue needs/objectives. Some of those elements

T include establishing all appropriate service/licensing agreements and the mutually agreed upon and
commitment of resources to the project’s objectives to validate and execute the proposal. Identifying critical
: functionalities, processes or operational needs are also a critical requirement for the client that will
ultimately determine the success of the project.
These project prerequisites are:
s Asigned Master Services Agreement (See Attachments)
» Agreement that the Google licenses subscription(s) is/are completed through SADA as the reseller.
* Aninternal client-commitment, equivalent to SADA’s own resource outlay, devoted entirely to
project success.
‘ ¢ Asigned End User License Agreement (See Attachments, applies only if licensing a SADA software
product, or software as a service offering)
* Asigned Maintenance & Support Agreement (See Attachments, applies only if licensing a SADA
software product, or software as a service/hosted offering).
Specific prerequisites — such as environment needs, etc. are detailed further, herein.
Project Objectives
The following details SADA Systems, Inc's approach to this project.
+ Migration to Google Apps
» Provision Google Apps Government Edition accounts
s Deploy Google Apps
* Shared Mailbox Deployment Strategy o
« Dual Delivery R g . H
% o 'K\‘}_—._—_;} -
pl l PR1105%9
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¢ User Identity Management and Authentication
¢ Identity Management Strategy
* SADA will implement Google Apps Directory Sync
. s Authentication
* Option One: SADA's Web 550 Solution for Google Apps with Password Sync

Without these solutions, users would have to be provisioned manually, and will potentially have two sets of
credentials - one for the domain, and another for Google Apps.

3 Discovery/Planning

SADA's Google Apps deployment team will conduct the necessary discovery and testing of client's existing
infrastructure, and gather all information needed to conduct a successful project.

It should be anticipated that Client involvement and engagement during this stage of the project is relatively
: high and requires devoted resources. Activities such as data entry, data validation, meetings, conference
W calls, and a variety of other administrative or technical remediation activities are not uncommon.

Provisioning

Upon purchase of Google licensing, SADA will work to provision Google Apps Premier Edition account and
begin the initial Google Apps account set-up, including set-up / import of Client's initial group of account
users.

Configuration/Go Live

The end result of all project activities is the successful and smooth hand-off of the product to end users.
SADA's deployment team will start with the configuration of Dual delivery for users via forwarding from
legacy email system to Google Apps domain. Following the project plan, SADA's engineers will, working with
client, oversee the configuration of DNS records, such as MX, CNAME, and A records, leading to the final
cutover date.

Change Management

In addition to training and communication activities detailed later in this document, SADA will work with
client to pro-actively and successfully communicate to end users the hows, whys, whats, wheres and whens
of the move to Google Apps. Using proven material and methodologies, leveraging the Google brand, we will
make the process one that is both pain-free as well as an extremely positive experience for end users. This
includes deployment and customization of Google Sites that are used by end users as pre- and post-launch
training resources and developing communication templates.

Shared Mailbox Deployment Strategy B

3 | PR11059
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Client currently uses a number of "Shared Mailboxes" for various use cases such as ad sales, payments, etc.
where information is emailed by the public to mailboxes where various Client personnel have access; to
o follow up on requests, orders, group discussions, etc. SADA will work with client to develop a strategy to
: achieve the same objectives using Google Apps.

Please note that the scape of this activity applies to consulting services only and does not inciude the
development of any application, script, software or utility for the creation, management or use of shared
mailboxes

Google Apps Directory Sync

With Google Apps Directory Sync, you can automatically provision users, groups and non-employee contacts
based on the user data in your Microsoft Active Directory server. Google Apps Directory Sync connects to
your Google Apps directory and adds/deletes user accounts to match your existing crganizational schema,

_ The Google Apps Directory Sync configuration wizard guides you through customizing your synchronization

; and mapping of your Active Directory user list to your Google Apps users, nicknames, shared contacts and
groups. You can also synchronize rich user profile data like home/work/mobile phone numbers, addresses
and job titles. To manage your synchronization, you can perform test synchronizations, and configure change
limits, notifications, and scheduled synchronizations.

Key benefits:

¢ Synchronizes your Google Apps user accounts to match user data in your Active Directory server.

» Supports sophisticated rules for custom mapping of users, groups, non-employee contacts, rich user
profiles, aliases, and exceptions.

» Performs a one-way synchronization. Data on your Active Directory server is never updated or
altered.

- »  Runs as utility in your server environment. No machine outside your perimeter accesses your Active

Directory server data _

» Includes extensive tests and simulations to ensure correct synchronization.

» Includes al necessary components in the installation package.

System requirements:

* LDAP servers: Microsoft Active Directory, Lotus Domino, and most generic Open LDAP servers.
e Operating systems: Windows XP (SP2) / 2003 / Vista, Linux, or Solaris (version 8+, no support for x86)

Prerequisites:

» Read and execute administrative access over to your LDAP server.
+ Experience with LDAP queries and servers.

4 | PR11059
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_ SADA will work with client project team to deploy Google Apps Directory Sync across all Active
Directory servers,

Authentication Strategy

SADA's Web Single Sign-On Service for Google Apps

SADA will deploy a Single Sign-On page which allows users to log into Google Apps with the same credentials
already in the Active Directory server.

The use of a custom log-in page for Google Apps allows the Client's organization to:
* Manage all users from the existing LDAP based data system.
All communication between our system and the Client's servers is fully secure and encrypted.

SADA sets up a custom log-in page for the Client's users based on the branding standards provided by the
P e Client. This custom page would reside on infrastructure provided by the Client.

Synchronizing user passwords between Google Apps and User Data Store

We have identified an ideal authentication mechanism that allows a seamless experience for users AND
administrators to leverage AD & $SO without compromising user data store administration, behavior and
policies.

SADA medifies the existing $50 code by adding a synchronization module. The module works in the following

way:
1. Auser attempts to access a Google web application (Gmail, Calendar, Start Page, etc).
2. Google redirects user to the 5SSO page.
3. User signs in to the page using his/her AD account
4, If AD authentication succeeds, the synchronization module captures the password that the user

typed in and sends this password to Google Apps using an AP Update call.

Mobile Device Support

Google provides a free, robust application for a variety of mobile devices that allows users to access their
Google Apps email accounts. The application includes features such as being able to switch between Gmail
accounts, create mobile drafts of messages, and view message attachments, including photos, Microsoft
Word documents and PDF files. The application supports devices such as BlackBerry, iPhone, Android OS,
Windows Mobile and several other platforms.

SADA will assist Client in the deployment of mobile device solutions for Google Apps by providing. - ... -

instructional material for devices as selected by Client as well as providing support to Client's IT staff durlng' .1
3§ " .

5 ] PR11059
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. this process. Please note that the scope of this deliverable does not include SADA setting up individual
i devices for Client.

Configure and Install Google Apps plugin for BlackBerry Enterprise Server

In partnership with RIM, Google has developed an add-on to BlackBerry Enterprise Server which allows an
administrator to manage BlackBerry mobife devices with Google Apps identically as they would with
Exchange. SADA will implement and allow client to test this functionality.

Requirements

To avoid performance problems and system conflicts, install the Google Apps Connector along with the
BlackBerry Enterprise Server on a dedicated server with no other applications installed or running.

. Important: The Google Apps Connector is tested with BlackBerry Enterprise Server version 4.1.7 MR3,
v BlackBerry Enterprise Server 5.0.2, and BlackBerry Enterprise Server Express 5.0.2.

System requirements:
For up to 500 users per server:
s Google Apps: Google Apps for Business or Education
; ¢ Server: Quad Core Intel® Pentium® IV processor (2GHz or greater)
L ¢ Memory: 8 GB RAM
¢ 0S: Microsoft Windows 2003 SP2 or 2008 5P2.
¢ Disk Space: 1 GB per user {in addition to Windows requirements)
+ BlackBerry Enterprise Server: BlackBerry Enterprise Server 4.1.7 MR3 or 5.0.2,
* Database: Microsoft SQL Server {required)
For up to 30 users per server on BlackBerry Professional Software:
* Google Apps: Google Apps for Business or Education
s Server: Intel® Pentium® IV processor {2GHz or greater)
s  Memory: 2 GB RAM
¢ 0S: Microsoft Windows 2003 5P2 or 2008 SP2
« Disk Space: 1 GB per user (in addition to Windows requirements)
= BlackBerry Professional Software: BlackBerry Enterprise Server Express.
+ Database: Microsoft SQL Server {optional)
¢ Archiving and Discovery
SADA recommends the use of Google Archiving and Discovery, a solution that allows you to manage email
» retention with a centralized, searchable archive so you can locate email quickly in the event of legal
discovery. B ) R
1 e
S A 2
6 | PR11059
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+ Capture and index all of your organization's email and attachments in a centralized repository

* Store email in redundant and secure Google data centers, creating a reliable, offsite backup

» Search your archive using parameters such as date range, sender, recipient, subject and content
» Place search results on litigation hold to preserve messages beyond their retention periods

o Export search results to PST or MBOX format for further review and analysis

* Integrated spam and virus filtering included

Further, SADA recommends the use of Google Message Encryption service, powered by Postini, provides on-
: demand message encryption for your organization to securely communicate with business partners and
o customers according to security policy or on an “as needed” basis.

Without the complexity and costs associated with legacy on-premises encryption technologies, Google
Message Encryption service makes encrypting email messages easy and affordable. The policy-based solution
enables your organization to send encrypted email to any recipient. '

Configuration

e

; Purchase of Configuration is mandatory with license purchase. It inctudes the following:

E

* Set up Email Configs/User Orgs

+ User Provisioning for Alpha

« Set up Split/Dual Delivery

+ Google Archiving and Discovery configuration

» Set up Google Apps Directory Sync for Google Archiving and Discovery and Email Security

5 s  Qutbound servers/Appliances

e Content filters

s  Admin Walkthrough

Communication Planning and Training Elements

]’ SADA will create an outline for strategies for user adoption and training of Google Tools and Resources (such
as Google Sites and Google Sheets and Docs) to assist users, drive user adoption and assess pilot results.
SADA has developed the use of Google Sites as a unique project collaboration platform and communication
tool during Google deployment pilots. Additionally the Google Site becomes a training resource for users.
SADA gathers and develops Google related content (including videos) organized in a wiki style fashion that is
easily available to users. As a data collection tool, SADA makes use of Google Spreadsheet Forms as an easy
to use survey/success criteria measurement tool.

: Ultimately SADA is using Google Apps to drive user adoption and facilitate training of Google Apps within
your organization. We have found this to be a very effective way of achieving project objectives with respect
to training, user adoption and change management. T

. L1
g; .‘ -f
- B
) L VR -
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The following represents a sample outline of a communication planning program and activities:

K

¢ Change Management Review Strategy

+ Review of existing OCM strategy, plans, and Change Agent categories
¢ Stakeholder interviews

s Support development of overall plan, Communications Plan and specific Campaigns
+ Integration with Training Plan

+ High Level Schedule/Plan

+ Change Agent Plan

¢ Communications Plan

» Communications Content Development

» Sample Communications Creation

» Campaign definition

» Eventdeliverable creation

s Communications/Campaign Materials Deliverables List
 Communications Assets (Deliverables, TBD, ongoing creation)

e
; ¢ Branding Strategy and Creatives Development Support
* Branding Strategy creation
s Advise Creatives Development
¢ Branding Strategy/Plan _
s Branding Campaign Definition Document(s)
¢ Plan Management
+ Communications Plan Management
¢ Replanning and plan tuning
¢ Weekly Status Reports {Weekly, Ongoing)
¢ Revised plans as needed
Training
SADA will prepare custom training materials, and conduct in-person and online webinar-style training
sessions for Client employees. SADA's training strategy includes the use of Google Apps tools to train users
on Google Apps tools. The objective is to make the transition for Client users as painless as possible.
Objectives
e Ease transition for end-users, and increase end-user satisfaction.
s Empower HelpDesk to take and respond to end-user requests from day one.
s  Prepare System Administrators to be able to manage basic admin elements.
» Ease migration for Mobile users. s N
&x ':'
“ "= g
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Strategy

* Create hype and excitement amongst end-users about the move to Google Apps.

s Communicate the reasons behind the migration.

¢ Recruit internal Google Guides who act as cheerleaders, as well as a level of technical support (and
potentially additional training).

» Utilize a comprehensive Google Site which will contain all relevant messaging and training
information and materials,

e Offer training on-site / classroom style, remote wehinars (which can host up to 1000 people per
session) and online videos,

* Set-up Google Moderator to create an escalation point for concerns, and allow us to best answer

whichever REAL concerns coming directly from end-user.

Implementation Non Recurring Costs

» SADA’s implementation and Project Management services are:

1.} Project Management
Client will have an assigned SADA Senior Project Manager and Senior Engineer for the project.
The SADA Project Management process includes the following:

The assigned Project Manager is responsible for all coordination, scheduling, resources, creating the project
ptan and overall execution of the project.

The Project Manager acts as a liaison and escalation point where necessary between client and SADA team
members including engineers, developers, trainers, deployment specialists, account manager and SADA
executive sponsors. Additionally the project manager serves as such with other partners in the project such
as Google and it's deployment and technical teams.

The Project Manager also develops and collects best practices and as shares these in a consultative manner
with the client.

SADA uses a variety of tools including Google Apps to manage its projects. SADA's team includes
experienced project managers, engineers and developers with various certifications. Line item for project
management includes weekly team status meetings, consultations and all project
scheduling/planning/management activities.

Project Scope

Projects are subject to a variety of interdependent activities and the conditions/factors at hand, and as such,
are prone to scope creep/slippage when not closely managed. Furthermore, SADA handles all project tasks
under the premise that time is of the essence. SADA’s expectations revolve heavily around Client’s - -

%
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_ extremely close engagement during such a collaborative project. The following considerations are all
. relevant if some/all responsibilities listed below aren’t fulfilled or assumptions prove inaccurate:

Delayed project milestone or delivery timeline slippage/interruptions,

Staff or other resource’s time/availability management and conflict resolution may increasingly become
more burdensome, Our resources are carefully scheduled for specific intervals/periods throughout this
project. Rescheduling and availability is solely at SADA discretion.

The elements of this SoW are structured as fiat rates with not-to-exceed pricing. As the project progresses,
moves, adds or changes {MACs) may take place warranting additional professional service fees accompanied
by the necessary Change Orders as described in the Project Change Orders” section below.

Project-specific Change Orders

Any additional cost or credit to Client resulting from a change in the scope of work shall be by mutual
agreement of Client and SADA. Any moves/adds/changes affecting project time/duration, material

L deliverables, or staffing resources will not be included in this project unless explicit written concesslons to

RN such changes are approved by SADA, in writing, in advance of the change order work commencing, Upon

| identification of any move, add or change request, SADA will produce a Change Order form, proposal
amendment, or an entirely new proposal based on the nature/scope of the request.

To change or modify the scope of this propaosal, please contact the designated SADA Account Representative
; or Project Manager. Upon collection of the necessary details, SADA will provide Client a written document
detailing the request and new terms accordingly, for immediate approval. Approval by Client of requested
’ changes must occur in writing, and is accepted by hard copy, fax or electronically by way of scanned
document, digital signature or written email from an authorized project contact.

Whenever there is a conflict between the terms and conditions set forth in a fully signed Change Order and
those set forth in this SoW or a prior fully signed Change Order, the terms and conditions of the most recent
fully signed Change Order shall prevail.

General Project Scope Terms and Conditions

Client agrees that the scope of this project is strictly limited to those deliverables and services noted herein
and as such define the scope of this project. Client further agrees that any requests for additional services or
substantial modifications to the deliverables and scope as detailed in this document will require SADA
Systems to quote additional fees for such services through the submission of a change order; the execution
and implementation of such requests would not occur until the full approval and agreement of both SADA
Systems, Inc. and client is secured.

: Projéct Management and Deployment $97,500.00 _

1.1) E-mail Data Migration

10 ! PR11059
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SADA Systems has developed its own software tools and extensive expertise to migrate contacts and
calendar items from GroupWise to Google Apps. These tools have already been successfully deployed and
‘ utilized in many GroupWise migration projects. Thus, SADA Systems can confidently offer comprehensive
migration capabilities that cover all the information important to users.

Google provides a rich set of free migration tools and APIs which allow you to both migrate data into and out
of its services. Migrations may be initiated from either client- or server platforms.

Administrators/Server-side:

» Google Apps Migration for Microsoft Exchange & Novel GroupWise. Migrate mail, calendar, and
contacts from your Mail Server to Google Apps. You can also migrate data from P5T files and emails
from IMAP servers (Novell GroupWise, Cyrus, Dovecot, Courier and Gmail) using this tool.

* IMAP mail migration. Enahles domain administrators to transfer the existing contents of users’
mailboxes from an IMAP server to Google Apps. Typically, administrators select this option when
migrating many mailboxes at once.

* Email Migration APl. You can enable this API for your domain in the Advanced tools section of the
control panel.

e Partners provided additional tools and methodologies to support virtually any type of migration.

Individual users/Client-side:

¢ Gmail's Mail Fetcher is configured with each user's email account {rather than in the Google Apps

! control panel) and allows your users to fetch mail from both Gmail and non-Gmail accounts. Fetched

; mail is inserted into your users' Google Apps Email accounts. With this method, migration is
performed on a user-by-user hasis.

* Google Email Uploader for Mac is a desktop utility that runs on Mac OS X, and uploads email archives
from Apple Mail, Eudora, Thunderbird, as well as exported Entourage mail and other mbox and
Maildir archives to your Google Apps mailbox.

» Google Email Uploader is available for all editions of Google Apps.

For more information, please consult:
http://www.qoogle.com/support/a/bin/answer.py?hl=en&answer=57920

E-mail Data Migration $117,995.00

1.2) Calendar/ Resources Data Migration

SADA Systems has developed its own software tools and extensive expertise to migrate contacts and
calendar items from GroupWise to Google Apps. These tools have already been successfully deployed and
utilized in many GroupWise migration projects. Thus, SADA Systems can confidently offer comprehenswe
migration capabilities that cover all the information important to users. - SRR
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Calendar/ Resources Data Migration  $97,995. 00

1.3) Address List Data Migration
SADA’s GAL Sync Tool

* Global Address List Sync
+ GroupWise to Google Apps

SADA Systems has developed a tool that will make the Global Address List {GAL) that is stored in the existing
LDAP server available to Google Apps users.

Description

SADA System's GAL Migration Tool consists of two parts: Shared Contacts sync and User Profiles sync. The
Shared Contacts and User Profiles information appears in Contacts under the client's Directory. Information
is synchronized one-way only, from LDAP to Google Apps.

The tool can be configured to synchronize only Shared Contacts, only User Profiles, or both.

The tool is executed in the command line and can be scheduled to run on predetermined intervals
{every 24 hours).

Addreés List Data Migration  $27,999.00

1.4} Integration w/State Directory Services

Google Apps Directory Sync (for User info) Installation & Configuration
Google Apps Directory Sync{GADS)

With Google Apps Directory Sync, you can automatically provision users, groups and non-employee contacts
based on the user data in your Microsoft Active Directory server. Google Apps Directory Sync connects to
your Google Apps directory and adds/deletes user accounts to match your existing organizational schema.

The Google Apps Directory Sync configuration wizard guides you through customizing your synchronization
and mapping of your Active Directory user list to your Google Apps users, nicknames, shared contacts and
groups. You can also synchronize rich user profile data like home/work/mobile phone numbers, addresses
and job titles. To manage your synchronization, you can perform test synchronizations, and configure change
limits, notifications, and scheduled synchronizations.

Key benefits:

= Synchronizes your Google Apps user accounts to match user data in your Active Directory'sérA\}ér.-f .
% L
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N * Supports sophisticated rules for custom mapping of users, groups, non-employee contacts, rich user
v profiles, aliases, and exceptions.

¢ Performs a one-way synchronization. Data on your Active Directory server is never updated or
altered.

¢ Runs as utility in your server environment. No machine outside your perimeter accesses your Active

: Directory server data.

¢ Includes extensive tests and simulations to ensure correct synchronization.

¢ Includes all necessary components in the installation package.

o The Google Apps Directory Sync tool is free. At client’s option, SADA will implement tool an
current infrastructure.

SADA’s Single Sign On + Sync {for credentials) installation & Configuration
Single Sign-On service

" SADA wilt deploy a Single Sign-On page which allows users to log into Google Apps with the same credentials
already in the LDAP server.

On-Premise Single Sign-On Services:

s This option of our Single Sign-On Services Solution functions exactly as the hosted version however
our application and custom page would reside on infrastructure provided by the Client.

Synchronizing user passwords between Google Apps and User Data Store

We have identified an ideal authentication mechanism that allows a seamless experience for users AND
administrators to leverage LDAP & 5SSO without compromising user data store administration, behavior
and policies.

SADA modifies the existing SSO code by adding a synchronization module. The module works in the following
way:

¢ A user attempts to access a Google web application (Gmail, Calendar, Stari Page, etc).

» Google redirects user to the 550 page.

»  User signs in to the page using his/her LDAP account

+ [f LDAP authentication succeeds, the synchronization module captures the password that the user
typed in and sends this password to Google Apps using an APl Update call

Integration w/State Directory Services $98,985.00

1.5) State Application Changes

A discovery phase will be required in order to determine this. The discovery phase will not exgee§ 599,000_.60
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. in pursuit of estimating and outlining the State Application Changes. All implementation/migration of
I changes will be separate.

State Application Changes - Up-to _SBS,OG0.00_

1.6) Employee Training
1 Curriculum Development $7,800.00

, 1 Online Video Resource Center (Site) bevelopment $4,350.00
3 Phase 1 - On Site Sessions 4hours $1,295.00 {ea.)
3 Phase 1 - Webinar 4 hours $995.00 {ea.}
8 Phase 2 - On Site Sessions 4hours $1,295.00 (eé.)
» 8 Phase 2 - Webinar 4 hours $995.00 {ea.)
3 Phase 3 - On Site Sessions 4hours $1,295.00 {ea.)
2 Travel Days - Phase 1 $1,560.00 {ea.)
2 Travel Days - Phase 2 $1,560.00 {ea.)

2 Travel Days - Phase 3 $1,560.00 {ea.)

Employee Training . $50,585.00

2.) E-Mail / Calendar / Schedule cost per User

Google Apps for Government License fee $40.00/user /year for a 3 year agreement up-front

* Secure — Google data centers are engineered by leading security experts & FISMA certified. With
best-in-class disaster recovery at no exira cost.

+ Gmail for your agency — 25GB storage, less spam, & 99.9% uptime. With email securlty powered by
Postini. Easy integration with Microsoft Outlook.

* Google Calendar — Agenda management, scheduling, shared online calendars and mobile calendar
sync.

s Google Docs — Documents, spreadsheets, and presentations. Collaborate in real-time without
attachments.

s Google Sites — Secure, coding-free web pages for intranets and team managed sites.

+ Video — Secure video sharing — like your own private YouTube. Support agency training programs,
and add a personal touch to employee communications. B R
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‘) . This propesal valid for 180 days post January 25, 2011 submission.

For a single year agreement license cost per user is $45.00/user/year

MSRP: $50.00/user/year

E-Mail / Caleridar / Schedule cost per User : 3 year total for 20,000 users is $2,400,000.00
--OR --

E-Mail / Calendqr/schgdule cost per User : 1 year total for 20, OOQ usersis $860,000.00
{3yr option-savings: $180,000.00)

3.) Online Application Suite cost per User

Included in e-mail/calendar/schedule cost per user

Online Application Suite cost per User ~ $0.00

4.) Archiving cost per User
Included in e-mail/calendar/schedule cost per user
Archiving cost per User -$0.00.
, 5.) e-Discovery cost per User
;
I Postini A&D 10 $19.80/user /year for a 3 year agreement up-front
e Store email for as long as you need it
+ Safely preserve email in Google's highly secure data centers, ensuring a reliable & redundant off-site
backup. Apply retention rules to comply with your organization's policies and apply message holds to
preserve specific emails when required.
s Locate email quickly
» Search your archives on-demand by date range, sender, recipient, subject, content, or a range of
other parameters. Export search results in MBOX or PST formats.
¢ Benefit from cloud scalability
¢ Store virtually unlimited amounts of email without adding any additional hardware,
s Make your email more secure
* Google Message Discovery includes all of the security features of Google Message Security, including
anti-spam and anti-virus filters, content policies and encryption.
* Rapid deployment, easy maintenance
* Google Message Discovery doesn't require any hardware installation and is managed through a
simple web interface. Services are SAS 70 Type It audited and monitored by Google around the clock.
For a single year agreement license cost per user is $26.00/user/year e
% W:,-i,, - -
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This proposal valid for 180 days post January 25, 2011 submission.

MSRP: $33.00/user/year

One-time upfront configuration

3 year total for 20,000 users is | '51,188,000.00 +$13,999. 00
--OR--

1 year total for 20,000 users is | $520,000.00+ $13,999.00

{3yr option savings: $668,000.00)

6.) Instant Messaging cost per User
included in e-mail/calendar/schedule cost per user |

Instant Messaging cost per_Usef $0.00

7.) Mobile synchronization cost per User
Included in e-mail/calendar/schedule cost per user
Mobile synchronization cost per User ~$3,995.00
8.) BES synchronization cost per User
Google Apps Plug-in for BES
In partnership with RIM, Google has developed an add-on to BlackBerry Enterprise Server which allows an
: administrator to manage BlackBerry mobile devices with Google Apps identically as they would with
Exchange. SADA will implement and allow client to test this functionality.
$21,696.00 for all users
9.) Audio/Video Conferencing cost per User
Included in e-mail/calendar/schedule cost per user
Audio/Video Ca_nférencing cost per User $0.00
10.) Administrative Tool Costs
SADA’s Google Quickstart
- |
ES i
R YN il —-
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This proposal valid for 180 days post January 25, 2011 submission.

Administraﬁve Tool Costs . $17,595.00

11.) Added Storage Cost per GB

E-discovery cost allows for unlimited storage.

Added Storage Cost per GB $0.00

12.) Other Optional Cost Items

12.1.) Dual Delivery
Highly Recommended to aid in minimizing downtime throughout the data migration increasing business

continuity.

Dual Delivery . $11,995.00

12.1.) Google Message Encryption (GME).

For a minimum order of 10,000 seats, GME price to reseller is $12.88 per user per year.

Google Message Encryption

Ensure legal and best practice compliance by encrypting messages containing sensitive information. Build
customer and partner confidence and reduce financial and brand risks.

Protect sensitive data during transmission

Automaticaily encrypt messages that contain confidential or protected information.

Manage Content Policies

Create content based policies to help comply with GLBA, HIPAA, PC! DSS and data privacy regulations.

Automate encryption

Inspect emails and attachments and apply encryption policies based on content. Use predefined lexicons to
enable automatic encryption of policy-controlled content.

Analyze and document encryption history 3

17 | PR11059
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This proposal valid for 180 days post January 25, 2011 submission,

Produce reports showing encrypted messages and policy enforcement.

1year- $200,000.00

3 year  $510,000.00

1 year total $2,140,634.00

3 year total $ 4,658,634. 00
SADA's Web Single Sign-On for Google Apps

P System Requirements

s
Important Deployment Consideration
_ The hardware on which our tools reside on is *Mission Critical* - if it fails, then all provisioning and S50
‘ processes will cease to function, and users will not be able to access Google Apps.
Similarly, the same applies to your Active Directory, LDAP based or other identity management service on
which Google Apps may depend in a typical SSO deployment. If the primary authentication source fails,
users will be unable to authenticate their credentials against this data source, thus preventing log-in to their
Google Apps account.
The workaround in such an event is to disable SS0 in the Google Apps Admin Dashboard, following which
users may log into Google Apps via the Google Apps log in page with their Google account credentials.
Hardware Requirements
Option A: Use an existing server - Virtual or Physical, which is already performing another role, but has
similar specs,
Option B: Procure a new server, or provision a Virtual Server.
Base Requirements:
+ CPU: Single Processor, Intel Pentium or compatible, 2 GHz or higher
*  Memory: 2GB of RAM
s 25GB of HD space
Minimal recommended redundancies: (again, akin to any production server set-up:} ' ' . a
N . 1
5 ,
) B — o e
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. 5
This proposal valid for 180 days post January 25, 2011 submission.

P ¢ Battery backups.

L + Daily data backups or snapshot images.

¢ Redundant (RAID 1, RAID 5, etc...} Hard Drives (if physical server)
Other redundancies:

e Server can be in fail-over [ load-balanced environment.
Software/System Requirements

NOTE: SADA can configure said server with all of these elements, if we are granted access, at no additional
cost to the client.

1. Server environment for application to reside in.
a. Apache 2.0 web server or Internet Information Services (lIS) 5.1 or later
b. PHP 5.x with OpenLDAP, OpenSSL, FreeTDS and XML extensions.

2. Ability to grant us access to that server for installation.

3. Ability to help filter and configure appropriate settings for our system to reach user data source for

user data.
Google Apps Directory Sync:

¢ A Google Apps domain running Premier Edition, Partner Edition or Education Edition. Google Apps

Directory Sync is not available with Standard Edition or Team Edition of Google Apps.
e An administrator account on your Google Apps domain.
: e User APls enabled on your Google Apps domain.

¢ Aserver on which to install Google Apps Directory Syne, running Microsoft Windows (tested on XP
and Vista), Linux or Solaris {version 8+, no support for x86).

* Atleast 5GB of disk space for log files and data. If you are running with DEBUG or INFO level of
logging, you may need more free space than this for additional log data.

» Atleast 256MB of free RAM. At least 1GB of free RAM is suggested if you have less than 10,000 users,
or 2GB of free RAM if you have more than 10,000 users. For very large organizations (over 250,000)
further tuning may be needed.

s An LDAP server with user information which is accessibie to the directory sync utility. All versions of
the LDAP protocol are supported.

* Network access to your LDAP server. You do not need to run the directory sync utility on your LDAP
server.

+ Read and execute administrative access over the appropriate OU structure of the LDAP server,

* Network access to the Google Apps through HTTPS, directly or through a proxy server.

= A mail server able to accept and relay notifications from the directory sync utility.

3 N
5 ;
& A
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This proposal valid for 180 days post January 25, 2011 submission.

Bid PR11059

Utah Hosted Email, Communication and Collaboration Services

Bid Number
Bid Title

Bid Start Date
Bid End Date

Question &Answer End Date

Bid Contact

Contract Duration
Contract Renewal
Prices Good for
Pre-Bid Conference

Bid Comments

item

Quantity
Unit Price

Delivery Location

Description

ALL QUESTIONS MUST BE SUBMITTED THRU BIDSYNC.

Sep 19, 2011 4:48:31 PM MDT

PR11059

Utah Hosted Email, Communication and Collaboration Services
Nov 24, 2010 10:27:41 AM MST

Jan 18, 2011 1:00:00 PM MST

Dec 1, 2010 1:00:00 PM MST

Pamela B Rugg
Purchasing Agent State of Utah

prugg@utah.gov

5 years

5 annual renewals

See Specifications

Dec 7, 2010 10:00:00 AM MST

Attendance is optional Location: Attendance is optional Mandatory
participation. Respondents are required to participate in the conference,
either in person or by conference call. In Person: 1 State Office Building;
6th Floor; Capitol Hill, Salt Lake City UT 84114 Conference Call: #866-427-
0083 *9567048%

ALL QUESTIONS MUST BE SUBMITTED THRU BIDSYNC.
[tem Response Form

PR11055-1-01 -PR1105% UTAH HOSTED EMAIL, COMMUNICATIONS AND
COLLABORATION SERVICES

1joh

SADA SYSTEMS:$2,140,634.00 (includes services, licensing and
Maintenance & Support)

State of Utah

Mo Location Specified

QaTvl
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' Legal Company Name

- include d/b/aif
. applicable)
1 SADA Systems Inc.
.+ : Ordering Address

" | 5250 Vineland Ave
" | Remittance Address (if
different from ordering
© i address)
. ®.nfa
| Type:
| [X] Corporation

Telephone Number

{include area code)
(818) 942-1067

Discount Terms {for bld'purposes bid discounts less |

State of Utah

State of Utah
Request for Proposal
State Cooperative Contract

, Number
! 95-4816919

Clty

i City
n/a

[ Federal Tax Identification

i LlosAngeles |

Bid PR11059

This proposal valid for 180 days post January 25, 2011 submission.

State of Utah Sales Tax Ih) Number

n/a
| State ! ZipCode )
California K 91961 e e
State Z:p Code
n/a i n/a

|
‘Company Contact Person
Hratch Achadjian

Fax Number
(mciude area code)
) | {818) 766-0090

. than 30 days will not be considered)

¢ All discounts are outlined in the pricing table attached

 at the end of this bid.

Brand/Trade Name

. SADA Systems

" Minimum Order
‘nfa

The undersngned certifies that the goods or services offered are produced, mined, grown -rhanufactured or
,[ performed in Utah. Yes [ ] No [X]. If no, enter where produced, etc.
. All goods offered are products of the following American incorporations: Google Inc and SADA Systems Inc.

| 180 days from Submission date
Com pany’s Internet Web Address

E-mail Address
hratch.achadjian@sadasystems.com

{(see attached for any required minimums)
Please see project Plan for timeline of delivery.

) _F.’"rlnt-:e"Guarantee Period (SEE attached -

specifications for any required minimums)

WwWWw. sadasystems com

. All services offered will be performed in either California or Uta

 Offeror=s Authorized Representative=s Signature

3 e

9

"'State of Utah Division of Purchasmg Approva!

Kent Beers, Director

Note: When approved and Slgned by the State Director of Purchasmg this document becomes the contract.

3 | pr11059
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| | Print or ty) type name and title Date
; Tony Safoian, SADA - 1-17-2011
Systems -CEO '

Days Required for Delivery After Receipt of Order

| Date Contract Number
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This proposat valid for 180 days post January 25, 2011 submission.

NOTICE

When submitting a response (proposal, quote or bid) electronically through BidSync, it is the sole responsibility of the
supplier to ensure that the response is received by BidSync prior to the closing date and time. Each of the following
steps in BidSync MUST be completed in order to place an offer;

A. Login to hitp://www.bidsync.com/;
B. Locate the bid (solicitation) to which you are responding;
a. Click the "Search” tab on the top left of the page;
b. Enter keyword or hid (solicitation) number and click “Search”;
C. Click on the "Bid title/description” to open the Bid (solicitation) Information Page;
D. “View and Accept” all documents in the document section;
E. Select “Place Offer” found at the bottom of the page;
F. Enter your pricing, notes, other required information and upload attachments to this page;
G. Click “Submit” at the bottom of the page;
H. Review Offer(s}; and
I. Enter your password and click “Confirm”.

Note that the final step in submitting a response involves the supplier’s acknowledgement that the information and
documents entered into the BidSync system are accurate and represent the supplier’s actual proposal, quote or bid.
This acknowledgement is registered in BidSync when the supplier clicks “Confirm”. BidSync will post a notice that the
offer has been received. This notice from BidSync MUST be recorded prior to the closing date and time or the response

will be considered late and will not be accepted.

Be aware that entering information and upleading documents into BidSync may take considerable time, Please allow

sufficient time to complete the online forms and upload documents. Suppliers should not wait until the last minute to

submit a response. It is recommended that suppliers submit responses a minimum of 24 hours prior to the closing

1 deadline. The deadline for submitting information and documents will end at the closing time indicated in the

solicitation. All information and documents must be fully entered, uploaded, acknowledged (Confirm) and recorded
into BidSync before the closing time or the system will stop the process and the respanse will be considered late and
will not be accepted,

Responses submitted in BidSync are completely secure. No one {including state purchasing staff} can see responses
until after the deadline. Suppliers may modify or change their response at any time prior to the closing deadline.
However, all modifications or changes must be completed and acknowledged (Confirm} in the BidSync system prior to
the deadline. BidSync will post a notice that the modification/change (new offer) has been received. This notice from
BidSync MUST be recorded prior to the closing date and time orthe response will be considered late and will not be
accepted.

Utah Code 46-4-402{2) Unless otherwise agreed between a sender {supplier) and the recipient (State Purchasing), an
electronic record is received when: (a} it enters an information processing system that the recipient has designated or
uses for the purpose of receiving electronic records or information of the type sent and from which the rempient s ab!e
to retrieve the electronic record; and {b) it is in a form capable of being processed by that system. b

4 l PR11059
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This proposal valid for 180 days post January 25, 2011 submission.

REQUEST FOR PROPOSAL - INSTRUCTIONS AND GENERAL PROVISIONS
STATE COOPERATIVE CONTRACT

1. SUBMITTING THE PROPOSAL: {a) The Utah Division of Purchasing and General Services (DIVISION) prefers
that proposals be submitted electronically. Electrenic proposals may be submitted through a secure mailbox
at BidSync (formerly RFP Depot, LLC) {www.bidsync.com) until the date and time as indicated in this

document. It is the sole responsibility of the supplier to ensure their proposal reaches BidSync before the
closing date and time. There is no cost to the supplier to submit Utah's electronic proposals via BidSync. (b}
Electronic proposals may require the uploading of electronic attachmentis. The submission of attachments
containing embedded documents is prohibited. All documents should be attached as separate files.

{c) If the supplier chooses to submit the proposal directly to the DIVISION in writing: The proposal must he
signed in ink, sealed, and delivered to the Division of Purchasing, 3150 State Office Building, Capitol Hill, Salt
Lake City, UT 84114-1061 hy the "Due Date and Time.” The "Solicitation Number” and "Due Date" must
appear on the outside of the envelope. All prices and notations must be in ink or typewritten. Each iterm must
be priced separately. Unit price shall be shown and a total price shall be entered for each item offered. Errors
may be crossed out and corrections printed in ink or typewritten adjacent and must be initialed in ink by
person signing offer. Unit price will govern, if there is an error in the extension. Written offers will be
considered only if it is submitted on the forms provided by the DIVISION. (d) Proposals, modifications, or
corrections received after the closing time on the "Bue Date” will be considered late and handled in
accordance with the Utah Procurement Rules, section R33-3-209. {e) Facsimile transmission of proposals to
DIVISION will not be considered.

Google & SADA Systems

Acknowledged

1. PROPOSAL PREPARATION: (a) Delivery time of products and services is critical and must be adhered
to as specified. (b) Wherever in this document an item is defined by using a trade name of a manufacturer
and/or model number, it is intended that the words, "or equivalent” apply. "Or equivalent” means any other
brand that is equal in use, quality, economy and performance to the brand listed as determined by the
DIVISION. If the supplier lists a trade name and/or catalog number in the offer, the DIVISION will assume the
item meets the specifications unless the offer clearly states it is an alternate, and describes specifically how it
differs from the item specified. All offers must include complete manufacturer=s descriptive literature if
quoting an equivalent product. All preducts are to be of new, unused condifion, unless otherwise requested
in this solicitation. (c) Incomplete proposals may be rejected. (d) Where applicable, all proposals must include
complete manufacturer=s descriptive literature. (e} By submitting the propesal the offeror certifies that all of
the information provided is accurate, that they are willing and able to furnish the item({s}) specified, and that
prices offered are correct. (f) This proposal may not be withdrawn for a period of 60 days from the due date.

5 | PR11058
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£ ‘g
This propasal valid for 180 days post January 25, 2011 submission.

Google & SADA Systems

Acknowledged
2. FREIGHT COST: Suppliers are to provide line item pricing FOB Destination Freight Prepaid. Unless
otherwise indicated on the contract/purchase order, shipping terms will be FOB Destination Freight
Prepaid.

Google & SADA Systems

Acknowledged
3. SOLICITATION AMENDMENTS: All changes to this solicitation will be made through written

addendum only. Answers to questions submitted through BidSync shalf be considered addenda to the
solicitation documents. Bidders are cautioned not to consider verbal modifications.

Google & SADA Systems

Acknowledged

4. PROTECTED INFORMATION: Suppliers are required to mark any specific information contained in
their offer which they are claiming as protected and not to be disclosed to the public or used for purposes
other than the evaluation of the offer. Each request for non-disclosure must be made by completing the
“Confidentiality Claim Form” located at:
http://www.purchasing.utah.gov/contract/documents/confidentialityclaimform.doc with a specific
justification explaining why the information is to be protected. Pricing and service elements of any proposal

will not be considered proprietary. All material becomes the property of the BDIVISION and may be returned
only at the DIVISION 's option.

Google & SADA Systems

Acknowledged

5. BEST AND FINAL OFFERS: Discussions may be conducted with offerors who submit proposals
determined to be reasonably susceptible of being selected for award for the purpose of assuring full
understanding of, and responsiveness to, solicitation requirements. Prior to award, these offerors may be
asked to submit best and final offers. In conducting discussions, there shall be no disclosure of any
information derived from proposals submitted by a competing offeror.

Google & SADA Systems

6 | PR11059
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This propasal vaiid for 180 days post January 25, 2011 submission.
Acknowledged

i 6. SAMPLES: Samples of item(s) specified in this offer, brochures, etc., when required by the DIVISION,
must be furnished free of expense to the DIVISION, Any item not destroyed by tests may, upon request made
at the time the sample is furnished, be returned at the offeror's expense.

Google & SADA Systems

Acknowledged

7. AWARD OF CONTRACT: {(a) The contract will be awarded with reasonable promptness, by written
notice, to the responsible offeror whose proposal is determined to be the most advantageous to the
DIVISION, taking into consideration price and evaluation factors set forth in the RFP. No other factors or
criteria will be used in the evaluation. The contract file shall contain the basis on which the award is made.
Refer to Utah Code Annotated 65-56-408. (b) The DIVISION may accept any item or group of items, or overall
best offer. The DIVISION can reject any or all proposals, and it can waive any informality, or technicality in any
proposal received, if the DIVISION believes it would serve the best interests of the DIVISION. (c) Before, or
after, the award of a contract the DIVISION has the right to inspect the offeror's premises and all business
records to determine the offeror's ability to meet contract requirements. {d) The DIVISION will open
proposals publicly, identifying only the names of the offerors. During the evaluation process, proposals will be
seen only by authorized DIVISION staff and those selected by DIVISION to evaluate the proposals. Following
the award decision, all proposals become public information except for protected information (see number 5

above). A register of proposals and contract awards are posted at
http://purchasing.utah.gov/vendor/bidtab.html. (e} Estimated quantities are for bidding purposes only, and
not to be interpreted as a guarantee to purchase any amount. {f) Utah has a reciprocal preference law which
will be applied against offerors offering products or services produced in states which discriminate against
Utah products. For details see Section 63G-6-404 and 63G6-405, Utah Code Annotated. {g) Multiple contracts
may be awarded if the DIVISION determines it would be in its best interest.

Google & SADA Systems

Acknowledged

3. DIVISION APPROVAL: Contracts written with the State of Utah, as a result of this proposal, will not be
legally binding without the written approvai of the Director of the DIVISION.

Google & SADA Systems

Acknowledged

9, DEBARMENT: The CONTRACTOR certifies that neither it nor its principals are presently debarred;” -
suspended, proposed for debarment, declared ineligible, or voluntarily excluded from participatiop in this ’

B e
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This proposal valid for 180 days post January 25, 2011 submission.

: 7_,.‘t"ransaction {contract) by any governmental department or agency. If the CONTRACTOR cannot certify this
-+ statement, attach a written explanation for review by the DIVISION.

Google & SADA Systems

Acknowiedged

10. ENERGY CONSERVATION AND RECYCLED PRODUCTS: The contractor is encouraged to offer Energy
Star certified products or products that meet FEMP (Federal Energy Management Program) standards for
energy consumption. The State of Utah also encourages contractors to offer products that are produced with
recycled materials, where appropriate, unless otherwise requested in this solicitation.

Google & SADA Systems

Acknowledged

e 11, GOVERNING LAWS AND REGULATIONS: All State purchases are subject to the Utah Procurement
Code, Title 63 Chapter 56 U.C.A. 1953, as amended, and the Procurement Rules as adopted by the Utah
State Procurement Policy Board. These are available on the Internet at www.purchasing.utah.gov. By
submitting a bid or offer, the bidder/offeror warrants that the bidder/offeror and any and all supplies,
services equipment, and construction purchased by the State shall comply fully with all applicable Federal

and State laws and regulations, including applicable licensure and certification requirements.

Google & SADA Systems

Acknowledged

12. SALES TAX ID NUMBER: Utah Code Annotated (UCA) 59-12-106 requires anyone filing a bid with the
state for the sale of tangible personal property or any other taxable transaction under UCA 59-12-103(1) to

include their Utah sales tax license number with their bid. For information regarding a Utah sales tax license
see the Utah State Tax Commission’s website at www . tax.utah.gov/sales. The Tax Commission is located at

210 North 1950 West, Salt Lake City, UT 84134, and can be reached by phone at (801) 297-2200.

Google & SADA Systems

Acknowledged

o
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) i < This propasal valid for 180 days post January 25, 2011 submission.
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This proposal valid for 180 days post January 25, 2011 submission.

All responses are noted by the following heading in black text immediately after the question it is
responding to in grey text:

Google & SADA Systems:

[Proposers Answer]

g . £
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This proposal valid for 180 days post January 25, 2011 submission.

Executive Summary

Google & SADA Systems are proud to present in collaboration our response to the State’s RFP for a cloud email
solution. Our teams worked hard to provide the most cost efficient solution taking into account:

L 1. technical functionalities desired by the state,
the most efficient project timeline and

3. why our specific team and our unparalleled experience (including clients such as City of Los Angeles,
County of Multnomah, Virgin America, Virgin Mobile, and Northwestern University among others)

All reguests throughout the RFP have been addressed in-line and the raquested documents such as the transmittal
letter, team resumes, project timeline, and standard agreements, are all available as appendices.

; Our team is standing by to assist you in the event of any needed clarification. Please feel free to contact SADA’s
Business Development Associate, Hratch Achadjian directly at 818.942.1067 or
hratch.achadlian@sadasystems.com. Thank you for your time and consideration. We look forward to hearing from
and working with you.

L |
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Utah Hosted Email, Communication, and Collaboration Services Request for Propusals (RFP)

Solicitation #PR11059 Utah Hosted Email, Communication, and
Collaboration Services Request for Proposal (RFP)

Section 1.0: Introduction

The State’s intent is that this procurement will result in a Statewide Purchase Agreement for Hosted Email,
Communications, and Collaboration services with DTS as the Contract manager. The contract will be available
for use by State Executive, Lagislative, and Judicial Branch agencies, Cities and Counties, and K-12.

Email services have been identified as an oppertunity to realize cost savings and add additional service
capabilities for State employees. Email services are changing rapidly to an ecosystem of communication options
and rich collaboration and sharing environmenis. Email services in a hosted environment have changed with
industry requirements to offer a more robust collaborative tool than was possible in previous years.

A multi-tenant hosted email ecosystem offers substantial opportunities for cost savings and for making new
services available to State employees that can enhance productivity. Ability to enhance security features
! including compliance with Federal standards such as FISMA, HIPAA, etc., consistent global application of
security patches, and reduced risk of email intrusion, The ahility to add features to the State email environment
and make rapid changes and updates to email and related applications is a large benefit. These are services
that appear to be opportunities to effectively use cloud providers. This offers the potential for greater security
and accessibility than the State can now provide, and at potentially lower cost.

Responses o this RFP for Email, Communication, and Collaboration Solutions can include:

+  Messaging: Includes e-mail/calendaring/resource scheduling, voice mail, and related messaging
capabilities;

+ Conferencing: Includes audio, video, and Web conferencing, and integrated desktop conferencing
solutions;

» Instant Messaging/Presence: Includes Instant Messaging (IM), presence, and rich presence aggregation
{the ability to aggregate and publish presence and location information from multiple sources); and

e Applications: Includes applications that have integrated communication functions; including office
collaboration suites {e.g. word processing, spreadsheets, etc.), notification, and integration with mobite
device platforms in a consolidated communications enabled environment. Introduction

Goougle & SADA Systems

Acknowledged

13 | PR11059
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1.1 Buckground and History

The State of Utah has historically operated a premise based GroupWise email solution for approximately 20
years. This solution is currently deployed across State Executive branch agencies in approximately 140 post
offices with approximately 22,650 licensed users. The State also has an estimated 240+ applications that use
email and calendaring services that depend on the State email system. Email services have been targeted as a
mission critical service that has potential for increased efficiency and cost savings for the State. Locking at a
new approach for email services is driven by:

! * The need to address new agency requirements for email and related services,

; * Complexity and costs of the current State premise implementatien, and the need to upgrade to
leverage new technoiogies.

s  Dissatisfaction with the current premise solution and technology obsolescence.

s Integration difficulty with mobile devices. 7

s  Ongoing infrastructure cost (Servers, SAN, Data Center, Licensing)

+  Difficuity maintaining the email archive and providing reliable access to archived messages in
compliance with the Government Records and Management Act {GRAMA), the Public Records
Management Act, and ongoing litigation and e-discovery requirements.

¢ Need of many agencies for a more robust and standard email ecosystem that also integrates with new
messaging services.

e Greater ability for instant messaging and calendaring that can be shared internally and with external
husiness partners and citizens.

* The need for collaboration tools that enhance the abilities of employees to share document
development and communication in a secure environment.

This multi-tenant hosting approach is consistent with a cloud services model that is consistent with the
requirements of the State, and directly supports the Governor's objectives to increase efficiency and
effectiveness of IT services.

Google & SADA Systems

Acknowledged

1.2 Purpose

The State is seeking a replacement for its existing premise hosted GroupWise Email, Contact, and Calendaring
and Scheduling environment. It is the desire of the State to migrate to an externally hosted environment. It is
the intent of the State to reduce costs and add additional services and capabilities that are best delivered in an
externally hosted muiti-tenant environment. Changing from cne email system to another purely for cost
savings is a valid driver in its own right. The State wants new capabilities for State employees that can be added
with a feature rich and innovative e-mail, communication, and coliaboration enviranment.

F
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Google & SADA Systems

Acknowledged

1.3 Transition Plan to Proposed Solution Provide

This solicitation addresses both the procurement of a new Email Communication and Coflaboration
Environment, and migration and transition from the existing infrastructure to the successful Respondent
solution. Migration requirements are comprehensive and include modifications 1o existing State applications
that make email and calendaring calls from within apglication code. The project implementation plan must
reflect timeliness, with minimum disruption to the business and related processes, and it must thoroughiy
address any and all application related issues associated with email and calendaring. Detailed requirements for
this plan are described in section 4.0.3.

Google & SADA Systems

Acknowledged

1.4 Architectural Premises

Architecturally it is the desire of the State to implement email, communication and collaboration services in a
cloud compliant hosted multi-tenant environment to optimize scalability and leverage cloud resources.

Fundamental to any hosted email, communication, and collaboration proposal must be the availahility of well-
documented Application Programming Interfaces (APls} for use with existing and future applications that utilize
Respondent services,

The hosted email communication and collaboration implementation must add value and capability to existing
infrastructure and must not have a significant architectural impact on existing deployed architectures.

! The diversity of the State architecture and the multiple demands for different types of services favors solutions
* that have a great deal of flexibility and can be quickly deployed leveraging existing State data and application
environments.

The ideal hosted solution is one that supports diverse protocols, is based upon open standards, is not unduly
tied to specific service components or objects, and is able to add value without unduly impacting existing
deployments in agencies.

Google & SADA Systems

Google Apps will not only support all of the above but administrators have access to the
Google Apps Marketplace which provides a vast amount of applications to be leveraged.

Furthermore the SADA team as API and custom development experience. SADA has built.and

o
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: launched a number of tools on the marketplace in addition to building tools for the likes of
, Kaiser Permanente,
1.5 Definitions

E-discovery is the collection, preparation, review and production of electronic documents in litigation
discovery. This includes e-mail, attachments, and other data stored on a computer, network, backup or other
storage media. E-discovery includes metadata.

* j Email record is email that is work-function related; has administrative, legal, fiscal, or historic value; and meets

3 the legal definition of a record in Title 63G, Chapter 2, the Government Records Access and Management Act.
Email records include the text/content of the message and all of the accompanying contextual information that
the e-mall system tracks, such as who sent it (their full name plus e-mail address), when it was sent, who
received it, when it was opened, any distribution lists used, etc. Metadata and attachments are just as
necessary to the record as is the text.

w Government Records Access and Management Act (GRAMA), Title 636G, Chapter 2, is one of Utah's open

i records laws. GRAMA is a comprehensive law dealing with the access to government records, It balances the
public's constitutional right of access to information concerning the conduct of public business, the individual's
right of privacy in relation to personal data gathered or maintained by government, and the public policy
interest in restricting access to certain records for the pubiic good. See the act at
htip://le.utah.gov/UtahCode/section.jsp?code=63G-2.

Public Records Management Act, Title 63A, Chapter 12, is another of Utah's open records law. it mandates
_ that all records created and maintained by governmental entities are property of the state and must be
‘ managed according to legally approved retention schedules. [t mandates the responsibilities of governmental
i entities in records management and the penalties for intentional unlawful management. See the act at
htip://le.utah.gov/UtahCode/section.jsp?code=63A-12.

Record series is a group of similar records that are related as the result of being created, received, or used in
the same activity and are a group of records that may be treated as a unit for purposes of designation,
description, or dispesition, as defined by Title 63G, Chapter 2, the Government Records Access and
Management Act.

Retention period, also referred to as retention schedule as defined in Title 63G, Chapter 2, the Government
Records Access and Management Act, is the length of time each record series should be retained for
administrative, legal, fiscal, or historical purposes and when each record series should be transferred to the
state archives or destroyed.

Google & SADA Systems

Acknowledged

e
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.-__,-?‘Section 2: Organization of RFP Responses

o These guidelines must be followed when preparing a response.

2.1 Responses

One of the objectives of this RFP is to make proposal preparation easy and efficient, while giving Respondents
ample opportunity to highlight their proposals. The evaluation process must also be manageable and effective.
When a Respondent submits a proposal, it shall be considered a complete plan for accomplishing the tasks
described in this RFP and any supplemental tasks the Respondent has identified as necessary to successfully
complete the obligations cutlined in this RFP.

The proposal shall describe in detail the Raspondent’s ability and availability of services to meet the goals and
objectives of this RFP as stated in Sections 3.0 through 6.0 Proposals shall:

s Include a fransmittal letter to confirm that the Respondent shall comply with the requirements, provisions,

R terms, and conditions specified in this RFP.

* Include the signed Offer Form with the complete name, address, and e-mait of the Respondent’s firm and
the name, mailing address, telephone number, and FAX number of the person the State should contact
regarding the Respondent’s proposal.

* If subcontractors will be used, a statement from each subcontractor must be appended to the transmittal
letter, signed by an individual authorized to legally bind the subcontractor, and State:

: o The general scope of work to be performed by the subcontractor; and,

; o The subcontractar’s willingness to perform the work indicated.

‘- »  Confirm that the Respondent will comply with all of the provisions in this RFP.

o Provide all of the information requested in this RFP in the order specified; and,

o Have a Table of Contents adequately identifying the contents of each section and page numbers of
major subsections. The proposal shall be organized into sections, following the exact format using
ali titles, subtitles, and numbering, with tabs separating each section described below. Each section
must be addressed individually and pages must be numbered. (Note that part 7; Cost Summaries
and Professional Services must be a separate sealed response to the bid for Division of Purchasing
evaluation and scoring}:

{1) Executive Summary
{2) Required Business Qualifications (Section 3)
{3) Technical Requirements {Section 4-4.0.2)
{4} Project Plan (Section 4.0.3)
{5) References, Experience, and Resumaes {Section 5)
{6} Business Cost Analysis (Section 6.0.1}
{7} Cost Summaries and Profassional Services {Section 6.0.2-6.0.3)
{8) Exceptions
}

{9} Confidential Information

- A
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Proposals must be submitted on the most favorable terms available to the State from both a price and
technical standpoint. Respondents should not assume that they will be given an opportunity to
improve or otherwise revise their proposals.

Respondents must also agree to comply with all local, State, and federal statutes, regulations, and
executive orders applicable to this procurement and any resulting agreement.

2.1.1 Respondent Review of RFP

Each Respondent will be presumed to have fully and carefully read and understood this RFP in all
aspects, and to be thoroughly knowledgeable regarding its content. The failure or omission of any
Respondent to answer all questions and meet the requirements of this RFP may result in
disqualification. Omissions ar oversights shall in no way relieve the Respondent from any obligations
with respect to its proposal or the agreement. It is also the obligation of each Respondent to ensure
that its proposal complies both in form and substance with the requirements of this RFP. The State
reserves the right, at its sole and exclusive discretion, to reject any proposal that does not conform to
those requirements.

Google & SADA Svstems:

Acknowledged.

2.2 Economy of Presentation

Proposals shall not contain promotional or display materials. Proposals shall only address the requirements of
this RFP. All questions posed by the RFP shall be answered concisely and clearly. Failure to comply with this
requirement may result in summary disqualification of the proposal.

Google & SADA Systems:

Acknowledged.

2.3 Term of Contract

The initial term of the contract will be five years. At its discretion, the State may extend this contract with the
successful bidder for five one-year periods. Therefore, there is the potential that this award may result in a ten

year contract.

18 i PR11059

Google & SADA Systems:

Acknowledged.
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2.4 Evaluation Criterig

2.4.1 Requirements — Moandatory and Desired Requirements

Sections 3.0 through 6.0 describe the requirements of this RFP. The individual requirements are
designated “{M)" for mandatory or “{DR}” for desired requirements.

. The requirements designated as (M} are considered mandatory by the State, and the awarded

' Respondent shall be obligated to comyply with the mandatory requirements. For each reguirement
designated as (M} Respondents must indicate with “Supported” and a description or explanation, or
“Not Supported.” While Respondents may provide an explanation of any of its entries of “Not
Supported,” the entry of a “Not Supported” response may result in the rejection of the proposal.
Respondents are free to propose revisions to the mandatory requirements up to the date set for the
Deadline to Submit Written Questions in Section 8.9. Unless otherwise revised by an addendum,
mandatory reguirements, as set forth in the RFP, are firm. The State at its own discretion may modify
mandatory requirements, should they be deemed, unsupportable by Respondents.

The items designated as (DR} are considered by the State to be desirable requirements. Respondents
are invited to include no cost enhancements to these desirable requirements in their proposals by
providing a description of the enhancement. The description must be accompanied by an explanation
of how the enhanced approach will satisfy the desirable requirements and how the enhancements will
benefit the State, Agency Partners, and the public. To respond to the (DR) items, the Respondent must
; include an attachment listing the section number of the {DR) requirement, the text of the (DR}

i requirement as stated in the RFP, the explanation of the Respondent's approach to meet the desirable
requirements, and the benefits of any proposed enhancements. Any proposed enhancement shall be in
addition to the desirable requirements and shall not be deemed to relieve the Respondent of the
opportunity of providing the desirable requirements as originally described.

Respondents shall provide a response for each of the requirements in sections 3.0 to 6.0, in the order
given, using the same numbering scheme. At the end of each section. Respondents are encouraged to
describe additional services or resources that would exceed the basic requirement and further enhance
the services that could be offered to State users. Exceptions, if any, should be noted in a separate
section.

The winning proposal will be evaluated on technical capability, completeness of solution, past
performance, and price. All evaluation factors other than cost or price, when combined, are worth 70%
of the total score. Cost or price comprises the remaining 30% of the possible score. Respondents are
encouraged to provide an Executive Summary of their responses to Sections 3.0 through 6.0 for ease in
evaluating responses,

Google & SADA Systems:

Acknowledged. _ i-;
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2.4.1.1 Phase One

Proposals will first be checked to make sure that they meet the required business qualifications
detailed in Section 3.0. Respondents must affirm compliance with all Phase One requirements.
Exceptions, if any, should be noted,

Google & SADA Systems:

Acknowledged.
2.4.1.2 Phase Two

The Mandatory and Desirable Technical Requirements, Project Management and
Implementation, and References and Experience sections, will be evaluated separately from
the final Cost Proposal. The State will evaluate each response item in Seciions 4.0 through 5.0
and assign a numerical value that indicates the degrae to which the State believes that the
response meets or exceeds the requirement. The sum of the values derived from this
calculation will be used to determine the total point score to rank the proposals. The State will
review and score the Business Cost Analysis proposal in section 6.0.1, separately from the Cost
Summaries in sections 6.0.2 and 6.0.3, to ensure consistency with requested cost and project
components.

Google & SADA Systems:

Acknowledged.
2.4.1.3 Phase Three

State Purchasing scores Sections 6.0.2-6.0.3 using the following cost formula: The points
assigned to each Respondent’s cost proposal will be based on the lowest proposal price. The
Respondent with the lowest proposed price will receive 100% of the price points. All other
Respondents will receive a portion of the total cost points based on what percentage higher
their proposed price is than the lowest proposed price. A Respondent whose proposed price is
more than double {200%) the lowest proposed price will receive no points. The formula to
compute the points is: Cost Points x {2 -Propoesed Price / Lowest Proposed Price),

The State reserves the right to invite any or all Respondents that reach the cost evaluation
phase to make a formal presentation to the State regarding their specific proposal, including
costs. The State reserves the right to not accept any of the proposals.

The Scoring Evaluation components and values are detailed in the Scoring Evaluation.” -

Worksheet that follows: N
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--,’; Utah Hosted Email, Communication, and Collaboration Services RFP Evaluation Score Sheet

#PR11059
Firm Name: SADA Systems Score will be assigned as follows:
Evaluator: 0= Failun?, no responsel '
1= Poor, inadequate, fails to meet requirement
Date: 2 = Fair, only partially responsive
3 = Average, meets minimum regquirement
; 4 = Above average, exceeds minimum requirement
: 5 = Superior
Possible Score Points
Points (0-5)
4.0 Responsibilities and Scope of Work 50
4.0.1 General Requirements 30
= 4.0.2 Technical Requirements
o 4.0.3 Project and implementation Plan 20
‘ 5.0 References. Experience, and Resumes 15
5.0.1 Experience 10
5.0.2 References
5.0.3 Financials 3
5.0.4 Resumes / Background Checks 2
6.0.1 Business Cost Analysis 5
i 6.0.2 Cost Summaries 20 Inserted by
! . . Purchasing.
; 6.0.3 Professional Services Rates See
: 2413
' Total Evaluation Points 100
Google & SADA Systems:
Acknowledged.
2.5 Intent to Award
It is the intent of the State to make a single award under the terms of this RFP,
Google & SADA Systems:
Acknowledged.
Cog
5
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;o 2.6 Pricing
Requirements for cost proposals and cost summaries are detailed in a separate part of this RFP.

Google & SADA Systems:

Acknowledged.

Required Business Qualification

Section 3: Required Business Qualifications

All Respondents must organize their responses so the level of compliance with Section 3.0 is clearly identified.
Failure to do so may disqualify a Respondent’s proposal from later evaluation phases. All of these requirements
must be met to preceed to Phase 2 evaluation. Qualifications are acceptable only as clarifications to otherwise
compliant statements.

Google & SADA Systems:

Acknowledged.

3.1 General Business Requirements

{M) Respondents must indicate their acceptance of the State of Utah Standard Terms and Conditions attached
to this RFP as Attachment A, and the DTS5 Standard Terms and Conditions included as Attachment C. Any
exceptions to these terms and conditions must be noted. Significant exceptions may constitute grounds for
rejecting Respondent proposals.

Google & SADA Systems:

Acknowledged.

3.2 Experience

{M) Respondents must indicate their acceptance of the State of Utah Standard Terms and Conditions attached
to this RFP as Attachment A, and the DTS Standard Terms and Conditions included as Attachment C. Any
exceptions to these tarms and conditions must be noted. Significant exceptions may constitute grounds for
rejecting Respondent proposals.

Google & SADA Systems:

Acknowledged.
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-7 3.3 Financial Stability

{M)} The infrastructure Respondent vendor must provide audited financial statements to the State and should

: meet a minimum Dun and Bradstreet (D&B) credit rating of 4A2 or better. Please provide the Respondent’s

; D&B Number and the composite credit rating. The State reserves the right to verify this information. If a branch
or wholly owned subsidiary is bidding on this RFP, please provide the D&B Number and score for the parent
company that will be financially responsible for performance of the agreement. Prime contractors working on
behalf of Respondents must submit financial statements that demonstrate financial stability, and adequate
working capital, but do not need to meet 4A2 credit rating requirements.

Google & SADA Systems:
Audited financials of Google, the infrastructure respondent can be found here:

. htip://investor.google.com/earnings.html

SADA Systems is financially stable and has been profitable for over 10 years. SADA can provide more
insight to financial standing upon request and establishment of NDA. Meanwhile we will disclose the
following revenue numbers and accolades to help attest to its financial stability.

: $6,383,464 - 2010

 $3,456,000 - 2009
$2,985,000 - 2008
$2,234,000 - 2007
$2,109,000 - 2006
$1,444,000 - 2005

» Inc. 5000 - fastest growing private companies in the U.S. - 2010

» 1Inc. 5000 - fastest growing private companies in the U.S. - 2009

» Inc. 5000 - fastest growing private companies in the U.S. - 2008

¥ Inc. 5000 - fastest growing private companies in the U.S. - 2007

¥» b0 Fastest Growing Private Companies in San Fernando Valley
3.4 Availability

{M) The Respondent must propose a Hosted Email, Communication, and Cellaboration solution that will deliver
availability of 99.9% or greater, inclusive of scheduled downtime required for maintenance and upgrades.
Measurement shall be reported on a monthly basis with a cumulative year to date. Extra points will be awarded
to respondents that can guarantee 99.99% or greater availability.
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Google & SADA Systems:

In 2010, Gmail was available 99.984 percent of the time, for both business and consumer users.
Google’s published SLA is 99.9% though a recent post outlines their efforts to achieve 99.99%. The
post can be found at:

E aoogie htmi?utm source=entblog&utm medium=blog&utm campaign=Feed:+OfficialGoogleEnterps
iseBlog+(Official+GoogletEnterprise+Blog)&utm conteni=GoogletFeedfetcher

3.5 Project Management and Implementation Plan

A Project Management and Implementation plan is required and must be submitted in accordance with Section
4.0.3 of the Respondent’s proposal. Respondents must define supported services avallable to the State and

how the Respondent will accomplish the overall migration from the existing State services to the proposed
Respondent services.
Google & SADA Systems:
Acknowledged.
! SADA Systems offers comprehensive support services as defined in the Project Management and
Implementation plan per section 4.0.3.8.1. SADA will also offer the Google Technical Account
Manager service as per 4.0.2,12.14 which will provide a direct relationship and channel of
communication with Google, and enhance the responsiveness and effectiveness to all of the support
: services offered.
Technical Requirements
Section 4: Responsibilities and Scope of Work
4.0.1 General Responsibifities
4.0.1.1 {M} The Respondent must provide the personnel, equipment, tools, test equipment,
and expertise to meet the requirements in this RFP.
Google & SADA Systems:
S B
Acknowledged. Do
A e i
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4.0.1.2 {M) The respondent must provide a test and/or proof of concept environment for

, evaluation by the State that verifies the respondents ability to meet mandatory requirements
in section 4.0. This environment must be available within one week of the commencement of
the evaluation process.

Google & SADA Systems:

Acknowledged.

4.0.1.3 {M) The Respondent must propose to install, test, provide all products or services, and
warranty the services as specified in this RFP.

Google & SADA Systems:

Acknowledged.

4.0.1.4 {M) The Respondent must abide by State of Utah IT polices, standards, procedures and

® best practices as detailed at the Utah Technical Architecture Wiki at
http://www . utahta. wikispaces net.
Google & SADA Systems:
i
: Acknowledged.
4.0.1.5 {M) Computer applications and Weh sites must be accessible to people with disabilities,
and must comply with State accessibility policy and the Americans with Disability Act.
Applications acquired or developed must be compliant with the Accessibility and Usability
Guidelines referenced in Seciion 4 of the State of Utah Web Standards and Guidelines. See
http://dts.utah.gov/egovernment/documents/utWebStandards051707AD. pdf
Applications and content delivered through Web browsers must comply with the internal Web
Browser Standard 4300-0002 Update at:
hitp://www.utahta.wikispaces.net/filefview/Internal%20Weh%20Browser%
20Standard%205.25.10.pdf
Google & SADA Systems:
Supported.
Information access is at the core of Google’s mission - "to make the world’s
information universally accessible and useful”. That's why in addition to crawling; .
indexing and ranking billions of websites, images, videos and other cori'te;ht, we also
75 | PR11059
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o work to make that content available in all languages and in accessible formats. Upon
; request, Google can provide a complete whitepaper detailing every aspect of our 508
compliance,

Google wants to make information available to everyone, and that includes people
with disabilities, such as blindness, visual impairment, color deficiency, deafness,
hearing loss and limited dexterity. We've found that providing alternative access
modes like keyboard shortcuts, captions, high-contrast views and text-to-speech
technology helps everyone, not just people with disabilities. For example, keyboard
shortcuts help power users get things done more quickly without using a mouse,
speech-to-text technology enabies people to skim and search audio content, text-to-
speech technology enables people to use mobile devices while driving, and custom
product themes give people more opportunities to personalize.

Key points in the context of email and calendaring:

i - Gmail offers a simplified HTML interface that doesn’t use AJAX and is easy to

L navigate with a screen reader.
- Google Calendar offers an ARIA {Accessible Rich Internet Applications} enhanced
version with keyboard shortcuts, and supports iCalendar.

For more on Google Apps Accessibility, and Section 508 Voluntary Product
Accessibility Templates (VPAT), see
http://www.google.com/accessibility/rasources.html

Google Apps Gmail, Calendar, and Chat support the State of Utah's Internal Web
Browser Standards of:

- Internet Explorer 8.x or greater {Windows)

- Firefox 3.6x or greater (Windows, Linux and/or Mac OSX)
- Chrome 4.x or greater {Windows, Linux and/or Mac 0OSX)
- Safari 4.x or greater (Windows, Linux and/or Mac OSX

For more information on Google Apps supported browsers, see
http://www.google.com/support/afbin/answer.py?hl=en&answer=33864

4.0.2 Business Technical Requirements

4.0.2.1 EMAIL

4.0.2.1.1 (M) Basic email functionality, including but not limited to email filtering, send,
receive, format, and attachment, and the ability to retract email messages within
specified respondent system parameters.

Google & SADA Systems:

i
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Supported.

Google Apps is a full service email service with the ability to filter, edit, send,
receive, forward, format and retract email, and add attachments. It supports
a variety of industry standards including; MAPI, IMAP, POP, ActiveSync,
Blackberry BES and SAML. The "undo send™ feature allows the respondent to
retract emails within configurable time periods.

For more information on filtering, see 4.0.2.1.5, 4.0.2.1.22, and sections such
as 4.0.2.5.16 .

4.0.2.1.2 {M) Ability to search all emaif and attachments.

Google & SADA Systems:

Supported.

: " You can use Gmail search the same way you'd use Google Search, by entering

; a word (or multiple words) which appear anywhere within the message you
want to locate, including any attachments (both filenames and contents). If
you're looking for a message that contains the word "government holidays”,
simply type " government holidays" in the search field and press Search Mail.
Your results will be displayed with your search terms highlighted in yellow.

Advanced search operators such as "from:" and "to:" are query words or

symbaols that perform special actions in Gmail search. These operators allow

you to find what you're looking for quickly and accurately. They can also be
: used to set up filters so you can organize your inbox automatically. You can
use bolean logic and restrict search to specific labels and terms such as
whether an email has an attachment or not.

4.0.2.1.3 (M} Migrate existing data in and out of the proposed solution.

Google & SADA Systems:

Supported.

SADA Systems has developed its own software tools and extensive expertise
to migrate contacts and calendar items from GroupWise to Google Apps.
These tools have already been successfully deployed and utilized in many
GroupWise migration projects. Thus, SADA Systems can confidently offer
comprehensive migration capabilities that cover all the information
important to users.
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; Google provides a rich set of free migration toois and APIs which allow you to
: A both migrate data into and out of its services. Migrations may be initiated
from either client- or server platforms.
Administrators/Server-side:
* Google Apps Migration for Microsoft Exchange & Novel GroupWise.
Migrate mail, calendar, and contacts from your Mail Server to Google
by Apps. You can also migrate data from PST files and emails from IMAP
4 ' servers (Novell GroupWise, Cyrus, Dovecot, Courier and Gmail) using
‘. this tool.
‘ ¢ IMAP mail migration. Enables domain administrators to transfer the
: j existing contents of users' mailboxes from an IMAP server to Google
' Apps. Typically, administrators select this option when migrating
many mailboxes at once.
' ¢ Email Migration APL. You can enable this API for your domain in the
' Advanced tools section of the control panel.

s Partners provided additional tools and methodoiogies to support
virtually any type of migration.

! : individual users/Client-side:

»  Gmail's Mail Fetcher is configured with each user's email account
(rather than in the Google Apps control panel) and allows your users
to fetch mail from both Gmail and non-Gmail accounts. Fetched mail

! is inserted into your users’ Google Apps Email accounts. With this
method, migration is performed on a user-by-user basis.

*  Google Email Uploader for Mac is a desktop utility that runs on Mac
0S5 X, and uploads email archives from Apple Mail, Eudora,
Thunderhird, as well as exported Entourage mail and other mbox and
Maildir archives to your Google Apps mailbox.

¢ Google Email Uploader is available for all editions of Google Apps.
For more information, please consult:

http://www.google.com/support/a/bin/answer.py?hl=en&answer=57920

4.0.2.1.4 (M) Ability to create user defined email groups and/or personal folders based
on search criteria, and the ability to create system/global groups viewable to users and
domains.

Google & SADA Systems:

Supported. e .
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Users have a robust set of tools which can be used to create email groups,
personal groups, and personal folders which can then be shared to the entire
domain.

4.0.2.1.5 (M} Ability to define rules for email handling.

Google & SADA Systems:
Supported.

Gmail supports rule-based email handling via ruie-based filters. Gmail's filters
allows users to manage and automate the flow of incoming messages. Using
filters, users can automatically label, archive, delete, star, or forward their
mail, even keep it out of Spam -~ all based on a combination of keywords,
sender, recipients, and more. Gmail offers the ability to define an unlimited
number of rules (filters} for handling mail.

5» More detail:

?hl=en&answer=6579

Additionally, custom rule-based filters can be defined programmatically and
pushed to users by leveraging the API's made available by Google. SADA
Systems has built an expertise with interacting with Google’s REST APl’s and
will be happy to assist the State of Utah on programmatically defining filters
for its user population.

4.0.2.1.6 (M} Ability to retain email {Specify per-user limit, if any).

Google & SADA Systems:
Supported.

Google Message Discovery solution, an additional product, has unlimited
-retention/storage for a period up to ten years.

Gmail has 50 times more storage than the industry average. Each employee
gets 25 GB for email storage, so they can keep important messages and find
them instantly with built-in Google search. Administrators may set granular
retention policies from 1 to an unlimited number of days.

4.0.2.1.7 {M} Ability for migrated emails to maintain header information including
sender, recipient, date/time, cc, bec, attachments, etc.

Google & SADA Systems:

Supported. iz;
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Header information such as sender, recipient, date/time, cc, bec,
attachments, etc. is retained.

4.0.2.1.8 (M) Ability to send, assign and delegate tasks.

Google & SADA Systems:
Supported.

Users have the ability to generate task lists which can then he emailed to
other users for consumption (Delegation) into their task lists. Additionally,
tasks may be overlaid in users' calendars with reminders and due dates.

Users can create lists of items, set due dates and notes, and even add Gmail
messages directly to Tasks. Users can also use the tasks list to keep track of
listing actions such as making a list of state agencies or outlining a paper.
Users can create as many lists as they need to organize their information.

Users can turn any Gmail message into a task with one click. They can also
turn any bulleted list from another user - whether from Gmail or another
system - directly into a task list.

Another option would be for users to leverage Google Docs to create
collaborative documents acting as shared task lists. Users can create
documents as task lists, share them with one or more collaberators and
eventually subscribe to changes in order to be reminded every time any
collaborator adds an item to a task list or an item is marked as completed.
Google Apps provides numerous ways ‘out of the box’ to achieve the desired
functionality but also supports the following method as well.

Google Apps supports 3rd party contextual gadgets, such as Producteev’s
Task Management for Google Apps, which provide teams the ability to send,
assign, and delegate tasks directly from a user's email inbox.

4.0.2.1.9 (M) Ability to access email system from any Internet connection (e.g. dialup,
ISDN, and Broadband, including wired and wireless connecticons}.

Google & SADA Systems:

Supported.

Google Apps is available from any internet connection. Additicnally, for low
bandwidth connections or for unsupported browsers, Gmail provides two
additional features: Flaky Connection mode and basic HTML.
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D In Flaky Connection Mode, Gmail runs off the local store in your browser,

' « regardless of connection status, Google recommends using this mode if the
connection is intermittent or slow. The user's account will continue to sync in
the background when it's able to do so, with no disruption to their ongoing
work.

For low bandwidth connections or for unsupported browsers, Gmail offers a

Basic HTML View that is compatible with almost any browser, If a user signs

into Gmail using a browser that isn't fully supported, they'll automatically be
directed to the basic HTML view.

4,0.2.1.10 (M} Ability to delegate email functionality to another staff member {i.e.,
proxy assignments, including mail/phene, appointments, reminder notes, tasks, etc.).

Google & SADA Systems:

Supported,

Proxy (or delegate) access is available for both Email and Calendar with
Google Apps. Users may delegate access to their Google Apps mail and
calendar accounts to another staff member in the organization so they can
manage sharing, read, send, and delete messages or calendar appointments
on the user's behalf. For example, users can delegate e-mail rights to an
admin, or they can set up a small group mailbox.

If someone has granted access to their account to another staff member, the
staff member can access it by clicking the down-arrow next to their email
address in the upper-left corner. The delegator’s email address can be
selected from the drop-down menu.

A user may retract proxy {or delegate) privileges at any point.

A similar approach can also be used for shared mailboxes with Single Sign-On
($S0). SADA Systems has developed an add-on module to its S50 solution for
San lose State University in which Administrators can grant permissions to
delegated mailboxes to users. During the authentication process, a user with
privileges will be able to select which account he/she would like to access.

The State of Utah administrators will be responsible for administering access
privileges, although further integration can be also achieved through the
State’s LDAP solution.

4.0.2.1.11 {M) Ability to print stored information locally.

Gooqgle & SADA Systems:

B et
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Supported.

Google supports the ability to print locally.

4.0.2.1.12 (M) Ability to define proxy access limitations {e.g., Read Write; Subscribe to
Alarms and Appointments, Modify Options, Rules, and Folders), and retract and/or

retrieve messages within an established time period within the State email system.

Google & SADA Systems:

Supported.

Proxy (or delegate) access is available for both Email and Calendar with
Google Apps.

Email delegation:

Read
Write
Send
¢ Contacts

Google Calendar delegation

Create
- Read

Update
¢+ Etc.

Lesser permissions can also be granted via Calendar sharing, which can
provide read access to appointments with either

o the full details
¢ only a "busy" status that obfuscates the appointment details.

The "undo send" feature allows the respondent to retract emails within
configurable time periods.

A user may retract proxy {or delegate) privileges at any point.
4.0.2.1.13 (M) Ability to drag and drop files and attachments into email messages.

Google & SADA Systems:

Supported. o R
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Dragging and dropping files is an easy way to save time in Gmail. Users can

s drag attachments into messages from their desktop using Gmail's native web-
Y based interface. They can also drag them out of messages they receive to
save them to their computer.

' 4.0.2.1.14 (M) Ability to copy or replicate information to desktop or local storage.

Google & SADA Systems:

Supported.

Users can export email, attachments, and Google Docs to their desktop or
local storage in industry standard formats.

+ Attachments can be saved directly in their native format
s Emails and documents can be downioaded in RDF, PDF, Text, Open
. Office, Word, and HTML formats
e ¢ Spreadsheets can be downloaded in CSV, PDF, Text, Open Office,
! Excel, and HTML formats
¢ Presentations can be downloaded in PDF, Text, and PowerPoint
formats

Users can configure the default download location in the browser settings.
4.0.2.1.15 {M} Ability to auto save draft emall messages.

Google & SADA Systems:

Supported.

Users can configure their mailbox through the email settings to auto-save
draft emails so that valuable work is never lost,

4.0.2.1.16 (M) Ability to synchronize email and attachments to mobile devices.

Google & SADA Systems:

Supported.

Google Apps {(Mail, Calendar, Contacts) has the ability to control, sync and
interoperate with Android, Blackberry and ActiveSync devices (iPhone/iPad,
Treo and others)

Capabilities include but are not limited to:

¢  Over-the-air (OTA/Push} Email
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+ Calendar and Contacts sync
) +  Support for email attachments
For complete details on the protocols and features for mobile phones and
Google Apps please see:
htto://www.google.com/mobile/
4.0.2.1.17 (M) Ahility to add both personal signatures and notes.
Goagle & SADA Systems:
Supported.
Gmail supports text, rich text and html signatures and notes.
¢ Users can associate different signatures with different account
. nicknames, such as when dealing with a particular vendor.
¢ Users can create "canned responses” which can be inserted in any
email. In addition, users can configure filters to auto-reply with
| "canned responses” based on filter criteria.
Signatures and "canned responses” can include standard organizational
disclaimers and confidentiality notices,
4.0.2.1.18 (M) Ability to schedule or delay the delivery of email messages.
Google & SADA Systems:
Supperted.
Email messages can be scheduled to be sent at a specific time through Google
Docs integration. SADA Systems can also assist in the testing and deployment
of Chrome extension which will provide delayed sending functionality.
Boomerang for Gmail is a browser extension designed specifically to send
delayed messages. Once installed onto a compatible web browser, the
authenticated user will have the ability to send delayed messages with a
wide range of variables. Once the message is marked for future delivery,
Boomerang will deliver the message to its recipient{s) without the need for
the sender to [eave the web browser opened.
4.0.2.1,19 (M) Spell checking functionality, including automatic spell checking for free
form typing. i
. %
Google & SADA Systems: b :
=]
B & S
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Supported.

Free-form spell checking takes place within most browsers automatically.
Gmail's automatic spellchecker operates in the same language the user has
selected for their interface. If a user composes a message in a l[anguage other
than their interface language, they can check the spelling of that message
too, by clicking the arrow next to 'Check spelling’ to select the appropriate
language.

Browsers such as Chrome support customizing the dictionary.
b 4,0.2.1.20 (M) Describe what metadata is available and describe the users ability to
‘ view metadata for a message type.
Google & SADA Systems:
% Supported.
Messages are stored with the original metadata (e;g. the original headers,
received lines, recipients, date fields, attachment names and file types, etc.).
: When the messages are set aside in saved sets, the entire message content is
included so that the massages and their original metadata are easily
searched, reviewed and exported.
Users can see the entire message including metadata by clicking on "Show
: Original"
Samgple Message Header:
MiME-Version: 1.0
Received: by 1.1.1.1 with HTTP; Tue, 28 Dec 2010 20:30:55 -0800 {PST)
Date: Tue, 28 Dec 2010 20:30:55 -0800
Delivered-To: user@domain
Message-ID: <AANLkTi=-
ORS57¢cX6plcMLX1LBLOeuFkX)sQ1ZYAg31 Bu@mail.gmail.com>
Subject: Metadata Sample
From: user<user@domain>
To: user <user@domain> - Lo
& =2
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Content-Type: multipari/alternative;
boundary=0022159f0566fa455804988508h2

--0022159f0566fa455804988508b2
Content-Type: text/plain; charset=1S0-8859-1
--0022159f0566fa455804988508h2
Content-Type: text/html; charset=1S0-8859-1

--002215910566fa455804988508hb2--

4.0.2.1.21 (M) Ability to post reminder notes and tasks.

Google & SADA Systems:
Supported.

Users can post reminder notes and tasks to task lists and assign due dates;
they are automatically posted to the appropriate date in the calendar.

4.0.2.1.22 (M) Ability to sort/filter emails by date, sender, subject, etc.

Google & SADA Systems:
Supported.

Users may search {sort/filter) email by date, sender, subject, has/doesn't
have the words, to, from, subject; specify date range and restrict search to
folders (labels).

4.0.2.1.23 (M) Ability to limit or restrict access to Statewide or mass mailing
distribution lists.

Google & SADA Systems:

Supported.

Administrators control whether or not a statewide distribution list is open or
restricted; groups work within the State by default, unless the State chooses

to optionally open them to the public.

Google Apps supports fine-grained access control for administrator-managed

groups:

BidSync, LLC
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Whao can view content: only group members or anyone in the domain
Directory listing in the groups directory

Who can view members: members only, managers only, anyone in
the domain

Who can join: anyone in the domain, people have to be invited,
people can request access

Allow external members: email addresses outside of the domain can
be added to the group and receive emails sent to the group

Who can post messages: members only, managers only, anyone in
the domain; optionally, messages from non-members can be held for
moderation

Who can invite new members: managers only, managers and
members

Message moderation: all messages are held for moderation, no
moderation - messages are delivered directly, messages from new
members are moderated

Google Apps also supports four types of user-managed groups:

Public: anyone in the domain can join, post méssages, view the
members list, and read the archives.

Announcement-Only: only managers can post messages and view the
members list, but anyone from the domain can join and read the
archives.

Team: only managers can invite new members, but anyone in the
domain can post messages, view the members list, and read the
archives. Optionally, managers can also allow anyone on the Internet
to post messages.

Restricted: only managers can invite new members. Only members
can post messages, view the members list, and read the archives.
Messages to the group do not appear in search resulis.

SADA Systems has been amongst the first solution providers to provide

integration between a client data source and Google Apps. Depending on the
specific requirements of the State of Utah, a custom groups synchronization
tool can be implemented, which will provide more programmatic control
over the visibility of the distribution groups.

w3
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4.0.2.1.24 {M] All services must be delivered via secure means (e.g. HTTPS, S5H, TLS,

etc.)

Google & SADA Systems:

Supported.

All Google Apps services use HTTPS by default. Gmail uses TLS and
administrators can optionally enforce TLS so that no messages are
transmitted to recipients in clear text,

All SADA Systems integration tools use secure channels to communicate both
to Google and to any client equipment. Communications to Google Apps use
HTTPS by default, applicable to all tools including the Single Sign-On solution.
LDAP Communications are performed via a TLS transport.

4.0.2.1,.25 (M) Ability to add folders to organize amails.

Google & SADA Systems:

Supported.

Gmail supports labels, which operate similarly, but have striking advantages
over folders:

A conversation can have more than one {abel

Users can only put a message in one folder whereas they can have an
unlimited number of labels associated with a folder

A labeled conversation can be in several locations (Inbox, All Mail, Sent Mail,
etc.) at once, making it easier to find later

Users can search conversations by label
With folders, users have to:

¢ remember where they filed a message to retrieve it from a folder
¢ can't always do folder-specific searches

4.0.2.1.26 {DR) Self-adminisiration and provisioning capabilities.

Google & SADA Systems:

Supported.

Bid PR11059
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For a variety of our clients including Northwestern Universities SADA has
created an Opt-in method for users to be automatically provisioned on
Google Apps. Usually open to a wide range of users, the Opt-ln method
offered in our past implementations allows users to select when they would
like to make the switch to the new solution. We have noticed a higher
adoption rate during these transitions as the users were aware and ready for
the change, instead of being presented with an actual change and having to
accept it.

On an administrative standpoint, Opt-ln migrations are controlled processes
where the user population can he restricted to specific groups of users. When
properly integrated to all the client equipment, opt-in migrations can be
entirely automated, including accounts creation, mail flow transition, and
also data migration.

Self-administration: users can, subject to policy, administer a large number of
email settings including:

s language

* signatures

¢ labels/folders

¢« mail & spam filters
s+ forwarding

Seif-provisioning: users can import:

¢ mail from POP accounts
¢ contacts from vCard and C5V files
¢ calendars from iCal and CSV files, as well as from URLs

4.0.2.1.27 (DR) Ability to set the priority of a message by the sender.

Google & SADA Systems:

Not supported.

Google strives to be as compliant with RFC mail standards as possible. Since
there is no "message priority" RFC specification, this capability is a function
of proprietary systems and will not work outside them. Implementing such a
feature can cause confusion among end users who might assume external
recipients see priority flags when, in fact, they do not.

Instead, Google provides an optional capability called Priority Inbox:

s

BidSync, LLC p. 861



State of Utah Bid PRt1059
This proposal valid for 180 days post lanuary 25, 2011 submission.

. * Using sophisticated algorithms, Gmail performs relevancy weighting
' to determine the relative importance of each message recelved based
i on a variety of signals including which messages users open and
which they reply to. Predictions improve over time as Gmail learns
what's important to the user
* Users can also set filters to automatically prioritize email based on
data such as sender or keyword

Sections keep the mailbox organized; incoming email is separated into
sections: important and unread, important, and everything else. These
sections can also be customized.

4.0.2.1,28 {DR) Ability to add a “reply requested” tag to an email message, calendar,
iterm or task.

Google & SADA Systems:
Supported.

Google strives to be as compliant with RFC mail standards as possible, while
i supporting non-compliant clients. Since there is no "reply requested" RFC

' specification, this capability is a function of proprietary systems and is
therefore not implemented natively within Google Apps. Implementing such
a feature can cause confusion among end users who might assume external
racipients see "reply requested” when, in fact, they do not.

Nevertheless, this functionality can be addressed through user training and
change management. Specific conventions can be adopted within the State of
Utah, leveraging document subject where the “reply requested” mention
would appear. Combined with pre-set [abels, the message received would

' automatically fall under a specific category and will stand out io the user for

processing.
4.0.2,1.30 {DR) Ability to provide remote printing to State facilities.

Google & SADA Systems:

Supported.

Users may print anything from Google Apps remotely to State facilities;
because Google Apps is browser-based, any printer provisioned to the user's
desktop is available for printing from Google Apps.

4.0.2.1.31 {DR) Ability to set up restricted user accounts that are not visib,le;t’é'ﬁ“{her.

domain users, and to send blind copy care of (bec) to other recipients. |

g 0 POV
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Google & SADA Systems:
Supported.
Restricted user accounts can be set up such that those users’ contact details
are not visible to other domain users. Further, an administrative group can be
set up pointing to one or more accounts without the administrative group
being visible to other domain users. In both cases, emails can be bee'd to
other recipients.
For users who are restricted for the purposes of monitoring, Google offers
three approaches:
¢ The included Google Apps Audit AP aliows administrators to set up
email "monitors" on specific user accounts such that all messages
sent and received by that users are automatically bec'd to another
recipient without that user's knowledge (for example, in the case of
= an investigation)
¢ The Google Apps Audit APl allows an encrypted copy of a specific
user's entire mailbox to be downloaded in the mhox standard format;
for more information on the mbox file format, see
http://en.wikipedia.org/wiki/Mbox
+ Google Message Discovery can be deployed for any subset of users
thereby allowing e-discovery and review of all messages sent and
received by those users
4,0.2,1,32 (DR) Ability to scan or fax from multifunction devices to email on an
enterprise level.,
Google & SADA Systems:
H Supported.
Works natively with SMTP enabled fax and scanning devices.
For more information on SMTP, see 4.0.2.7.4.
i‘ 4.0.2.1.33 (DR) Ability to selectively produce RSS feeds of emails.
Google & SADA Systems:
Supported.
The Google Apps Mail Inbox can produce an ATOM (Atom Syndication..
Format} feed, which is an enhancement over the previous RSS feed standafﬂ, %
[k B
B % o _ hd -
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_ For more on this RFC standard, see
http://en.wikipedia.org/wiki/Atom (standard

4.0.2.1.34 {DR) Ability to highlight, celor code, or categorize emails.

Google & SADA Systems:
Supported.

Labels, used to categorize messages in a manner akin to folders, may be
color-coded.

4.0.2.2 CONTACT MANAGEMENT

4,0.2.2.1 {M) Basic contact management functionality, including but not limited to last
name, first name, middle initial, department, title, mobile and other phone numbers,
fax number, mailing address, email address, business address, contact log, notes,

o groups, eic.

Google & SADA Systems:

Supported.

: Google supports personal and corporate directory contacts for all of the fields
listed in the RFP and more, including photos and custom fields.

¢ Corporate contacts are typically based on the organization's LDAP
directory, and are available to all users, while personal contacts are
based on the user's frequent contacts as well as contacts they have
expliicitly added.

¢ Contacts are accessed from the contact list, as well as from the
Compose Mail dialogue (both lookup and auto-complete}; users can
view contacts by group as well as by most frequent; contacts are also
searchable using Google's powerful search capabilities.

» Because contacts are stored in the cloud, they are accessible from any
location, as well as from the user's mobile device.

Corporate contact fields include:

¢ Name

o Title

+ Company

* Assistant

¢ Manager ,

¢  Department T oa
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Office [ocation

Work email

Employee IDs

Websites

Home phone numbers
Fax phone numbers
Mobile phone numbers
Work mobile phone numbers
Assistant's number
Street address

P.O. Box

City

State/province
2IP/postal code
Country/Region

Personal contact fields include:

Name

Nickname

Title

Company

Email; work, home, other

Instant messaging: Google Talk, AlM, Yahoo, Skype, QQ, MSN, ICQ,
Jahber )

Phone: work, home, mobile, home fax, work fax, pager, other
Address: work, home, other

Website: work, home, home page, FTP, blog, profile, other
Birthday

Person: manager, assistant, partner, referred by, etc.

Bid PR11059

Notes

Custom contact fields such as middle initial, department and contact log can

be added.

4,0.2.2.2 (M) Ability to synchronize contact and contact group information with

standard mobile devices.

Google & SADA Systems:

Supported.
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Google Apps has the ability to sync contacts and groups and interoperate
with Android, Blackberry and ActiveSync devices (iPhone/iPad, Treo and
others).

In addition, Google Apps mobile device capabilities include but are not
limited to:

s  Over-the-air (OTA/Push) Email

s Calendar sync

e Support for email attachments

¢ Device policy management such as password policy and remote
wiping

For complete details on the protocols and features for mohile phones and
Google Apps please see:

http:/ /www.google.com/maobhile

4.0.2.2.3 {M) Migrate existing data from the State's current email system in an
automated function, without requiring individual users to manually export and import
contacts and groups.

Google & SADA Systems:

Supported.

i Google supports the migration of current mail, calendar, contact, directory

% and personal contacts to Google from on-premise systems without end-user
involvement. The vast majority of SADA Systems’ Google Apps projects are
implemented with such automated solutions, resulting in an overall

! migration that is seamless and trouble-free from the user's perspective.

4.0.2.2.4 (M} Ability to catagorize or group contacts, and email contact groups.

Google & SADA Systems:

Supported.

With Google's Contact Manager, users may group and categorize contacts
easily and then use those groups to send messages.

Because groups are stored in the cloud, they are accessible from any location,
as well as from the user's mobile browser.
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SADA Systems has expertise in Groupwise Contact Management and has
recently migrated Contact Groups for organizations like Wagner college,
Madison Metro College, Marshall ISD. The migration of personal groups into
the user’s personal contact manager can also be applied for the State of Utah
users.

4.0,2.2.5 (DR) Ability to synchronize contact information with desktop.

Google & SADA Systems:

Supported.

Users can quickly synchronize contacts between Google Apps and the
desktop using standard formats such as vCard and CSV.

In addition, third party solutions provide contact synchronization with
Meozilla Thunderbird.

For custom implementations and third-party applications requiring a more
programmatic integration, Google Apps provides the Google Contacts APls
(http://code.google.com/fapis/contacts/) which can be used to securely
integrate Google Contacts with any application or device. Many third-party
Google Apps applications provide Contact integration using these APIs.
These can be found in the Google Apps Marketplace
(http://www.google.com/enterprise/marketplace/)

4,0.2.2.6 (DR} Ability to share contact lists.

Google & SADA Systems:

Supported.

In Google Apps users have two Contacts sections: personal contacts and
shared contacts.

Administrators can enable contact sharing to allow each user in a Google
Apps domain to have easy access to all other users in the domain. The
shared contact list is similar to what is commonly referred to as a global
address list.

Personal contacts can be imported and exported. Users can also add users
who aren't in their domain to the shared contacts list using the Shared
Contacts APl. With Gmail, email addresses are automatically added toa
user's Contacts list each time they use the Reply, Reply to all, or Forward. _
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functions to send messages to addresses not previously stored in their
Contacts list.

4.0.2.2.7 (DR) Ability to use contacts to initiate a phone call from a user computer.

Google & SADA Systems:

Supported.

Gmail voice and video chat makes it easy to stay in touch with colleagues
using the computers microphone and speakers. But until now, this required
both people to be at their computers, signed into Gmail at the same time.

Now users can make phone calls directly from Gmail. Calling is free to the US
and Canada and highly discounted internationally.

4.0.2.3 CALENDARING and SCHEDULING

4,0.2,3.1 {M) Ability of the sender to delete, retract, or modify appointments,

Google & SADA Systems:

Supported.

Appointments are dynamic and may be changed, modified or retracted by
the sender. Optionally, the sender may give the attendees the option to
perform these same operations,

4.0.2.3.2 {M} Ability to implement both per calendar and per event access conirols
including levels for no access, free/busy only, full details, and edit.

Google & SADA Systems:

Supported.

Appointments support per event and calendar access controls including; no
access, view free/busy only, or show full details. Additionally, meeting
ariginators may optionally designate if an event may be edited by attendees.

Default options may be set by the domain administrator and then overridden
by end-users on a per calendar or per event basis.

4.0.2.3.3 (M) Migrate existing calendar data.

Google & SADA Systems:
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Supported.

Google offers a variety of tools to assist customer with migrating from legacy
systems to Google Apps for all of the major legacy collaboration platforms:
Lotus Notes, Microsoft Exchange, Novell GroupWise and more.

Organizations can migrate email from the GroupWise platform using the
IMAP migration capabilities of GAMME (Google Apps Migration for Microsoft
Exchange) to move mail data from GroupWise Post Office into Gmail. Users
who utilize Microsoft Outlook as a client also have the option to use GAMMOQ
{Google Apps Migration for Microsoft Outlook) to do self-service migration.

in addition, SADA Systems has developed its own software tools and
extensive expertise to migrate contacts and calendar items from GroupWise
to Google Apps. These tools have already been successfully deployed and
utilized in many GroupWise migration projects. Thus, SADA Systems can
confidently offer comprehensive migration capabilities that cover all the
information important to users.

4.0.2.3.4 {M) Calendaring functionality, including but not limited to appointment,
notification, task, event, sharing, and ability to schedute recu rring appointments.

Google & SADA Systems:

Supported.

» Appointments and events: Google Calendar lets users schedule
appointments, as well as create invitations for special events, send
those invitations to guests, and keep track of responses and
comments all in one place. Users can also allow guests to modify
events, and limit visibility into the guest list. Users can search for

: resources by category (e.g. video-conferencing) and filter for those
with availability.

» Notification: users can specify what sort of events they wish to be
notified of, notification method {email, popup, mobile/SMS) as well
as choose to unsubscribe.

* Tasks: users can create tasks from emails, set due dates, and
prioritize them.

+ Share calendars: calendars can be shared organization-wide or with
select co-workers. A range of sharing permission controls help
maintain security and privacy.

¢ Schedule recurring appointments: the ""Find a Time"" feature will-
automatically search for an optimal time based on people, group, and
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resource calendars; Google Calendar automatically sends invitations
and manages RSVPs. Recurring events such as weekly, monthly,
i every Monday, Wednesday, Friday are supported.

In addition, Google Calendar allows users to:

¢ See free/busy times for all attendees: Users can overlay multiple
calendars to see when people and resources are available, subject to
ACL's; this includes group calendars.

*  Access with mobile device: view and edit event details, add new
events, and invite guests on mobile devices like the BlackBerry,
iPhone/ifad, and Android. Users can even receive calendar
notifications via SMS.

* Publish calendars: publicize external events by publishing a calendar
to make it searchable in the Google Calendar gallery. Easily embed

calendars into web pages.

e Create appointments with natural language; Google Calendar's
; natural language recognition engine interprets your phrase and
. automatically creates the event.

4.0.2.3.5 {M) Ability to schedule resources, including but not limited to facilities,
conference rooms, and eguipment, and restrict visibility to specified resources

Google & SADA Systems:

Supported.

Google calendar supports scheduling any resource, such as facilities,
cenference rooms, equipment, and virtual venues. The resource calendar's
administrator can set visibility to the calendar at an organization or individual
user level, including whether users are only able to see free/busy or all event
details. The ability to view or utilize a resources may be restricted.

in addition, extra data ahout resources is supported through links to resource
descriptions defined in HTML. Typically, administrators should also include

! information such as location, occupancy limits, and availability of audio-

; visual equipment in the resource name to facilitate finding suitable
resources: the calendar automatically displays resources hierarchically based
on this taxonomy.

4.0.2.3.6 (M) Ability to manage resources by proxy (e.g., delegate calendar
management, set "view only” or “edit” rights, etc.) to anather staff member,

Google & SADA Systems: S e
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Supported.

7 Users can delegate access to their entire calendar with granular permission
levels including the ability to see all event details, just free/busy, make
changes to events, and perform further delegation. Granular calendar view
] : privileges can also be shared with the entire organization.

4.0.2.3.7 {M) Ability to delegate appointments, and view and schedule from "freebusy”
information.

Google & SADA Systems:

Supported.

Users can delegate appointments to other users, as well as to group
calendars.

e Users can view "free-busy" information for all invitees and resources, and
schedule an appointment directly from here.

4.0.2.3.8 (M) Ability to view multiple calendars at same time (both personal and
global).

Google & SADA Systems:

Supported.

Users can view multiple (personal, shared, and global) calendars at the same
time. Google calendars are color-coded by defauli so it's easy to view and
overlay calendars at the same time, Google Calendar supports multiple
different viewing modes as well; day, week, month, year, and custom range.

s Personal calendars are the default users' calendars

¢ Users may also create additional calendars to share with a group ora
list of individuals, as well as global calendars shared with the entire
organization

4,0.2.3.9 {M) Availability of a calendar Application Programming Interface {APl}.

Google & SADA Systems:

Supported,

SADA Systems has long established a reputation with respect to its ability to
work with Google’s Application Programing Interfaces (APls). SADA’s - -
familiarity and experience with the Google Calendar AP| will be an asset to

e
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o the State of Utah in creating and modifying applications to leverage

scheduling information. SADA’s clientele who have solicited APl work include
City of Los Angeles, Kent State University, Northwestern University and our
own Open Source Provisioning Toolkit (later acquired by Google)

In addition to supporting iCal, the calendar supports API's for a variety of
calendar tasks including creating and deleting individual and recurring events,
and retrieving calendars and their events and invitee status:

http://code.google.com/googleapps/appsscript/service calendar.html

iCal is a standard for exchanging calendar information defined in RFC 5545
and supported by vendars such as Google, Apple, IBM and Microsoft; for
further information, see http://en.wikipedia.org/wiki/|Calendar

4.0.2.3.10 (M) Ability to synchronize calendars to standard mobile devices with
associated event and attendee data.

Google & SADA Systems:

Supported.

Google Apps supports two-way, over-the-air sync for all calendar and
calendar details for native clients and web browsers for ActiveSync, Android
and Blackberry devices. Additionally, calendar is available in small form
factor (e.g. for mobile devices) for any device that has a browser. User can
view and edit event details, add new events, and invite guests on mobile
devices like the BlackBerry and iPhone/iPad; they can even receive calendar
notifications via SMS.

4.0.2.3.11 (M) Ahility ta view or hide appointment details, and full calendar and show
non-detailed free-busy schedule as determined by each individual user.

Google & SADA Systems:

Supported.

Individual users can set granular permission levels including the ability to
view or hide all or just some event details such as free/busy information.
Users can also set global calendar sharing permissions to be public, restricted
to the organization, or restricted to particular individuals.

4.0.2.3.12 {M) Ability to print calendars locally in standard formats (such as daily,
weekly, monthly, etc.). .
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Google & SADA Systems:

Supported.

Google Calendars can be printed in standard formats such as daily, weekly,
monthly, 4-day view and an agenda view (which give you a text listing of the
events and details). Just like the online interface, printed calendars can
reflect events from multiple personal calendars as well as published
calendars., The "Custom View" feature along with the ability to print to PDF
allow for additional formats.

4.0.2.3.13 (M) Ability to do busy searches to find available appointment times.

Google & SADA Systems:

Supported.

Users can search for and see free/busy times for all invitees; they can also
overlay multiple calendars to see when people and resources are available,
subject to ACL's; this includes group calendars.

The "Find a Time" feature will automatically search for an optimal time based
on people, group, and resource calendars; Google Calendar automatically
sends invitations and manages RSVPs. Recurring events such as weekly,
monthly, every Monday, Wednesday, Friday are supported.

; 4.0.2.3.14 (M} Ability 1o edit events that have already been posted by the originating

user.

Gaogle & SADA Systems:

Supported.

The originating user can change posted events and choose whether to notify
other invitees of the change; the originating user can also delegate the ability
to modify the event to other invitees.

4.0.2.3.15 (M) Ability to set up multi-user caiendars so managers can view team

schedules.
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Managers (and other users) can create shared calendars which multiple users
update (e.g. for team member vacations). A range of sharing permission
controls help maintain security and privacy.

¢ Users can set granular permission levels including the ability to see all
event details, just free/busy, make changes to events, and include
more members in the shared calendar.

Additionally, calendars may be published to the web and embedded in
websites or applications.

4.0.2.3.16 (DR} Ability to have shared user calendars.
1; .A Google & SADA Systems:
Supported.

e Calendars can be shared organization-wide or with select co-workers. A range
of sharing permission controls help maintain security and privacy.

* Users can set granular permission levels including the ahility to see all
event details, just free/busy, make changes to events, and include
more members in the shared calendar.

i Additionally, calendars may be published to the web and embedded in
webhsites or applications.

4.0.2.3.17 (DR} Ability to import/export calendars.

Google & SADA Systems:

Supported.

Users can import and export calendars in iCal format and can also subscribe
to calendars by URL.

+ Users can import iCal calendars and subscribe to them by URL from
the Add Calendars drop down

s Users can export a calendar by sharing it and providing the iCal URL
from the calendar settings

In addition, the $tate of Utah can also, with SADA Systems’ assistance,

leverage the Google Data API's in order to push calendar feeds directly into
user’s calendars without requiring the user to complete any actions on

their own. .

e a1 i
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Google Calendar also offers a selection of public calendars covering popular
holidays and more:

http://www.google.com/support/calendar/bin/answer.oy?hl=en&answer=3
7098

4.0.2.3.18 (DR} Ability to easily add new attendee to or remove an existing atiendee
from an existing event.

Google & SADA Systems:

Supported.

Users can easily add and remove attendees and resources from an existing
event, and choose whether to send the invitee a notification.

4.0.2.3.19 (DR} Ability to send appointment to an external user that will sync with
other email/calendar systems,

Google & SADA Systems:

Supported.

Google Calendar supports the iCal standard, so the user just specifies their
email address as one of the appointment attendees and they automatically
receive the appointment.

In addition, a user can choose to share their whole calendar with an external
user, subject to granular permission levels including the ability to see all
event details, just free/busy, make changes to events, and include more
members in the shared calendar.

4.0.2.3.20 (DR) Ability to produce public calendars.
Google & SADA Systems:
Supported,

A user can optionally share their whole calendar (including a shared calendar)
with an external user, subject to granular permission levels including the
ability to see all event details, just free/busy, make changes to events, and
include more members in the shared calendar.

4.0.2.3.21 (DR} Ability to publish calendars to the Web that use imbed codes and
enabie live calendar updates.
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. Google & SADA Systems:
Supported.
Calendars may be published to the web and embedded in websites or
applications. Any changes to the calendar are reflected live in the embedded
gadget.
4.0.2.3.22 {DR} Ability to manage priority of event.
Google & SADA Systems:
Supported.
Users can associate priority icons with events, as well as create tasks with
due dates; priority icons include event type (e.g. phone, travel, dinner) as
well as a six-level color-coding scale. Users can also set future recurring
e events to be greyed out to emphasize the priority of one-time events.

4.0.2.3.23 (DR) Ability to categorize events.

Google & SADA Systems:

Supported.

Users can associate category icons with events, as well as associate events
with a particular calendar (e.g. the legislature calendar): calendars for specific
categories of events are displayed in the user's aggregate calendarin a
distinctive color, and can be hidden as needed. Users can also set future
recurring events to be greyed out to emphasize the priority of one-time
events.

4.0.2.3.24 (DR} Maps integration, automatic display of meeting location based on
street address.

Google & SADA Systems:

Supported.

Users can click the "map" button in any appointment and the appointment
location will be automatically displayed in Google Maps: users can then find
directions from here.

4.0.2.4 e-DISCOVERY
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4.0.2.4,1 (M) Ability to search based on subject, content, sender and/or recipient, date
range, metadata or attachments.

Google & SADA Systems:

Supported,

Google Message Discovery (GMD) includes the following search panels into
which administrators can enter criteria to retrieve archived messages:

s Email Search panel: provides fields that iet administrators enter
criteria to find archived email messages by sender, recipient, "has
attachment”, body, data range search, match all or any included or
excluded word combination,

* Boolean Search panel: lets administrators enter their own query
strings, using the Apache Lucerne query syntax. This syntax supports
Boolean operators, wildcards, fuzzy matches, and proximity matches,
allowing users to create more-complex or targeted search queries.

Administrators can set up investigations to save and organize their search
criteria and results, so they don't have to redo them later on. Searches may
be span multiple inboxes or be restricted to a single sender or recipient.

Google also provides an audit AP] at no additional charge. The Google Apps
Audit AP] allows Google Apps administrators to audit a user's email, email
drafts, and archived chats. In addition, a domain administrator can retrieve
account login information and downlcad a user's mailbox.

4.0.2.4.2 (M) Ability to place litigation holds on a specified email address.
Google & SADA Systems:
Supported.
Archive administrators (IT/HR/Legal} can place a hold on an email account.
A hold prevents the messages from being removed from the archive.
There are three types of holds which administrators can implement:

* Past messages: All messages in the archive for that user up to and
including the date they set the hold.

¢ Future messages: All messages in the archive for that user going
forward from the date they set the hold. .

¢ All messages: All messages in the archive for that user..

-
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When an administrator sets a hold on a user’s messages, the hold includes
any message in which that user’s address is included in the From, To, Cc, or
Bcc field.

4.0.2.4.3 (W) Ability to verify authenticity, reliability, and integrity of email messages.

Google & SADA Systems:

Supported.

Mail is stored separately in an immutable archive that is protected using a
multi-layer security strategy that combines advanced technologies, industry-
standard policies, and best practices, Google/Postini maintains the
availability, integrity, and confidentiality of its systems and its clients
messages.

Message Archiving processes your organization's electronic messages in
geographically-distributed primary and secondary (backup) data centers.
Each data center is [ocated in a physically secured facility with SAS-70
certification, is serviced by a Tier-1 or better network provider, and contains
multiple layers of redundancy for network connectivity and power. During
the processing of a message, indexing servers create an index for the
message, and then store the index on muitiple devices. When the message
processing has finished, the message is then written to at least two separate
geographical [ocations.

Google/Postini’s multi-layer security strategy is comprised of seven
components: privacy and data integrity, and organizational, physical,
networlk, application, host, and operational security.

As part of this security strategy, Google/Postini regularly undergoes
extensive third-party and self-assessment audits of its security measures, to
verify its operation integrity and ensure that it protects the privacy of its
customers data.

To verify that its security strategy maintains operation integrity and that it
follows best practices for security, Google/Postini has implemented a
comprehensive audit and verification program. This program includes:

¢ Annual audits of privacy, security, and availability from independent
auditing organizations

+ Customer audits as requested

s Quarterly internal audits

¢ Quarterly vulnerability reports
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* Compliance with any additional, country-specific security
requirements

4.0.2.4.4 (M} Ability to capture and preserve/store email message threads, including
tracking email by sender and receiver, date, and record series.

Google & SADA Systems:

Supported.

Message Archiving automatically sets the retention period for all messages in
the archive based on the defined policy. Messages are preserved and may be
tracked by sender, receiver and record series. Additionally, messages can’t be
deleted from the archive until their retention periods expire.

Administrators can place a hold on the messages in saved search results. For
example, if an administrator is conducting an investigation and wants to

W

ensure that the retrieved messages are not deleted, they can select an option
to place the results on hold.

Administrators can set the following hold options for messages in saved
search results:

¢ Not on hold: available to purge from the archive according to their
original retention periods

* Hoid indefinitely: held indefinitely in the archive

* Hold until specific date: held in the archive until the specified date

4.0,2.4.5 (M) Ability for multiple mailbox search capability.
Google & SADA Systems:
Supported.

Google Message Discovery (GIVID) supports the ability to search multiple mail
boxes in addition to the capability mentioned below in question 4.0.2.5.9.

4.0.2.4.6 (DR} Automated rule capability for archiving specified users per state policy,
the Government Records Access and Management Act {GRAMA) and Public Records
Management Act requirements.

Google & SADA Systems:

Supported.
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The administrator sets up Message Archiving to archive the email messages
for all users or only specific users. Message Archiving captures email
messages that users receive from, and send to, others outside the
organization's network. Additionally, administrators can place a hold on
specified user(s). Holds can be placed on all messages, all past messages from
the date of the hold or all messages in the future from the date of the hold.

4.0.2.4.7 (DR) Ability to store search results with any metadata,

Google & SADA Systems:

Supported.

Search resuits are stored with the original metadata (eg. the original headers,
received lines, recipients, date fields, attachment names and file types, etc).
When the messages are set aside in saved sets, the entire message content is
included so that the messages and their original metadata are easily
searched, reviewed and exported by investigators.

4.0.2.4.8 (DR) Ability to add and delete from search results to create an e-Discovery
set.

Google & SADA Sysiems:

Supported.

The Google Message Discovery service allows administrators to:

® Add to the search results by finding messages with related subjects or
messages in a set of exchanges between specific users
¢ Remove one or more messages from a set of saved search results

4.0.2.4.10 {DR) Specify the actions required if a government agency requests access to
State email,

Google & SADA Systems:

Supported.

Google follows standard legal processes in responding to third party requests
for user information. information can only be obtained by third parties
through legal processes such as search warrants, court orders, subpoenas,
through a statutory exemption, or through user consent. Upon receipt of a
request for information disclosure, Google’s Legal team reviews the- request
for compliance with applicable law. if the request is legally valld |t is

-
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Google’s policy to notify the individual user or organization whose
information is being requested except in an emergency or where prohibited
g by law.

4.0.2.4.11 (DR) Clarify the ability to maintain the state’s attorney privilege, including
the ability to establish protection for documents protected by attorney-client privilege
and work product privilege.

Google & SADA Systems:

Supported.

Please note that Google is not allowed to provide legal advice and that this
does not constitute legal advice.

Gmail and Google Docs allow existing procedures for marking attorney-client
P privilege or attorney work product to be followed. Further, with Google Docs
L T (documents, spreadsheets, presentations, drawings and files) the accessihility
of any item can be set such that only the individuals involved have access to
that item.

4.0.2.4.12 {DR) Ability to associate Government Records Access and Management Act
(GRAMA) and Public Records Management Act requirements, including the ability to
associate email with specified records series, tegal retention periods, and records
classifications.

Google & SADA Systems:

Supported.

The administrator sets up Message Archiving to archive the email messages
for all users or only specific users. Message Archiving captures email
messages that users recejve from, and‘send to, others outside the
organization's network. Additionally, administrators can place a hold on
specified user{s). Holds can be place on all messages, all past messages from
the date of the hold or all messages in the future from the date of the hold.

4.0.2.4.13 (DR) Specify and explain the ability to meet geographic legal requirements
for user privacy or disclosure or presarvation.

Gogogle & SADA Systems:

Supported,
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Administrators can define email privacy, disclosure and preservation policies
by geography by assigning each geography to an organization with unique
policies. Organizational policies include the specific services available, filter
settings, and administrators.

Google Apps is the first suite of cloud computing applications to receive
Federal Information Security Management Act (FISMA) certification from the
U.S. government. With this federal government certification of our security
controls, government agencies can use our cloud services with confidence.

Google Apps products such as Gmail, Calendar, Docs, Sites, Groups, and Video
adhere to the US Safe Harbor Privacy Principles of Notice, Choice, Onward
Transfer, Security, Data Integrity, Access and Enforcement, and are registered
with the U.S, Department of Commerce’s Safe Harbor Program.

4.0.2.5 ARCHIVE, BACKUP and DISASTER RECOVERY

4.0.2.5.1 {M) Ability to recover and restore email messages/contacts/calendars for all
users within 4 business hours in the event of a severe outage. Describe your Recovery
Policy Objective (RPQ) and Recovery Time Objective (RTO).

Google & SADA Systems:

Supported.

The Google Apps RPO design target is zero, and the RTO design target is
instant failover. Google's uptime service-level agreement is 99.9% calcuiated
monthly, which equates to a total downtime of well under an hour per
month.

Google achieves this through live or synchronous replication: every action a
user takes in Gmail is simultaneously replicated in two data centers at once,
so that if one data center fails, Google nearly instantly transfer the user's
data over to the other one that's also been reflecting their actions,

These data center will be in different geographic disaster zones. Qur Dats
Centers are redundant and can shift to a users their secondary data center.
To minimize service interruption due to hardware failure, natural disaster, or
other catastrophe, Google implemented comprehensive disaster recovery
program at all of its data centers. This program includes multiple components
to eliminate single point-of-failure, including the following:

* Distributed data center architecture Google operates a geographically
distributed set of datacenters ensure swift failover. Management of

ki
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the data centers is also distributed to provide location-independent,
around-the-clock coverage, and system administration.

¢ Data replication and backup To help ensure availability in the event
of a disaster, all of the client's data is replicated to separate systems
in different data centers.

If a disaster occurred that effected one data center, the client’s data will be
served from the secondary data center. The data between a user’s primary
data center and their secondary data center is constantly replicated in “real
time.”

There is nothing that the client or a client employee needs to do to act upon
to invoke this. We have built monitoring tools that help look for a
malfunction or even slowness in 3 data center and automatically, push users
to their secondary data center. The only requirement is that client still have
internet access,

In addition to the redundancy of data and no single point of failure model for
our data centers we have also have a business continuity plan for our
corporate office in Mountain View, CA. We have a plan that accounts for
having suffered a major calamity, and people and services in are unavailable
for 30+ days. This plan insures continued operations or our services to our
customers.

And it's not just to preserve your Gmail accounts. Organizations get the same
level of data replication for ali the other major applications in the Apps suite;
Google Calendar, Google Docs, and Google Sites.

The most up-to-date and detailed description of the SLA are available at
http://www.googte.com/apns/ intl/en/terms/sla.html

4.0.2,5.2 (M) Ability to restore archived email data to "live" status,

Google & SADA Systems:

Supported,

Using the personal archive feature, data can be delivered from the archive to
a user's inbox so that it can be restored to "live" status,

4.0.2.5.3 (M) Multiple redundant backups of email messages,

Google & SADA Systems:

Supported. o S
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, Google Message Discovery (GMD) keeps four copies of archived email: two at

5 the primary data center and two at the "hot" standby data center. Each of
the GMD's primary data centers has a matching secondary, or continuation,
data center that automatically takes over criticai operations if the primary
data center fails. To help prevent the possibility of overlapping catastrophic
events causing the failure of a pair of data centers, each primary data center
is maintained in a different geographic region from its matching secondary
data center,

4.0.2.5.4 (M) Ability to thoroughly and completely destroy obsolete records upon
completion of legal retention period.

Google & SADA Systems:

Supported.

Messages retained in the archive may be thoroughly, completely and
irrevocably destroyed once the period of legal retention expires. Messages
can be purged automatically or manually.

4.0.2.5.5 (M) Ability to store and retrieve all email data for a State of Utah specified
time period before data is automatically processed for long term archiving,

Google & SADA Systems:

Supported.

The Search tab provides authorized users with tools to search for, view, print,
and export messages in the states archive.

The Discovery tab provides the same features as the Search tab, with the
additional options to set up investigations to save and organize search
criteria and results for specific topics.

4.0.2.5.6 (M) Centralized message archiving for up to seven years.

Google & SADA Systems:

Supported.

Google Message Discovery (GMD), is an easily-deployed, hosted service that
helps your organization manage email retention and security. GMD offers
unlimited storage for retention periods of 1 or up to 10 years.

4.0.2.5.7 {M} Ability to archive data based on content, sender, recipient, dates and
other metadata and attachments. %
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Google & SADA Systems:

Supported.

Google Message Discovery (GMD) includes unlimited storage for 1- and 10-
year retention periods, obviating the need to archive data based on content
rules. Instead, GMD archives email on a per-sender (user) basis for a set of
users designated by the organization. All of the email, including attachments,
is retained by default. This information is searchable by all the fields
mentioned (content, sender, recipient, date, attachments and other
metadata/structured or unstructured email fields) for the purposes of legal
discovery and archiving.

If the organization has the requirement to archive subsets of data by content,
sender (if different than above), metadata and/or attachment then it can use
the audit api to create content rules to effect this requirement. There is no
additional cost for the APl GMD is priced separately.

&

4.0.2.5.8 (M) Ability to verify authenticity, reliability, and integrity of email records.

Gooqgle & SADA Systems:

Supported.

Mail is stored separately in an immutable archive that is protected using a
multi-layer security strategy that combines advanced technologies, industry-
standard policies, and best practices. Google/Postini maintains the
availability, integrity, and confidentiality of its systems and its clients
messages.

Message Archiving processes your organization's electronic messages in
geographically-distributed primary and secondary (backup) data centers.
Each data center is located in a physically secured facility with SAS-70
certification, is serviced by a Tier-1 or better netwark provider, and contains
multiple layers of redundancy for network connectivity and power. During
the processing of a message, indexing servers create an index for the
message, and then store the index on multiple devices. When the message
processing has finished, the message is then written to at least two separate
geographical locations.

Google/Postini’s multi-layer security strategy is comprised of seven
components: privacy and data integrity, and organizational, physical,
network, application, host, and operational security.

&

=
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As part of this security strategy, Google/Postini regularly undergoes
extensive third-party and self-assessment audits of jts security measures, to
verify its operation integrity and ensure that it protects the privacy of its
customers data,

To verify that its security strategy maintains operation integrity and that it
follows best practices for security, Google/Postini has implemented a
comprehensive audit and verification program. This program includes:

* Annual audits of privacy, security, and availability from independent
auditing organizations

* Customer audits as requested

* Quarterly internal audits

* Quarterly vulnerability reports

¢ Compliance with any additional, country-specific security
requirements

4.0.2.5.9 (M) Ability to retrieve or e-Discover archived data based on content, sender,
recipient, and/or other metadata and attachments,

Google & SADA Systems:

Supported.

Google Message Discovery (GMD) includes the following search panels into
which administrators can enter criteria to retrieve archived messages:

* Email Search panel: provides fields that let administrators enter
criterfa to find archived email messages by sender, recipient, ""has
attachment"", body, data range search, match all or any included or
excluded word combination.

* Boolean Search panel: lets administrators enter their own query
strings, using the Apache Lucene query syntax. This syntax supports
Boolean operators, wildcards, fuzzy matches, and proximity matches,
allowing users to create more-complex or targeted search queries.

Administrators can set up investigations to save and organize their search
criteria and results, so they don't have to redo them later on. Searches may
be span muitipie inboxes or be restricted to a single sender or recipient.

Google also provides an audit API at no additional charge. The Google Apps
Audit APl allows Google Apps administrators to audit a user's email, email
drafts, and archived chats, In addition, a domain administrator can retrieve

&

account login information and download a user's mailbox.

4
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4.0.2.5.10 {M} Ability to view, and perform all normal email functions on archive by an
email administrator without having to restore.

Google & SADA Systems:

Supported.

The Google Message Discovery (GMD) service is designed to provide
administrators with the ability to archive email messages with no storage
limitations while at the same time using an indexing system so that results
can be quickly obtained regardless of the scope of the query or the age of the
data -- all without having to resort to restoring.

The freedom to store emails without space and time constraints allows
administrators to manage an archive focusing exclusively on policies driven
by business requirements, rather than technical limitations.

o

4.0.2.5.11 (M} Ability to transfer to the Utah Division of Archives, complete email
records of permanent value, with associated metadata, attachments, and threads,
upon completion of legal retention period.

Google & SADA Systems:

Supported.

Administrators with the appropriate privileges can export individually
selected or all messages in their search results, along with any file
attachments, to an MBOX file or a PST file {in the case of "all messages")

¢ MBOXis an industry-standard mailbox format that stores one or
more exported messages in a single text file. MBOX files are
compatible with many email programs, text editors, and litigation
support software

* PSTis a Microsoft format. Administrators can import PST files in
Outlook, or open unencrypted PST files in text or hexidecimal editors.

4.0.2.5.12 (M) Ability to apply legal retention periods and disposition by agency per
State policy and/or legal requirements.

Google & SADA Systems:
Supported.
The State can specify the maximum retention period for its messages with

Message Discovery, for periods from 1 month to 10 years, by agency. The - L&
. ;}’ : . ;
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state can retain messages longer than this retention period if it turns off
Auto-purge.

The State can use the Auto-purge option to have Message Archiving
automatically delete messages at the end of the month in which their
. retantion periods expire, or can choose to manually purge messages from the
. archive. The State can also place a hold on saved search results, which
temporarily halts automatic message deletion. This option may be useful
during an investigation or notice of litigation.

The State can also manually purge messages from the archive.

4.0.2,5.13 (DR) Automated rule capability for archiving specified users per state policy,
the Government Records Access and Management Act (GRAMA) and Public Records
Management Act reguirements.

Google & SADA Systems:

Supported.

The administrator sets up Message Archiving to archive the email messages
for all users or only specific users. Message Archiving captures email
messages that users receive from, and send to, others outside the
organization's network. Additionally, administrators can place a hold on
specified user(s). Holds can be placed on all messages, all past messages from
the date of the hold or all messages in the future from the date of the hold.

4.0.2.5.14 {DR) Ability to store/manage in record series and apply legal retention
periods and disposition to records by agency per State policy or legal requirements.

Google & SADA Systems:

Supported.

The State can specify the maximum retention period for its messages with
Message Discovery, for periods from 1 month to 10 years, by agency. The
state can retain messages longer than this retention period if it turns off
Auto-purge.

The State can use the Auto-purge option to have Message Archiving
automatically delete messages at the end of the month in which their
retention periods expire, or can choose to manually purge messages from the
archive. The State can also place a hold on saved search results, which
temporarily halts automatic message deletion. This option may be useful . 7
during an investigation or notice of litigation.

56 § PR11059

Sep 19, 2011 4:48:31 PM MDT BidSync, LLC p. 888



State of Utah Bid PR11059
This propesal valid for 18¢ days post january 25, 2011 submission.

The State can also manually purge messages from the archive.

4.0.2.5.15 (DR) Ability to extract archived data to an XML file that contains human-
readable elements, attributes, and pointers, while retaining necessary context {sender,
recipient, date).

Google & SADA Systems:

Supported.

Administrators with the appropriate privileges can export individually
selected or all messages in their search results, along with any file
attachments, to an MBOX file,

¢ MBOXis an industry-standard mailbox format that stores one or
more exported messages in a single text file. MBOX files are
compatible with many email programs, text editors, and litigation
i . support software, and can be converted to XML using third-party
utilities such as AiddaMail (www.ajd4majl.com)

4.0.2.5.16 (DR) Ability for users to view email filtered by the state.

Google & SADA Systems:

Supported.

The Message Security service detects spam by applying hundreds of rules to
each message that passes through the data center. It can block obvious spam
immediately, then divert more borderline spam to a Quarantine for later
evaluation. From there, administrators or users can review the Quarantine
for any legitimate messages that were falsely quarantined and need to be
forwarded to the user’s Inbox. Otherwise, spam is deleted automatically.

For each of the State's agencies, administrators can adjust the overall
aggressiveness of filtering, filter specific categories of spam more
aggressively, and choose a spam disposition. Some of these settings are made
at the org level, and some for a Default User. Administrators can also adjust
individual user’s filtering, or allow users to do this themselves at the Message
Center.

4.0.2.6 SOLUTION ADMINISTRATION

4.0.2.6.1 (M) Ability of the state to fully manage identity and user accounts.

Google & SADA Systems: o L £
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Supported.

Google provides three robust ways to manage identity and user account
information. Administrators can manage user identity and account
information directly in Google Apps or can continue to manage users in the
organization's existing directory (LDAP) system and synchronize that with
Google Apps using Google Apps Directory Sync {GADS).

» The Google Apps control panel provides a robust and simple-to-use
interface to manage users, groups and organizations.

* GADS s a free graphical tool that you set up once which pushes
account creations, modifications, deletions and suspensions from
your LDAP system to Google s that the State does not have to
manage two separate directories.

* Google makes a provisioning APl available for application integration
with the State's ERP or HR systems and other applications. For more
information see:
http://code.google.com/googleapps/domain/gdata_provisioning api’

v2.0 reference.htmi

SADA Systems is Google’s go-to partner when it comes to managing identity
and user accounts. Its unique solutions such as SADA Single Sign-On,
AuthMagic for Google Apps and many others distinguish it as an authority in
this area. SADA Systems is also the creator of the Open Source Provisioning
Toolkit {later acquired by Google) in 2007 - the first and most widely used as
illustrated here:

http://code.poogle.com oogle-apps-provisioning-toolkit/downloads/list

4.0.2.6.2 {M) Ability to detect and reject SPAM email at the domain level.

Gogogle & SADA Systems:

Supported.

Google provides the ability to reject SPAM before it reaches your domain
through Google Message Security included with Google Message Discovery
(GMD). It is designed to block unwanted traffic, such as viruses, spam and
phishing attacks before it hits a customer's infrastructure. This is
accomplished using Postini-powered technology with more than nine years of
proven experience in this field. Because the message security service is
hosted, actual detection and filtering of suspicious mail occurs at Google's
data center, so unwanted traffic never hits your network. e
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An overview of the service architecture can be found at:

http://www.postini.com/webdocs/admin ee cu/arch architecture.html

4.0.2.6.3 {M) Ability to provide anti-virus protection, including spyware.

Google & SADA Systems:

Supported,

GMD service blocks a wide range of email attacks at the connection level,
filters spam and viruses, and can approve, block, or divert messages based on
sender address or domain, origin IP address, attachment size or file type, text
content, and more.

It does this without requiring you to install additional software or hardware.
. Instead, users incoming email is processed at our highly secure and reliable
;3 data center, before reaching your server. Within milliseconds, spam and
‘ viruses are separated from legitimate messages. Legitimate messages are
delivered to recipients without delay, while suspicious messages are deleted,
or sent to a quarantine, where they can be optionally reviewed or delivered
to the user,

4.0.2.6.4 (M) Ability to integrate with internal applications using email, specifically
using secure SMTP, IMAP, SOAP, POP3, etc.

Google & SADA Systems:

Supported.
Google supports integration with applications using each of these protocols.

Some business applications do heavily rely on email. That can be either by
sending emails or polling for specific email messages to accomplish a given
role. As part of the transition, SADA Systems can implement toois or alter
existing internal applications to retain compatibility for the State of Utah
applications with IMAP, SMTP, etc. SADA has experience doing such work
{database applications with automated mail notifications via SMTP) for
Kaiser Permanente and others.

4.0.2.6.5 (M} Ability to migrate all data to a successor solution provider.

Google & SADA Systems:

Supported.
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There are many tools available for migrating data to a successor solution
provider - both for an administrator-led migration as well as for a self-service
model.

There is a robust and free Email Migration API, allowing administrators and
users of Google Apps to migrate mail into or out of Gmail accounts. Googleis
also unique among solution providers in offering the “Google Data Liberation
Front” with solutions provided by Google engineers to ensure that user data
will always have the ability to be moved out of Google’s systems,

SADA Systems has worked with the entire spectrum of the tools described
above, as well as tools of its own design like the Site Copier, SADA has
already applied this weaith of expertise in projects to migrate data to
solution providers other than Google. Should this expertise ever become
necessary, SADA will stand ready.

4.0.2.6.6 (M) Ability of the state to fully manage alt accounts within the network,
including, but not limited to addition, deletion, manipulation, suspension, and
termination.

Google & SADA Systems:

Supported.

With Google Apps Directory Sync (GADS), the State can automatically
provision, delete (terminate), modify, or suspend users, groups and non-
employee contacts based on data in its existing directory server. GADS
connects to your directory and synchronizes Google accounts to match your
organizational schema. You can also synchronize rich user profile data like
home/work/mobile phone numbers, addresses, job titles and more.

Other data sources can also be used to manage accounts in the proposed
solution, such as databases, 3 party LDAP implementations, or even custom-
generated csv files. SADA Systems can link any data source with Google Apps
for managing accounts, as well as groups and the Giobal Address List. The
objective is to maintain any current process in place for managing users in
order to limit any risk generated by the transition.

4.0.2.6.7 (M) View all calendars and appointments.

Google & SADA Systems:

Supported.
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Calendars and appointments can be viewed via the native web interface,
mobile clients such as Blackberry, iPhone and Android, POP/IMAP clients,
and Microsoft Outlook.

4.0.2.6.8 (M) Mabile Web version of mail, contact, and calendar applications.

Google & SADA Systems:

Supported,

Google provides an optimized interface for both mobile and tablet-specific
form-factors for mail, calendar, contacts {plus Google Docs). The interfaces
are optimized for viewing and editing on small screens found on Android,
iPhone/iPad, WindowsMobile, Palm, Nokia and other mobile devices.
Additionally, Google uses aggressive caching to reduce latency and improve
speed on limited bandwidth, Google has gone as far as to provide an iPad-
specific, 2-pane interface for Gmail.

Mobile is an essential component of a cloud-solution and Google is proud to
have the most robust functionality of any cloud vendor in this space.

4.0.2.6.9 (M) Migrate historical or user archives from the current proprietary format to
the proposed solution for implementation,

J Google & SADA Systems:

Supported.

Google Message Consolidation, powered by Postini, can help organizations
prepare in advance by consolidating their historical data from back-up media
into Google’s online digital archive, Google Message Discovery, powered by
Postini. This turn-key service maximizes the value of your online digital
archive by simultaneously providing a seamless view of historical and new
information in a unified, searchabie repository. With the move to online
digital archiving, many companies realize that consolidating historical
information with recently archived data positions them to quickly and easily
search and preserve relevant information, save time and money in the
discovery process and avoid the risks of inadvertent evidence deletion.

This service is provide by Google partners and is priced separately as a service
within this proposal.

4.0.2.6.10 (M) Ability to administer the solution in a distributed manner to different
governmental entities. B
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Google & SADA Systems:
r Supported.
Google Apps is web-based and provides distributed management capabilities
that are more robust than on-premise solutions.
The administrative control panel can be used by administrators in a
distributed fashion across regions. It is web-based, requiring only an internet
connection and a web browser for access. Administration privileges may he
delegated and distributed to different governmental entities across your
domain. You can manage user accounts and email lists, customize the
interface to your needs, and monitor activity statistics.
4.0.2.6.11 (M) Perform e-Discovery functions (search, retrieve, manipulate search
results, etc.) on all accounts, and multiple mailhoxes, within the State’s domain.
T Google & SADA Systems:
Supported.
Basic discovery capability such as the ability to search, retrieve and
manipulate results on all accounts and multiple mailboxes is supported.
4.0.2.6.12 {M) Support for SyncML {Open Standard) for mobile device synchronization
with ability to control Blackberry, iPhone, Android, and other such mobile/smart
; devices, with at a minimum calendar, contacts, and email functionality (e.g. Blackberry
Enterprise Server (BES), ActiveSync, etc.).
Google & SADA Systems:
Supported.
Google Apps {Mail, Calendar, Contacts) has the ability to control, sync and
interoperate with Android, Blackberry and ActiveSync devices (iPhone/iPad,
Treo and others) '
Capabilities include but are not limited to:
¢ Over-the-air (OTA/Push) Email
» Calendar and Contacts sync
* Support for email attachments
* Device management (password rules, remote wipe)
a
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For complete details on the protocols and features for mobile phones and

Google Apps please see:

http://www.google.com/mobile/

4.0.2.6.14 (M) Ability to apply state defined administration polices in managing

solution.

Google & SADA Svstems:

Supported.

Google Apps provides the ability to apply administration policies at the
domain, group, and user level,

Email Communications: administrators can apply administrative
policies for either individual users or groups of users to the Google
Apps communication services. This includes policies such as email
routing behavior, data retention policies for discovery, as well as
email filtering.

Collaboration Services: administrators can define policies that control
users' ability to share collaborative services (Google Docs, Google
Sites) information within the domain, as well as outside the domain.
Service Availability: administrators can define, for individual users or
groups of users, which component Google Apps services are available
for use. New services can be rolled out to specific groups of users for
evaluation and testing prior to the service being made available for
all internal users.

Mobile Device Management: mobile devices may also be managed
through Google Apps, including the setting of policies around data
encryption, password requirement and password strength, screen
locking timeout following inactivity, and remote-wipe ability,

4.0.2.8.15 (M) Manage attachment size.

Google & SADA Systems:

Supported.

Google provides Attachment Manager to filter messages based on the size or
file extension of any attachments. Each of several filters can have its own
disposition, or method of processing filtered messages. For example, an
organization can bounce messages whose attachments exceed 200 MB_,
centrally quarantine messages with attachments that are .exe ﬁle_,s; éﬁdiu'sér
quarantine attached image files. Attachment Manager can also send i
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notifications to administrators or users when messages are either bounced or

redirected to an administrator’s quarantine.

SADA Systems can also leverage custom attributes within the State of Utah's
eDirectory system and Google Apps Directory Sync for Email Security (a
Directory Synchronization service with Google Message Security) to enable
more restrictive settings that can be applied at the user level to limit the

attachment size or attachment types authorized.

4.0.2.6.16 (M) Ability to use a variety of domain names used within governmental

entities as email extensions, such gs utahsenate.org.

Google & SADA Systems:

Supported.

Google supports the ability to manage all or some of Utah's domains,
subdomains and aliases through a single administrative console or alternately

in separate control panels,

4.0.2.6.17 (DR) Ability to self provision safe lists and review and accept filtered

messages.

Google & SADA Systems:

Supported.

Users can choose whether to approve or block specific senders, based on the

sender's address or domain:

* Approved Senders List (Whitelist): Messages from approved senders

are delivered to a user's Inbox, regardless of spam-like content.

¢ Approved Mailing List (Whitelist): Messages sent to users of mailing

lists are approved to automatically bypass spam filters.

* Blocked Senders list (Blacklist): Messages from blocked senders are

quarantined, regardiess of content.

Users can safely review the content of messages in the Message Center,
without risking harm to their computers, and accept them for delivery to

their inbox, subject to administrative policies.

4.0.2.6.18 (DR) Setup mail routing.

Google & SADA Systems:
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Supported.

Google provides a number of ways to manage mail routing that are not
available to traditional, on-premise solutions.

Google email Delivery Manager can:

* Configure dual, direct or split delivery to allow you to operate in
multiple different email systems during migration
* Balance the load of message traffic across multiple email servers

Delivery Manager balances inbound message load across multiple email
hosts, regardless of the email server’'s geographic location or operating
system.

Dual Delivery is a setting in Delivery Manager that sends approved mail to
the same user on multiple mail servers. When organizations set up Dual

= Delivery, the message security service will send approved mail to their
primary mail server plus a second mail server that they specify.

4.0.2.6.19 (DR) Ability to filter email messages at the sub domain or user level,
Google & SADA Systems:
Supported,

Google Message Security supports "organizations" as a way of applying
policies differentially across user populations. Sub domains can be associated
with separate organizations to enforce separate filter policies, or policies can
be applied to individual users.

In addition, users can control their own filter levels if this has been enahled
by the administrator.

4.0.2.6.20 (DR) Support for Blackberry Synchronization without a BES server.

Google & SADA Svstems:

Supported.

Google provides a native Blackberry App as well as support for non-BES
Blackherry protocols such as HTTP/HTTPS, IMAP and POP to enable users to
access their essential mail, calendar and contacts without a BES Server.

4.0.2.6.21 (DR) Ability to set automatic settings for auto archive, auto delete, etc.

i
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Google & SADA Systems:

Supported.

Google offers fully integrated options to enhance and extend its capabilities
for legal compliance and retention via Google's Message Retention and
Discovery products;

* Auto Archive: administrators can configure auto archiving for
retention periods from 60 days to 10 years by organization

* Auto Delete: administrators can configure auto delete for end of the
month in which their retention pefiods expire, or manually purge
messages from the archive

In addition, administrators can, at any time, request;

* An extension to the retention period for any organization in the
hierarchy

* Arecords hold, which temporarily halts automatic message deletion;

i this option may be useful during an investigation or notice of

litigation

4.0.2.6.22 (DR) Review restricted email.

Google & SADA Systems:

Supported

Administrators have the ability to review the email of restricted users,
subject to policy.

They can:

* Review and safely open quarantined messages for analysis

* Find messages based on sender, subject, or content

* Deliver legitimate messages to the user

* Deliver messages they want to review further to their own
administrator account,

* Delete messages

4.0.2.6.23 (DR} Ability to synchronize email identities with identities that are managed

in the State's authentication directory.

Google & SADA Systems:
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Supported.

Google Apps' Directory Sync product is configured by an administrator to
query the State's authentication directory (LDAP) system, and provision
identities for users and groups. Once invoked from the scheduler, Directory
Sync wiil use the predefined configuration information to connect to the
customer directory, extract all relevant information from LDAP as per the
defined filtering criteria, retrieve information from State’s account, compare
State’s account data and LDAP data and prepares the list of update needed
on Google/Postini account. Then it will make the necessary additions,
updates and/or deletions in the Google account.

Through the use of SAML, Google can integrate with the State's desired
authentication mechanism. '

Depending on the level of complexity and customization to the State’s
environment required, SADA Systems can also provide the State of Utah with
the User Account Provisioning tool, which has been used to synchronize over
100,000 accounts/domain/customer and can be entirely customizable to suit
the State’s needs. Like Google Apps’ Directory Sync product, SADA’s User
Account Provisioning tool can synchronize against any LDAP system, and
provision accounts for users.

4.0.2.6.24 (DR) Set email storage limits per user based on maximum storage limits that
are set by the governmental entities.

Google & SADA Systems:

Supported.

One of the key advantages of Google's cloud architecture is that the State
doesn't have to worry about capacity. Each user receives 25GB of email
storage; actual storage usage can be monitored through the administrative
panel or via API.

Google Message Discovery (GMD) comes with an unlimited amount of
storage, so it is not necessary to Mmanage your quota, but a retention policy
may be set to satisfy the requirements of your organization. There is no extra
charge for unlimited storage for GMD.

Storage limits, more commonly referred to as quotas, can also be

implemented on user’s Google Apps inboxes in increments of 1 GB. These
custom storage limits can be managed by an LDAP directory such as the State

of Utah's identity management system. L .
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4.0.2.6.25 {DR} Print historical, statistical, and usage reports locally,

Google & SADA Systems:

Supported.
Local printing is supported for all the listed reports.

The Google Message Security administrative interface provides reporting on
email message traffic, traffic analysis, spam and virus traffic, as well as usage
over time. The Google Apps core administrative interface provides the
following reports:

Login Activity - Aggregate login activity and user-activity levels over 1-day, 7-
day, and 30-day ranges.

Accounts - Contains a list of the customet’s end-user accounts on a
particular day.

Activity - Identifies the number of customer end-user accounts as well as the
number of active and idle accounts over several different time periods.

Disk Space - Shows the amount of disk space used by a customer’s mailboxes.

Quota Limit Accounts - Contains a list of the accounts that are approaching or
have exceeded their disk space guota.

Email Clients - Identifies how the customer’s end-users access their accounts
on a day-by-day basis.

Summary - Contains the customer’s tota! number of accounts, total mailbox
storage usage and total mailbox quota.

Administrators can also download report data from the administrative
iriterfaces, and import it into reporting or spreadsheet software for further
analysis. Additionally, the Google Apps Reporting API allows administrators
to programmatically access the above reporting,

4.0.2.6.26 {DR) Manage multiple separate Global Address Lists (GALs).

Google & SADA Systems:

Supported.
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Google Apps domains have one GAL per domain. However, the Google Apps
Directory Sync (GADS) tool and the APIs have the ability to integrate multiple
State LDAP systems to provide consolidated GAL to end users.

With Google Apps Birectory Sync, you can automatically provision users,
groups and non-employee contacts based on the user data in any LDAP
server. GADS supports LDAP servers such as Microsoft Active Directory and
Novell eDirectory. Google Apps Directory Sync connects to your Google Apps
directory and adds/deletes user accounts to match your existing
organizational schema.

The Google Apps Directory Sync configuration wizard guides you through
customizing your synchronization and mapping of your LDAP user list to your
Google Apps users, nicknames, shared contacts and groups. You can also
synchronize rich user profile data like home/work/mobile phone numbers,
addresses and job titles. To Manage your synchronization, you can perform
test synchronizations, and configure change limits, notifications, and
scheduled synchronizations.

For more information please see:
http://www.google.com/support/ ‘a/bin/answer.py?answer=106368

4.0.2.6.27 (DR) Prioritize email accounts.

Google & SADA Svstems:

Supported.

With Google Message Security (GMS), emai! accounts can be priotitized by
taking advantage of intelligent routing normal email flow in one route. in the
cther route, the Administrator can identify priority accounts. If a failure
occurs, priority account emails will be spooled. When the email system is
restored, the spooled email wil automatically be released.

Additionally, at the user-level, Google provides an optional capability called
Priority Inbox. Using sophisticated algorithms, Google is able to do relevancy
weighting in each user's in box to determine the relative importance of each
message received.

* Automatic sorting: Gmail uses a variety of signals to identify
important email, including which messages users open and which
they reply to. T

=3
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Google Apps domains have one GAL per domain. However, the Google Apps
Directory Sync {GADS) tool and the APIs have the ability to integrate multiple
State LDAP systems to provide consclidated GAL to end users.

With Google Apps Directory Sync, you can automatically provision users,
groups and non-employee contacts based on the user data in any LDAP
server, GADS supports LDAP servers such as Microsoft Active Directory and
Novell eDirectory. Google Apps Directory Syne connects to your Google Apps
directory and adds/deletes user accounts to match your existing
organizational schema.

The Google Apps Directory Sync configuration wizard guides you through
customizing your synchronization and mapping of your LDAP user list to your
Google Apps users, nicknames, shared contacts and groups. You can also
synchronize rich user profile data like home/work/mobile phone numbers,
addresses and job titles. To manage your synchronization, you can perform
test synchronizations, and configure change limits, notifications, and

scheduled synchronizations.

For more information please see:
http://www.google.com/su ort/a/bin/answer, Panswer=106358

4.0.2,6.27 (DR) Prioritize email accounts.

Google & SADA § ystems:

Supported.

With Google Message Security {GMS), email accounts can be prioritized by
taking advantage of intelligent routing normal email flow in one route, [n the
other route, the Administrator can identify priority accounts. if a failure
occurs, priority account emails will be spooled. When the email system is
restored, the spoocled email will automatically be released,

Additionally, at the user-level, Google provides an optional capability called
Priority Inbox. Using sophisticated algorithms, Google is able to do relevancy
weighting in each user's in box to determine the relative importance of each
message received.

* Automatic sorting: Gmail uses a variety of signals to identify
important email, including which messages users apen and which
they reply to. PR
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: , * Sections keep the mailbox organized: incoming email gets separated

d into sections: important and unread, starred, and everything else.
These sections can also be customized.

* Predictions improve over time: over time, Priority inbox gets better
at predicting what's important to the user.

4.0.2.6.28 {DR) Use of “white list”, “blacklist”, and aliases.
Google & SADA Systems:
Supported,

Users can choose whether to approve or block specific senders, based on the
sender’s address or domain:

* Approved Senders List (Whitelist); Messages from approved senders
are delivered to a user's inbox, regardless of spam-like content,

* Approved Mailing List (Whitelist): Messages sent to users of mailing

i lists are approved to automatically bypass spam filters.

[ ¢ Blocked Senders list (Blacklist): Messages from blocked senders are

quarantined, regardless of content,

User aliases are supported: all mail sent to an alias is automatically directed
to the user's actual inbox.

4.0.2.6.29 (M) Ability for end users to “tag”, “block”, and “filter” incoming emails as
spam.

Google & SADA Systems:
Supported.

Users may tag messages Spam or Not Spam. The more spam users mark, the
better the system gets at weeding out those annoying messages. If a good
message is inadvertently marked as spam, the user can reset its status.

Users can also define email filters.
4.0.2.7 INTEGRATION
4.0.2.7.1 {M) Application integration for applications that utilize email notifications.

Google & SADA Systems:

Supported. ' o
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Applications can send or receive email using standard POP3 or IMAP access to
a Gmail account. Beyond this, Google Apps has a very extensive AP set.
There are both 3rd party applications pre-integrated (see the Google Apps
Marketplace) as well as the ability to custom write applications within your
organization. Please see the following URL for additional information:

http://code.google.com/googleanns

SADA Systems would be able to provide its technical expertise leveraging
APIs for the State and custom-develop applications that rely on email
notifications. SADA can provide additional information on this topic based on
the use cases and requirements from the State.

4.0.2.7.2 (M) Ability to manage Mobile Devices tncluding security and provisioning for
employee owned mobile devices.

Google & SADA Systems:

Supported.

Google Apps aims to provide users with seamless, more secure access to
information regardless of location or device. Google Apps supports device
management for the following devices: Android, ActiveSync (iPhone, iPad,
Palm, Nokia, WindowsMobile) and BES-enabled Blackberry devices.

Google's controls enable administrators to help ensure corporate policy
enforcement across a range of mobile devices. Administrators can manage
their users' Android, iPhone, Nokia E series and Windows Mobile devices
right from the Google Apps administrative control panel, without deploying
any additional software or having to manage dedicated enterprise mobile
servers.

Features include, but are not limited to:

* Remotely wipe all data from lost or stolen mobile devices

* Lockidle devices after a period of inactivity

* Require a device password on each phone

¢ Set minimum lengths for more secure passwords

s Require passwords to include letters, numbers and punctuation

Google Apps tightly integrate with BlackBerry Enterprise Server letting
administrators manage BlackBerry access using the tools and policies with
which they're already familiar.

Features include, but are not limited to:

. A i LB S
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* Administrators can use the management and security tools that are
part of BlackBerry Enterprise Server.

¢ Support for key BlackBerry Enterprise Server features such as remote
wipe and IT policy administration,

* Support for BlackBerry Enterprise Server 5.0.2,

* Support for BlackBerry Enterprise Server Express

i 4.0.2.7.3 {M) Ability to instantly search address lists while addressing emails and
appoiniments.

Google & SADA Systems:

Supported,

1 Google provides the ability to search addresses lists while addressing emails
and calendar appointments. Additionally, Google provides search-as-you-
type or auto-complete GAL capability across the entire suite of Google Apps.

4.0.2.7.4 {DR) Infrastructure devices that utilize email notifications.

Google & SADA Systems:

Supported.

Google Message Security and Google Message Discovery can accept email
notifications from any SMTP compliant application registered on the system.
Communications to Google's servers can be performed either via clear text or
TLS encrypted communications. Hence this equipment will benefit from
Google's added services such as outbound protection (spam, virus) and legal
discovery over items sent from any of these devices.

For security and/or capability reasons, the State may elect to deploy an on-
premise relay server to ensure that all communications sent to Google
Message Security will be performed over an encrypted channel.

4.0.2.7.5 (DR} Dacumented information and availability of email APIs for integration
with other services (e.g. Salesforce contacts, calendaring, and tasks. ).

Google & SADA Systems:

Supported.
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Google Apps supports APIs for integration into other services via the
Contextual Gadgets API, based on the OpenSocial specification.

There are two types of plug-ins: default and custom. The former comes with
the system and the latter allow customers to design or purchase their own
gadgets for integration with existing systems. Google Apps customers have
integrated Sales Force with Google Apps using this technology.

Some of the context-aware plug-ins included with Google Apps are:

* Addresses, Packages, and other links: when users open a message
that lists an address or package tracking number, Gmail displays links
to maps and directions, or the package's delivery status.

* Add to calendar: Gmail displays an “add to calendar” link when users
open a message that contains event information.

* Map: Gmail automatically detects street addresses and presents a
link to Google Maps for users' convenience.

* Preview or Create a Document: allows users to preview a Google Doc
inline or create a Google Document directly from an email
conversation

* Previews for common sites : presents an inline preview for commaon
websites such as: Yelp, Picasa, Flickr and YouTube

Third party gadgets are available for integration with Salesforce.com.

Google Apps also supports mail APIs to allow third-party applications to send
and retrieve Google Apps mail and provide administrative configuration,

For documentation on these APis, see:

s http://code.google.com/apis/gmail/gadgets /contextual
¢ http://code.google.com/googleapps/domain/email settings/develo

ers guide protocol html

¢ hitp://code.google.com/appengine/docs/iava/mail/overview.html
4.0.2.7.6 (DR} Support for directory protocols such as $.DS.P, LDAP, X.500, etc.
Google & SADA Systems:
Supported.

Google Apps Directory Sync [GADS] {provided at no additional cost) enables
automatic provisioning of users, groups and non-employee contacts based on
the user data in your LDAP server, such as Microsoft Active Direct_bry'di' Lq’cqs

Domino. Do
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SADA Systems offers the ability to work with all directory protocals.
Specifically, SADA has built our own user and group provisioning sync tools in
2007 before GADS was released and still use it when customization of source
code is required due to unique attributes in a client’s AD. A few examples of
clients we have done such work for would be the World Wildlife Fund,
Cornerstone University as well as Marshall Independent School District.

4.0.2.8 TRAINING

34 I PR11059
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4.0.2.8.1 (M} Availability of Online training documentation, and other contextual help
resources for end users.

Google & SADA Systems:

Supported.

In addition to the publically available library of documentation around
Google Apps readily available on the internet, our Training team has a variety
of materials to employ in the curriculum customization for the State based on
a needs analysis to be conducted prior to training.

4.0.2.8.3 (M) Defined processes and curriculum for training the trainer.

Google & SADA Systems:

Supported,

As we did for the County of Multnomah and the City of Los Angeles and its
30,000 users we recommend leveraging the Google Guides concept for a
Train the Trainer approach. This approach is a peer-to-peer support
tmethodology. To run this program, SADA will help the State deploy Google
Apps to a representative group of users before your larger rollout, and
provide them with extensive training and support on using the new services.
As "newly minted" experts in Google Apps, these users will serve as your first
line of support as you roll out Google Apps to the rest of your organization.

How do organizations find these users and get them trained and ready to
support their rolfout?

First, we provide an easy-to-customize email template you can use to recruit
your Google Guides. As for the training, we can provide a variety of
documentation and eLearning resources on the site that will help your guides
quickly get up to speed with Google Apps. We are also adept at facilitating
on-site classroom style lessons customized for audience, scope, and job - .
function. _. ﬁ
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4.0.2.8.4 (DR) Availability of in-person training from the respondent.

Google & SADA Systems:

Supported.

At SADA Systems we have the appropriate staff to provide onsite training and
do so reguiarly for our clients who desire live classroom sessions.,

4.0.2.9 INSTANT MESSAGING {ivi}
L 4.0.2.9.1 (M) Internal (limited to State of Utah domains) Instant Messaging.
Google & SADA Systems:
Supportad.

Google chat supports the ability to restrict chat to users in its domain. In
addition to restricting IM use to Internal users, administrators may disable
IM.

4.0.2.8.2 (M) External (cross domain, including non-state domains) Instant Messaging.

Google & SADA Systems:

Supported.

Google chat supports the ability to chat across internal and external domains
with State- or non-State domain participants.

4.0.2.9.3 (M) Support for IM user status and availability.

Google & SADA Systems:

Supported.

Status, or presence information by user, is available across the
Google Apps suite.

4.0.2.9.4 (M) Ability to use respondent IM solution on desktop and mobile devices.

Google & SADA Systems:

Supported.
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o By default, status or presence is accessible to almost every major chat client
£ both on the desktop and on mobile platforms, including but not limited to:
Google Talk, Adium, Pidgin, iChat, Kopete, Miranda, Psi and Trillian.

4.0.2.9.5 {DR) Support for Extensible Messaging Protocol Clients (XMPP).

Google & SADA Systems:

Supported.

Google's mission is to make the world's information universally accessible
and useful. Google Talk, which enables users to instantly communicate with
friends, family, and colleagues via voice calls and instant messaging, reflects
our belief that communications should be accessible and useful as well.
We're committed to open communications standards, and want to offer
Google Talk users and users of other service providers alike the flexibility to
choose which clients, service providers, and platforms they use for their
communication needs. In addition to the Google Talk client, there are many
other clients out there that provide a great communications experience. We
believe users should have choice in which clients they use to connect to the
Google Talk service and we want to encourage the developer community to
create new and innovative applications that leverage our service. To enable
this, Google Talk uses the standard XMPP protocol for authentication,
presence, and messaging. Any client that supports labber/XMPP can connect
to the Google Talk service.

4.0.2.9.6 (DR} Audio and video communication with internal and external users.

Google & SADA Systems:

Supported.

Google Talk provides traditional, text-based chat, voice chat, video chat, sms
and in the near future free phone dialing from the US to the US and Canada
with ultra-low cost dialing for international calls, Instant messaging works
with internal and external users, as well as optionally, through the AOL i
network. There are a number of instant messaging gateways available on the
market place that make it possible to federate with virtually any instant
messaging network.

4.0.2.9.7 {DR) Availability of user tracking options such as presence and/or the ability
to proxy IM status.

Google & SADA Systems: I N

86 | Pr11059

Sep 19, 2011 4:48:31 PM MDT BidSyne, LLC p. 908



State of Utah Bid PR

Sy L ) Ei’i

Supported.

11059

This praposal valid for 180 days post January 25, 2011 submission.

Presence available and through the API, you could optionally proxy IM status

to other applications.
4.0.2.9.8 (DR) Support for dragging and dropping files.
Google & SADA Systems:
Supported.
You may drag and drop files into and out of the Google Talk client.

4.0.2.9.9 (DR) Ability to archive and extract content and metadata associated with IM
messages.

Google & SADA Systems:

Supported.

archive. They are then available for search and include original metadata
such as users in the chat session, size, date and time sent.

4.0.2.9.10 (DR} Specify how instant message content is retained and if saving IM
content can be designated for non-retention by the State.

Google & SADA Systems:

Supported.

Google Apps Gmail supports the ability to optionally retain IM's at the
election of the administrator. They are stored with the user's email, in the
user's archive. The administrator may optionally designate that iM's are not
retained by keeping chat sessions off the record.

4.0.2.9.11 (DR) Ability to share screens.

Google & SADA Systems:

Supported.

Screen sharing is currently supported between users of Google Dacs within
Docs, Presentations, Drawings and Spreadsheets.

4.0.2.9.12 (DR) Ability to create secure static chat rooms,
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éf B Google & SADA Systems:
Supported.

All IM content including chat rooms for multiple users are shared over a
secure, TLS-based session, supported and given the same protection.

4.0.2.9.13 (DR} Ability for a user to join a chat initiated by a user, or with chat
invitations.

Google & SADA Systems:

Supported.

4.0.2.9.14 (DR) Ability to perform ediscovery actions on IMs

Google & SADA Systems:

Supported.

The Google Apps Audit API allows Google Apps administrators to audit a
user's email, email drafts, and archived chats. In addition, a domain
administrator can retrieve account login information and download a user's
mailbox. All chat/IM conversations are recorded via email which is
ediscoverable.

4.0.2.10 COMMUNICATION and GATEWAY SERVICES

4.0.2.10.1 (M) Ability for Gateway (relay) to provide alerts and notification if service is
compromised.

Google & SADA Systems:

Supported.

The Google Apps Status Dashboard provides information on service
disruptions and outages as well as additional information, where applicable,
by service type (e.g. mail, calendar).

Organizations can subscribe to notifications via an RSS feed.

For Google Apps customers, our recovery point objective (RPO) design target
is zero, and our recovery time objective (RTO) design target is instant failover.
Gmail, Google Calendar, Google Talk, Google Groups, Google Docs and
Google Sites have a 99.9% uptime guarantee, and our actual reli,abilit'y‘hajs-\‘
been significantly higher than this commitment. '7 é" L
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4.0.2.10.2 (M} Ability for Gateway (relay) to provide bandwidth guarantee.

Google & SADA Systems:

Supported.

Google's dedicated global data network has multiple nodes in the US, and its
cold-potato model ensures that once a packet hits the network it remains on
the network as long as possible. Organizations will typically see the highest
level of service for their Google services even when other areas of the
internet are experiencing issues.

4.0.2,10.3 (M) Ability for Gateway (relay) to restrict size and attachments.

Google & SADA Systems:

Supported.

Google/Postini's attachment manager allows you to control the size of
inbound and outbound message attachments. Use Attachment Manager to
filter messages based on the size or file extension of any attachments. Each
of several filters can have its own disposition, or method of processing
filtered messages. For example, you can bounce messages whose
attachments exceed 200 MB, centrally quarantine messages with
attachments that are .exe files, and you can user quarantine attached image
files.

Attachment Manager can also send notifications to administrators or users
when messages are either bounced or redirected to an administrator's
guarantine.

4.0.2.10.4 (M) Ability for Gateway (relay) to provide authorization levels.

Google & SADA Systems:

Supported.

Administrators have access to the Administration Console where users and
organizations are managed. Each administrator must have a user account and
assigned privileges to access organizations. Administrator privileges are
assigned by creating an authorization record. The authorization record
doesn’t need to be in the same organization as the administrator -- the
authorization record can be anywhere in the organization hierarchy. In
addition, an administrator can have multiple authorization records wuth

different privileges assigned to various organizations throughout the %
Y o
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. hierarchy. The privileges are automatically propagated down the hierarchy.

When an authorization record is created for an administrator in an

i organization, the administrator has privileges for that organization and all of
its sub-organizations

4.0.2.10.5 (M) Ability for Gateway (relay) services to restrict sending functions by
domains, sub domains, users, or [P ranges.

Google & SADA Systems:

Supporte'd

Content Manager scans email messages for specific content words, phrases,
or text patterns and then takes an action on any messages that contain that
content. For example, you can set up Content Manager to quarantine any
inbound message that contains specific text in its subject line, Use Content
Manager to help secure your network, enforce email content policies,
prevent leakage of proprietary information, and protect private information.

To use Content Manager, you must first configure it for one or more
organizations in your organization hierarchy. You can then do either of the
following: ‘

* Create custom content filters to specify the content to scan for
* Setup content compliance policies, which include comprehensive,
predefined content filters

Two versions of Content Manager are available:

* Inbound Content Manager: Scans email messages sent to your users
from outside your network. Inbound Content Manager is included
with most service packages.

¢ Outbound Content Manager: Scans messages that your users send to
others outside your networlk.

Additionally, admins can create policies that limit the ability for some users
to send or receive email with the world at large. Admins can define a
whitelist of domains or addresses that are approved for communication and
specify the relevant users that should be limited by that policy. For example,
schools are able to restrict a student organizations ability to send and receive
email within the district's domain while faculty and staff can send and receive
mail to anyone on the Internet.

4.0.2.10.6 (M) Ability for Gateway {relay) services to prioritize based on domams sub 4
domains, users, or IP ranges. & : '
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' , Google & SADA Systems:

Supported

You can divide them into groups called organizations {or orgs, for short). An
org can be configured to give its users specific services or management
control, such as a support address, email policy, or administrator.

You can also create sub-organizations (or sub-orgs) below an org, to create a
finer level of control within a larger group. The resulting hierarchy is called
your organization hierarchy,

There are three types of organizations:

* Account organization, which resides at the top of the hierarchy and is
used for billing,

o *  Email server configuration is where you map the email security

® service to your email server, set up failover and load balancing, set up

j spooling, turn on attack blocking, and manually block or allow traffic

from an [P address.

* User organization, are where you add users that should receive email
protection, and also where you add their domains. Each org can be
configured to provide its users with specific services, filter settings,
administrators, and other policies. Placing users in an org applies its
settings to those users. Changing a setting applies the change to the
entire org. By grouping users in organizations, it’s easy to manage

] users based on their geographical location, role in the company,

service level, filtering needs, and so on.

4.0.2.10.7 (DR) Ability to translate electronic communication, including conversion of
audio voice mail to text.

Google & SADA Systems:
Supported.

Google Apps {Gmail, Docs, Spreadsheets, Google Voice), include the ability to
translate electronic communication from any one of 52 languages. Google
Voice converts audio from voice mail messages to text.

4.0.2,11 SECURITY

4.0.2.11.1 (M) Meets FISMA Moderate Level Certification.

Google & SADA Systems: -7 5
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Supported,

s Obtaining Federal Information Security Management Act (FISMA)
certification & accreditation for Google Apps is critical to our US federal
government customers, who must comply with FISMA by law. All customers,
both public and private sector, benefit from this governmental review and
certification of our security controls,

Google is the first in the industry to complete FISMA certification for a multi-
tenant cloud application. Google Apps has received an authority to operate at
the FISMA-Moderate level; an independent auditor assessed the level of
operational risk as Low. Google's FISMA documentation is available for
review by interested agencies. This enables agencies to compare the security
of Google Apps to that of existing systems.

Google Apps for Government provides segregated systems for our US
government customers. Government customer data is stored in the US only.
This "community cloud" as defined by the National Institute of Standards and
Technology is available now to any federal, state or local government in the
United States.

] 4.0.2.11.2 (M) Provide and describe the physical security controls for each Respondent
; data center and for equipment within the associated data centers.

Google & SADA Systems:

Supported.

The following is a general description of Google’s various data center
environments and efforts to ensure physical security in these environments.

Physical Security Staffing.

Google maintains a security organization responsible for all data center
security functions 24 hours a day, 7 days a week. The security organization
monitors Closed Circuit TV (CCTV) cameras and all alarm systems. Internal
and external patrols of the data center are performed regularly. The data
centers are housed in facilities that require electronic key access, with alarms
that are linked to guard stations or Google's main physical security center.

Physical Security Devices.

Data centers empioy electronic card key access control system that are linked

to a system alarm. Access to perimeter doors, shipping and receiving; and ..

other critical areas is logged, including unauthorized activity. EéiLéd access
“ae

U
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; attempts are logged by the access control system and investigated as
appropriate. Authorized access throughout the business operations and data
centers is restricted based on an individual’s job responsibilities. The fire
doors at the data centers are alarmed and can only be opened from the
inside, CCTV cameras are in operation both inside and outside the data
centers. The positioning of the cameras has been designed to help cover
strategic areas including, among others, the perimeter, doors to the data
center building, and shipping/receiving. Security operations personnel
manage the CCTV monitoring, recording and control equipment. Cameras
record on site via digital video recorders 24 hours a day, 7 days a week. The
surveillance records are retained for up to 90 days based on activity.

The following environmental controls are incorporated into the design of
each of Google's data centers:

* Internal and remote temperature and humidity control and
%.» monitoring

* Smoke detection alarm

* Transient voltage surge suppression and grounding

* Redundant and backup power systems

* Water redundancy or local water reservoirs (for cooling)

Environmental Safeguards & Redundancy.,

Google's data centers are designed for resiliency and redundancy. The
redundancy Is intended to minimize the impact of common equipment
failures and environmental risks. Infrastructure systems have been designed
to eliminate single points of failure. Dual circuits, switches, networks or other
necessary devices help provide this redundancy. Critical facilities
infrastructure at the data centers have been designed to be robust, fault
tolerant and concurrently maintainable. Preventative and corrective
maintenance is designed to be performed without interruption of services.
Environmental equipment and facilities have documentead preventative
maintenance procedures that detail the procedure and frequency of
performance in accordance with the manufacturer’s or internal
specifications. Preventative and corrective maintenance of the Google data
center equipment is scheduled through a standard change process.

Power.

The data center electrical power systems are designed to be redundant and

maintainable without impact to continuous operations, 24 hours a day, and 7
days a week. In some cases, a primary as well as an alternate ppm@érlgﬁ:ﬁrc;;e,._is
provided for every critical infrastructure component in the dat’é c;énter. Th\i:s .
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redundancy begins with dual utility power feeds, primary and alternate, to
parallel utility switchboards sized so that anyone can provide power to the
entire facility. The output power is routed to supply building loads including
uninterruptible power supplies (UPS}, building and mechanical services, and
heating, ventilation and air conditioning systems.

Backup power is provided by various mechanisms including, but not limited
to UPS batteries. Backup power is designed to supply consistently reliable
power protection during utility brownouts, biackouts, over voltage, under
voltage, and out-of-tolerance frequency conditions. If utility power is
interrupted for any reason, backup power is designed to provide transitory
power until the diesel generator systems take over. In the event of
unavailability of both electrical utility and diesel generators, backup power
can provide emergency electrical power to run the datacenter at full capacity
for up to 10 minutes.

Diesel engine generators are in place to provide power to critical equipment
and customer loads. The generators are capable of providing enough
emergency electrical power to run the data center at full capacity typically for
a period of days. These generators automatically startup and are able to
provide power within seconds in the event of a power outage.

4.0.2.11.3 (M} Disclose physical data center locations that will be used for State data to
meet external audit requirements.

Google & SADA Systems:

Not supported, but meet the material intent of the question through 3rd
Party onsite audits.

Government customer data is stored in the US only. Under strict NDA and
with the appropriate internal approvals, Google can share this data center
information with the State.

Given the size, scope and distributed nature of Google infrastructure and
operations, it is not feasible to grant onsite audit rights to our clients: Google
has hundreds of state and local government clients alone. Google restricts
access to the data centers on a need to know basis. Google has taken the
approach of having an independent third party auditing and accreditation
review and sharing these audit results with its customers. In this manner,
we can provide the State with the concrete assurance of data center security
compliance that is the intended outcome of the request. In fact, since
requests from other clients are also given the same response, it is,q_ur S
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) assertion that this approach actually enhances the security of Google Apps
S and is in the State's best interest as a potential Google Apps client.

Google is the first in the industry to complete FISMA certification and
accreditation for a multi-tenant cloud application. Google Apps has received
an authority to operate at the FISMA-Moderate level; an independent
auditor assessed the level of operational risk as Low. Google's FISMA
documentation is available for review by interested agencies. This enables
agencies to compare the security of Google Apps to that of existing systems,

Google has obtained SAS 70 Type Il audit for the Google Apps. An
independent external auditor reviews the confidentiality, integrity and
availability controls that are in place for Google Apps A copy of the report
can be made availabie for the State to review. This means that an
independent auditor has examined the controls protecting the data in Google
Apps (including logical security, privacy, Data Center security, etc) and
provided assurance that these controls are in place and operating effectively.

More information on security in Google Apps is available here:

http: rotecting-

your-datg 04.himl

4.0.2.11.4 (M) Ability for the state to perform onsite audits of respondent data center
hosting facilities to ensure security compliance.

Google & SADA Systems:

Not supported, but meet the material intent of the question through 3rd
Party onsite audits.

Given the size, scope and distributed nature of Google infrastructure and
operations, it is not feasible to grant onsite audit rights to our clients: Google
has hundreds of state and lacal government clients alone. Google restricts
access to the data centers on a need to know basis. Google has taken the
approach of having and independent third party auditing and accreditation
review and sharing these audit results with its customers. In this manner,
we can provide the State with the concrete assurance of data center security
compliance that is the intended outcome of the request. In fact, since
requests from other clients are also given the same respanse, it is our
assertion that this approach actuaily enhances the security of Google Apps
and is in the State's best interest as a potential Google Apps client.

B
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Google is the first in the industry to complete FISMA certification and
accreditation for a multi-tenant cloud application. Google Apps has received
o an authority to operate at the FISMA-Moderate level; an independent
auditor assessed the level of operational risk as Low. Google's FISMA
documentation is available for review by interested agencies. This enables
agencies to compare the security of Google Apps to that of existing systems.

Google has obtained SAS 70 Type I audit for the Google Apps. An
independent external auditor reviews the confidentiality, integrity and
availability controls that are in place for Google Apps A copy of the report
can be made available for the State to review. This means that an
independent auditor has examined the controls protecting the data in Google
Apps (including logical security, privacy, Data Center security, etc) and
provided assurance that these controls are in place and operating effectively.

More information on security in Google Apps is available here:

http://googleenternrise.blogsnot.com/ 2010/06/secu rity-first-protecting-

your-data 04.html

4.0.2.11.5 (M) Provide and describe the logical security controls for each Respondent
data centers and for equipment within the associated data centers.

Google & SADA Systems:

Supported.

Google applications run in a muiti-tenant, distributed environment. This
: means that rather than segregating each customer’s data onto a single
: machine or set of machines, data from all Google customers {consumers,
business, and even Google’s own data} is distributed amongst a shared
infrastructure composed of tens of thousands of homogeneous machines,

Data is then stored in a large distributed database. Data is chunked and
replicated over multiple systems, so that no one system is a single point of
failure. To compromise Google’s data, a malicious individual or hacker would
need to know the specific systems that house the target data and would need
to attack all of them to compromise a single user’s information. There are
"virtual" firewalis protecting users data from other user's and their data. A
user has to authenticate to unlock their access to their data.

More information on security in Google Apps is available here:

http://googleenterprise.blogspot.com/2010/06/ security-first-protecting. -

your-data 04.html Py
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http://www.google.com/a/help/intl/en/admins df/ds gsa apps whitepa

er 0207.pdf

http://www.google.com/apps/intl/en/ business/infrastructure security.html

4.0.2.11.6 (M) Indicate the methodology and frequency in which you audit your
physical and logical security.

Google & SADA Systems:

Supported,

Google conducts 3rd party security penetration tests and can share those
result with the client, if the client wants to come to Mountain View to view
those reports in person. Google uses a number of well-known third-party
tools to scan its external perimeter on a quarterly basis for network
vulnerabilities and configuration errors. Additionaliy these tools are used

% internally on systems containing highly sensitive information. Furthermore,
Google undergoes yearly a third-party penetration test, by a qualified vendor,
for both its external networks and financial-related applications.

Google is the first in the industry to complete FISMA certification for a multi-
tenant cloud application. Google Apps has received an authority to operate at
the FISMA-Moderate level; an independent auditor assessed the level of
operational risk as Low. Google's FISMA documentation is available for
review by interested agencies.This enables agencies to compare the security
of Google Apps to that of existing systems.

Google has obtained SAS 70 Type Il audit for the Google Apps. Google

typically hire an external auditor every year to review the confidentiality,

integrity and availability controls that are in place for Google Apps A copy of
; the report can be made available for the client to review. This means that an
; independent auditor has examined the controls protecting the data in Google
Apps (including logical security, privacy, Data Center security, etc) and
provided assurance that these controls are in place and operating effectively.

More information on security in Google Apps is available here:

http://googleenterprise.blogspot.com/2010/06/ security-first-protecting-

your-data 04.htmi

http://www.goog!e.com/a/help/inti[en/admEns/pdf/ds gsa apps whitepap
er 0207.pdf

httg:[{www.google.com[apps/inti/en/busEness/infrastructure"' security.html ¥
v £ P
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4.0.2.11.7 (M} Ability to provide accessibility and security of email records during their
entire storage period with the hosted environment,

Google & SADA Systems:

Supported.

The Message Discovery application supports various roles which can he
described as:

Auditor: Reviews the search and export activity of investigators. Data cannot
be retrieved from the data store without triggering an audit log entry.

Investigator: Queries the archive and reviews/exports data; saves search
criteria and results; manages collections of data called "investigations"

7 System Administrator: Manages the user registration and enables/disables
W archiving for groups of users. {No visibility to user data)

User: searches for messages which they have personally sent or received.
(Visibility to only their personal messages)

To access Message Archiving, you must have a user account on your Message.

Security service with at least one of the following privileges in your
authorization record;

* The Archive Search privilege, which gives you access to:
© The Search tab (all editions) to search for, view, and export
messages in
your corporate archive.
The Reports tab to run the Storage reports.

Archive Search is also required to enahle the Archive Discovery privilege.

* The Archive Discovery privilege, which gives you access to:

o The Discovery tab. The Discovery tab provides all the
functionality of the Search tab, and also lets YOu manage
investigations of your archive. With investigations you can
save search criteria and resuits, set retentions periods for
search results, and export search results to MBOX and PST
files.

o The Storage reports on the Reports tab.

Archive Discovery requires that you also have Archive Search, - - ) %

&
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* The Archive Retention privilege, which gives you access to:

iy o The Retention tabk to purge messages from the archive.

' o The Purge History report on the Reports tab.

o The Archive Audit privilege, which gives you access to the
audit reports on the Reports tab.

o The Archive Investigator Security privilege, which gives you
access to the Admin tab and the ability to restrict searches.

4.0.2.11.8 {M) Password policy enforcement by groups or domains.

' Google & SADA Systems:
Supported.

Google Apps provides administrators with password policy controls. In
general, administrators choose to utilize their existing infrastructure and
integrate Google Apps with existing Directory Services (e.g. LDAP, Active
Directory, etc.) and Single-Sign-On systems supporting the SAML protocol.
This enables administrators to maintain their existing password enforcement
policies. The Google Apps Directory Sync tool can be used to synchronize all
user account information, including passwords, between an existing LDAP
services and Google Apps.

4.0.2.11.9 (M) Provide your background vetting process for employees and
contractors,

Google & SADA Systems:

Supported.

Google follows a formal process for both the hiring and termination of
all personnel.

Google employees are required to conduct themselves in a manner
consistent with the company’s guidelines regarding confidentiality, business
ethics, appropriate usage, and professional standards. Where local labor law
or statutory regulations permit, Google may conduct criminal, credit, and/or
security checks on all potential employees. At a minimum, these practices
include verification of an individual’s education and previous employment as
well as a reference check. The specifics or extent of background checks
performed is dependent on the position for which the individual is applying.

The full Google Code of Conduct is here:

http://investor.google.com/corporate/code-of-conduct.html * .
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4.0.2.11.10 {M) Describe any encryption capabilities provided including the support of
transport layer security and at rest encryption.

Google & SADA Systems:

Supported.

Google Apps for Government is protected by default via Hypertext Transfer
Protocol Secure {(HTTPS) for services such as Gmail, Dacs, Calendar, Sites, etc.

With policy-enforced Transfer Layer Security (TLS) for Simple Mail Transfer
Protocol (SMTP), administrators can set up policies designed for securely
sending and receiving mail between specific domains. For example, an
; administrator could specify that all external mail sent by their accounting
P team members to their bank must be secured with TLS [l or deferred if TLS is
not possible. Similarly, an administrator could mandate a secure TLS
: connection between their domain and their outside legal counsel, auditors,
or any other partners with whom employees may trade sensitive
communications.

In addition, Google Apps for Government supports secure email delivery via a
Google Message Encryption.

Data at rest is chunked and replicated over multiple systems. Data chunks are
given random file names and are not stored in clear text so they are not
humanly readable.

4.0.2.11.11 (M) Restrict visibility of documents to specific users or groups.

Google & SADA Systems:

Supported.

You can share your docs with as many or as few people as you like -- and it's
all under your control. But now, you can assign a visibility option to a doc in
just one step. There are three different visibility options: private; anyone
with the link; and public on the web. You can see how your doc is set by
looking at the icon right next to its title. All documents start out as private.
When you create a private doc, you are the only person with access to it. And

; from there, you can grant access to other people. Anyane trying to access the

‘ document will have to sign in to their Google Account to verify that they have
access to the doc,

4.0.2.11.12 (M) Provide your standard operating procedures for the creatnon and
administration of user accounts.
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: Google & SADA Systems:
Supported.

Google follows a formai pro.cess to grant or revoke access to resources. LDAP
(Lightweight Directory Access Protocol), Kerberos, and a Google proprietary
system that utilizes RSA encryption keys provide secure and flexible account
access mechanisms. These mechanisms help grant only approved access
rights to systems and data. To help ensure appropriate account usage, Google
requires the use of unique user IDs, strong passwords, and carefully
monitored access lists for all employees.

Access to sensitive information is controlled through authorization and
authentication technologies, ensuring that only those specifically authorized
to view, update, or delete data can do so. This access must be approved by
the appropriate data owner, manager, or other executives, as dictated by
Google’s security policies. Access rights and levels are based on the
employee’s job function and role, using the concepts of least-privilege and

_ need-to-know to ensure that access is commensurate with defined
responsibilities. Approvals are managed by workflow tools that maintain
audit records of all changes.

Where passwords are employed for authentication {e.g., login to
workstations), they must adhere to Google’s standard password policies,
including password expiration, restrictions on password reuse, and sufficient
password strength.

Google’s policy is to log administrative access to every Google production
system. These logs are reviewed by Google security staff on an as-needed
basis.

4.0.2.11.13 (M) What is your standard operating procedure for new hire and
termination of your employees with regard to physical and logical security.

Google & SADA Systems:

Supported.

Google follows a formal process for bhoth the hiring and termination of
all personnel,

Google employees are required to conduct themselves in a manner
consistent with the company’s guidelines regarding confidentiality, business
ethics, appropriate usage, and professional standards. Where local labor Jaw
or statutory regulations permit, Google may conduct criminal,_.‘i:rgdit, andigrﬁ

Y
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security checks on all potential employees. At a minimum, these practices
include verification of an individuals education and previous employment as
well as a reference check. The specifics or extent of background checks
performed is dependent on the position for which the individual is applying.

The full Google Code of Conduct is here:

hitp://investor.google.com/corporate/code-of-conduct. html

4.0.2.11.14 (M) Provide your standard operating procedure for allowing authorized
customer representatives and/or agents access to the data center facility.

Google & SADA Systems:

Not supported, as physical client access to Google data centers is unnecessary
and against Google's active Security Policy.

Functionally, Google Apps is architected so that physical access to any Data
Center is not required for any management task. The redundancy, scalabhility
and service model of Google infrastructure makes this completely
unnecessary. Google Apps and Google's security and compliance products
provide secure, web-based administrative interfaces which enable
management functions. Furthermore, Google tools and secure APIs are
available to automate a wide range of administrative tasks.

Google takes Data Center security very seriously and physical access to
Google facilities by non-Google outside personnel is kept to an absolute
minimum; in the Government sector alone, there are hundreds of customers
using Google apps, and hundreds of thousands of government employees.

For further information on Google's security infrastructure, see
http://www.google.com/apps/intl/en/business/infrastructure security.html

4.0.2.11.15 (M) Provide your standard operating procedure for allowing authorized
customer representatives and/or agents remote access to the computing facilities.

Google & SADA Systems:

Supported.

Google Apps and Google's security and compliance products provide secure,
weh-based administrative interfaces which enable management functions.
Furthermore, Google tools and secure APIs are available to automate a wide
range of administrative tasks. —

A et
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Designated State employees who have administrative access to the State's
Google Apps system can access State data by 1) taking over an individual
user’'s Google Apps account 2) Using the secure Google Apps APIs to access
specific pieces of data.

Also, the Google Message Discovery (GMD) application supports various roles
which can be described as:

* Auditor: Reviews the search and export activity of investigators. Data
cannot be retrieved from the data store without triggering an audit
log entry.

¢ Investigator: Queries the archive and reviews/exports data; saves
search criteria and results; manages collections of data called
"investigations."

* System Administrator: Manages the user registration and

: enables/disables archiving for groups of users. (No visibility to user

A data)

: * User: searches for messages which they have personally sent or
received. (Visibility to only their personal messages)

For further information on Google's security infrastructure, see
http://www.google.com/apps/intl/en/business/infrastructure security.html

4.0.2.11.16 (M) Multi-tenant environment restricted to government entities only.

Google & SADA Systems:

Supported.

Google Apps for Government provides segregated systems for our US public
sector customers. Government customer data is stored in the US only. This
"community cloud" - as defined by the National Institute of Standards and
Technology - is available now and restricted to federal, state and local
governments in the United States.

4.0.2.11.17 (M) Explain any security risks associated with a multi-tenant server model
and provide potential mitigation strategies.

Google & SADA Systems:
Supported.

Google applications run in a multi-tenant, distributed environment. This
means that rather than segregating each customer’s data onto asingle™ -
machine or set of machines, data from all Google customers (congumers, v
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; business, and even Google's own data) is distributed amongst a shared
i infrastructure composed of tens of thousands of homogeneous machines.

Data is then stored in a large distributed database. Data is chunked and
replicated over multiple systems, so that no one system is a single point of
fallure. There are "virtual" firewalls protecting one users from another user's
data. A user has to authenticate to unlock their access to their data. Data
from one domain is not available via another domain. To compromise
_ Google’s data, a malicious individual or hacker would need to know the

L specific systems that house the target data and would need to attack all of

them to compromise a single user’s information.

Google believes its security model is much more secure than traditional, on-
premise based systems for these reasons.

iy More information on security in Google Apps is available here:

; ;'*5‘ http://googleenterprise. blogspot.com/2010/06/ security-first-protecting-
your-data 04.html

http://www.google com/a/help/fintl/enfadmins/pdf/ds gsa apbs whitepa
er 0207.pdf

http://www,google.com/apps/intl/en/business/infrastructure security.html

4.0.2.11.18 {M} Explain the steps needed, and costs associated, with allowing
applications to utilize email services.

Google & SADA Svstems:

Supported.

Client can set up a mail server as an SMTP relay to enable applications and
equipment such as fax, scanner or printer to utilize email services. Cost varies
depending on implementation approach.

4.0.2.11.15 (M) Provide and describe spam, virus and Message Transfer Agent
capabilities including capabilities for DoS protection, dictionary harvest protection,
fraud protection, quarantine provisioning, content filtering, inbound email filtering
services, and outbound filtering services.

Google & SADA Systems:

Supported.

b
\,

104 { PR11059

Sep 19, 2011 4:48:31 PM MDY BidSync, LLC . p. 926



P

105 I PR11059

Sep 19, 2011 4:48:31 PM MDT

State of Utah Bid PR11059

This proposal valid for 180 days post lanuary 25, 2011 submission.

+

Google/Postini’s managed email security service provides Email Threat
Prevention, Email Compliance and Email Management functionality.

Threat Prevention

As a pre-emptive email securfty service that sits between the Internet and
our customer’s email gateway, Postini prevents email threats from ever
reaching your network. Postini is a recognized leader in effectively stopping
spam, phishing, viruses, directory harvest attacks and other email threats
through its patented, multi-layer technology. No other vendor provides such
wide scope and in-depth protection from email intrusions.

Anti-Spam

Postini is proven to be one of the most effective solutions for
eliminating spam.

Anti-Virus

Google/Postini consistently demonstrates superior anti-virus capabilities,
blocking billions of virus infected emails every year. Google/Postini's multi-
layer antivirus protection coupled with its patented preEMPT technology
protects your email system from the initial outbreak of a virus---its zero hour-
--until an antiviral signature is available. Thus, Google/Postini prevents
viruses from ever getting inside your network.

Anti-Phishing

Google/Postini blocks phishing attacks by applying several hundred spam
filtering rules targeted specifically at phishing techniques. Google/Postini
routinely blocks more than 400,000 phishing attempts each day.

DHA Prevention

Directory Harvest Attacks not only lead and fuel spam attacks, they sap mail
server performance and affect quality of service. Google/Postini's Connection
Manager performs real time inspection of every IP address that connects to
its service, Patented IP analysis based on more than two-dozen variables that
determine if the “behavior” of the message exhibits the characteristics of 3
DHA, spam, or virus, enables Google/Postini to block connections without
seeing the actual message. Processing more than 500 million inbound SMTP
connections every day from 10-15 million distinct IP addresses,
Google/Postini currently blocks more than half of SMTP connectlons and then
applies rigorous content filtering for the balance of messages

o
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Policy Compliance

Google/Postini helps assure inbound and outbound content policy
compliance concerning offensive language, preventing employees from
sending proprietary content outside the organization, and prohibiting
employees from using email for illegal and inappropriate purposes.
Google/Postini supports encrypted email transmission, helps monitor
employee communications, and preserves network bandwidth by limiting the
size and type of attachments that are accepted.

Legal & Regulatory

Postini's outbound email functionality enables the administrator to
automatically block, reroute or copy email matching certain criteria. For
example, the enterprise can retain copies of all mail sent by professionals
covered by industry regulations, or containing key phrases. To meet
regulatory requirements that require retention of all email communications,
Postini also offers a "compliance switch” to assure that any quarantined
emails cannot be read by the user unless they are first accepted by the user
into the customer's archiving system. Because Postini does not use a “store
and forward” approach typical of other service providers, its patented pass-
through process eliminates any performance penalty or security and privacy
concerns.

Content Filtering

Postini’s email security managed service provides both inbound and
outbound email policy enforcement capabilities. Outbound email filtering by
Postini enables organizations to scan outbound messages for viruses and
apply content policies, protecting both customers and partners and ensuring
that corporate policies regarding appropriate use are observed. Inbound anti-
virus scanning prevents viruses from entering a corporate network through
the gateway. Outhound anti-virus scanning prevents the spread of viruses to
customers and partners. Qutbound content filtering also prevents
confidential or sensitive data from leaving the enterprise network and
entering the hands of competitors,

Attachment Filtering

While inbound attachment management reduces the resources required to
process unwanted attachments (such as large MP3 music files), cutbound
attachment filtering can be used to prevent sensitive or confidential file types
from leaving the enterprise. o
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Email Management

Postini helps improve email management through a convenient web console
that provides real time monitoring and alerting, as well as comprehensive
reporting for administrators. Users get the flexibility to access and examine
quarantined emails within limits set by administrators. Email system
availability and uptime are enhanced with load balancing and business
continuity assured through disaster recovery capabilities.

Disaster Recovery

Postini provides disaster recovery and business continuity measures to
ensure maximum availability of the enterprise’s email system. In the event of
a customer server outage, Postini will spool emails until the customer’'s email
servers come back online and messages can be delivered. Spooling ensures
that no messages are lost or bounced back to senders.

Monitoring & Alerting

Postini delivers control and visibility over the entire enterprise email system,
not just a single server or single geographic location. Real-time dashboard
monitoring and alerting from a Web-based console provides continuous
control and insight into all email traffic into and out of the enterprise.

Load Balancing

Postini ensures the smooth delivery of email to your systems by load
balancing traffic across specified email servers. This helps administrators
handle traffic spikes and improve the availability and reliability of all email
servers,

Comprehensive Reporting

Through a single web management interface, an email administrator can
monitor all email flow and traffic conditions, and view reports from
anywhere. Dozens of summary and detailed reports of email activity are
instantly available, enabling you to fine-tune rules and filters for domains,
user groups and individual users.

Centralized Administration Console

All aspects of the Postini service can be controlled from the centralized
administration console which is accessed via a web browser. Key aspects of

the console are:
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Full control administrators have full control over their own environment.
Unlike other service providers, administrators do not have to submit change
requests to Postini to make changes such as adding new email servers,
changing failover servers, modifying Black and White Lists etc.

Granular Delegation of authority the super administrator can define
additional administrators and grant them one or more of 53 access control
permissions, (e.g. the ability to review end user quarantines, the ability to
add new users, etc.). Furthermore, the super administrator can determine
which groups of users or individual users the sub-administrator is able to
administer with the granted privileges.

Postini’s proprietary mail transfer agent (MTA) is designed to proxy the
SMTP session between the sender and recipient. As such, it must do all of its
processing during the window which the sender and receiver maintain with
each other. This advanced technology is responsible for its low latency. Since
the SMTP session is dependent on the Internet for the end-to-end delivery
time, Postini does not add any statisticaily significant delay. For example, the
spam filtering process takes 7ms regardless of message size. Virus scanning
may take longer based on the size of the message and its attachments. Total
processing time ranges between 30-40 milliseconds.

4.0.2,11.20 (DR) Provide and describe your vulnerability identification and mediation
process,

Google & SADA Systems:

Supported.

The Google Security Team actively scans for security threats using
commercial tools, intensive automated and manual penetration efforts,
quality assurance (QA) processes, software security reviews, and external
audits. Googie's Vulnerability Management team monitors mailing lists,
vendor errata notices, blogs, etc. to identify when new security
vulnerabilities and fixes are necessary. They also ensure that appropriate
administrators are applying security fixes to their systems and have the
resources they need to do so.

Google employs a number of approaches to further reduce the incidence of
implementation-level security vulnerabilities in its products and services:

* Implementation-level security reviews: Conducted by members of the
Google Security Team, typically in later stages of product _ ...

development, implementation-level security reviews ajm,-t'i') validate %
H }; . . A
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that a software artifact has indeed been developed to be robust

against relevant security threats. Such reviews typically consist of a

re-evaluation of threats and countermeasures identified during

security design review, targeted security reviews of security-critica
code, selective code reviews to assess code quality from a security
perspective, and targeted security testing.

* Automated testing for flaws in certain relevant vulnerability classes.
We use both in-house developed tools and some commerciaily
available tools for this testing,

* Security testing performed by Software Quality Engineers in the
context of the project’s overall software guality assessment and
testing efforts.

* Google maintains relationships and interfaces with members of the
security research community to track reported issues in Google
services and open source tools. More infarmation about reporting
security issues can be found at
hitp://www.google.com/intl/ gn/corporate/security.html

For more information on Google security, please see our Google Apps
Security Whitepaper at the below URL:

http://docs.google.com/ viewer?url=www.goog!e.com%ZFa%ZFhelp%ZFintl%

2Fen%2Fadmins%2Fpdi%2Fds gsa apps whitepaper 0207.pdf

4.0.2.11.21 (DR) Provide and describe your logging process including the types of
services and devices logged:; the event types logged; and the information fields.

Google & SADA Systems:

Supported,

d As the message security service processes your messages, data about these
messages is captured and stored in a log. The Message Log Search feature

i enables you to run searches on this data using different criteria. You can then
E view the search results and drill down to details about specific messages.

Use Message Log Search to track messages for inbound and outbound traffic,

' and to track all messages for a specific sender, recipient, domain, or MTA
address. You can also use Message Log Search to confirm whether a specific
filter was triggered by a message and confirm the disposition. If necessary,
you can later analyze filter settings that may be affecting traffic.

Additionally, if you implement a $SO solution additional data will . ... N
be available. P s
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4.0.2.11.22 (DR} Explain the steps needed, and costs associated, with enabling
converged communication capabilities {for example, integrating presence into emaijl or
routing voice mail to email).

Google & SADA Systems:

Unified Communication is available through a 3rd party solution such as
Esnatech. (http://www.esnatech.com/index.html)

Esnatech’'s Communication platform provides enterprises with enhanced
access and contral over communications.

Through features such as multilingual speech-enabled auto attendant, unified
messaging, mobility, fax mail and presence management support, the
Esnatech platforms offer a myriad of options for enterprise users to retrieve
and manage all their business communications. Fully supporting both an
organizations existing telephone environment or a new 1P based telephony
solution, the Esnatech platforms are designed to interface with a range of
messaging systems (including Octel) using industry standard networking
protocols (VPIM, IMAP and AMIS).

4.0.2,11.23 (DR) Compliance with HIPAA Security Rule, 45CER Par 160 and sub parts A
and C of Part 164, including filtering of email records to ensure that HIPAA protected
information is not sent through the email system.

Google & SADA Systems:

Supported.

"HIPAA 45CFR Part 160 Subpart C - Compliance,
§ 160.310 Responsibilities of covered entities
(a} Provide records and compliance reports"

* Google Apps provides audit API's which allow the State to report on
user logins and institute email monitors; Google Message Security
supports State implementation of content rules to identify emails
containing individually identifiable heaith information; SSN matching
templates are included.

*{c) Permit access to information”

Y
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' * Google Apps audit API's and Google Message Security content rule
matches are available according to the terms of the Google Apps for
’ Government SLA.

"HIPAA 45CFR Part 164 Subpart A - General Provisions,
§ 164.105 Organizational requirements
(ii} Safeguard requirements”

Google Message Security supports State implementation of content rules to
quarantine emails containing individually identifiable health information;
SSN matching templates are included.

"HIPAA 45CFR Part 164 Subpart C - Security Standards for the Protection of
Electronic Protected Health Information

B § 164.306 Security standards: General rules,
{a) General requirements. Covered entities must do the following:

(1) Ensure the confidentiality, integrity, and availability of all electronic
protected health information the covered entity creates, receives, maintains,
or transmits,”

* Google Message Security supports State implementation of content
rules to quarantine emails containing individually identifiable health
information; SSN matching tempiates are included.

4.0.2.11.24 {DR) Compliance with PCI-DSS 1.2.1 and projected compliance with PCS-
D55 2.0 effective January 2011)

Google & SADA Systems:

Supported,

Google Message Security supports State implementation of content rules to
quarantine emails containing PANs and/or CAV2/CVC2/CVV2/CIDs or PIN/PIN
Blocks; credit card number matching templates are included.

In combination with PCI-DSS 2.0 requirement 1.3.3, which requires that
organizations with cardholder data not allow any direct connections inbound
or outbound for traffic between the Internet and the cardholder data
environment, this helps ensure that cardholder data isn't stored in the
Google Apps environment. BN

.
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In addition, Google Apps for Government supports many of the underlying
security principles of PCl:

¢ Build and maintain a secure network

* Encrypt transmission of data across open, public networks
* Implement strong access control measures

¢ Regularly monitor and test networks

* Maintain an information security policy

For more information on Google Apps security and privacy policies, see
http://www.google.com/support/a/bin/answer.py?hl=en&answer=60762

4.0.2.11.25 (DR} Compliance with PHI 45CFR 160.103 and Section 13400 of Subtitle D
(Privacy) of the Hitech Act provisions of ARRA of 2009.

Google & SADA Systems:
Supported.

These sections contain definitions of terms, and do not appear to require any
particular organization actions for compliance.

4.0.2.12 PERFORMANCE MEASURES

4.0.2.12.1 (M} Ability to guarantee reliability and uptime greater than 99.9%.
Additional points will be awarded for 99.99% or greater availability.

Google & SADA Systems:

Supported.

Google's uptime service-level agreement is 99.9%, calculated monthly.
Penalties are imposed in the form of service credits as follows:

< 89.9% - 99.0% Monthly Uptime Percentage --> 3 days of service credited
<99.0% - 95.0% Monthly Uptime Percentage --> 7 days of service credited
<95.0% Monthly Uptime Percentage --> 15 days of service credited

Actual uptime is 99.98%

The most up-to-date and detailed description of the SLA are availabie at
http://www.google.com/apps/intl/en/terms/sta.html

4.0.2.12.2 (M) Provide the uptime service and related Service Level Agreem,ent.,(§|:A_)
criteria. R LR
& (N B

112 I PR11059

Sep 19, 2011 4:48:31 PM MDT BidSync, LLG p. 934



State of Utah Bid PR11059

. * . This proposal valid for 180 days post January 25, 2011 submission.

Google & SADA Systems:

Supported.
Google's target uptime is 99.9%. The SLA is available at:

http://www.google.com/apps/intl/en/terms/sla.html

4.0.2,12.3 {M} Specify and provide the process to be used for the State to call the
Respondent for support, who will be providing the support, and describe the basis of
availability.

Google & SADA Systems:

Supported.

Google provides the web-based Google Apps Help Center which contains
answers to most commonly asked end-user questions and ample seif-service
material in the form of articles and tutorial videos. For the large majority of
questions, chances are that someone else has asked it and that Google
already has an answer appropriate for your end users in our help centers,
minimizing the need for them to contact the help desk. Google continuously
updates these FAQs as new features are released. End users can also search
or post questions on the Help Forum, which is very active and moderated by
Google employees. Information is searchable and categorized by topic so end
users can easily find others who have similar questions.

Google Apps offers the following incident levels:

P1 - VERY HIGH IMPACT - Product/Service Unusable in Production.
P2 - HIGH IMPACT - Use of Product/Service Severely Impaired.

P3 - MEDIUM IMPACT - Use of Product/Service Partially Impaired.

Google offers a support SLA with respect to the first response time for an
incident. P1 Priority support Requests are responded to with a target initial
response time of one hour and are responded to 24/7. If contact is made for a
P1 Priority support Request on a weekend or applicable holiday, a phone call
is needed to trigger a return support response. P2 & P3 Priority support
Requests are responded to during business hours of the location to which the
Requests are assigned, P2 Priority support Requests will be responded to
with an initial target response time of 1 business day or less.

U o
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www.google.com/a

Google's Enterprise Support Portal is available 24/7 year-round for incidents
to be submitted. Google's End User and Admin Help centers are also available

24/7 year-round.

SADA Systems will supplement Google’s support offerings with an additional
options. If the State chooses to purchase a support plan beyond that which is
already specified, SADA Systems will provide the following service level

commitments:

disabled,

Some function is not working correctly
Defect is not time critical

Minimal impact on the user community
Defect cansing no function to be disabled

Does not impact user community

: Priority Definition Response Workaround Status Permanent
: Time Resolution Updates Resolution
| Time times
b Priority 1 | Defect causing the Software Product to be 15 minutes 2 clock hours 30 minutes 5 days
unusable or inoperable
Major function is unavailable with no
acceptable bypass/ workaround
Response time not being met
Priority 2 | Major function is unavailable but acceptable 15 minutes 4 ¢lock hours 1 hour 15 days
bypass/workaround is available
Priority 3 | Defect causing a minor function to be 30 minutes 2 business days 1 business day { 30 days
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4.0.2.12.4 (M) Describe the consequences if the Respondent fails to meet incident

response time and incident fix time.

Google & SADA Systems:

Supported.
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This is covered in our Technical Support Services Guidelines (TSSG), which are

incorporated into our agreement. Any failure to meet our guidelines
! regarding incident response would be a breach of the agreement. More

details here: http:[[www.google.com[agps{intl[en[terms[tssg.html

4.0.2.12.5 (M) Describe the procedures and schedules for any planned downtime.

Google & SADA Systems:

Supported.

There will be no more than twelve hours of planned / scheduled downtime
per calendar year. Customers would be notified of planned / scheduled
downtime at least five days prior to the commencement of such downtime.
Since August 2008, Google Apps uptime has been 99.98% with no {e.g. zero
minutes) of scheduled downtime. All service interruptions and current
service availability are published publicly at
http://www.google.com/appsstatus

The most up-to-date and detailed description of the SLA are available at
http://www.google.com/apps/intl/en/terms/sta.html

4.0.2.12.6 {M) Describe the consequences if disaster recovery metrics are not met.

Google & SADA Systems:

Supported.

If there are requirements that are in a contractual agreement and Google
fails to meet those requirements, then Google would be in breach of the
agreement.

4.0.2.12.7 (M} Describe any known inherent disaster recovery risks and provide
potential mitigation strategies.

Google & SADA Systems:

Supported.

There are no inherent disaster recovery risks above and beyond those typical
to any data center. Google has many mitigation strategies in place for
disaster recovery. Google has real-time replication of data across
geographically disparate data centers. Google maintains a number of
geographically distributed data centers. Google will store data in physjgal_[y

secure datacenters, maintain data on Google-owned servers, an‘d,réplicate_' . a
N :. £ :
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Apps data across multiple systems within a single data center as well as back
up data in a Google-owned secondary data center. The secondary data center
will be in a different geographic disaster area from the first. The client's data
will reside in at least two Google data centers. These data center will be in
different geographic disaster zones. Our Data Centers are redundant and can
shift to a users their secondary data center. To minimize service interruption
due to hardware failure, natural disaster, or other catastrophe, Google
implemented comprehensive disaster recovery program at all of its data
centers.

This program includes multiple components to eliminate single point-of-
failure, including the following: Distributed data center architecture Google
operates a geographically distributed set of data centers ensure swift
failover. Management of the data centers is also distributed to provide
location-independent, around-the-clock coverage, and system
‘ administration. Data replication and backup To help ensure availability in the
P event of a disaster, all of the client’s data is replicated to separate systems in
different data centers. If a disaster occurred that effected one data center,
the client’s data will be served from the secondary data center. The data
between a user’s primary data center and their secondary data center is
constantly replicated in real time. There is nothing that the client or a client
employee needs to do to act upon to invoke this. We have built monitoring
tools that help look for a malfunction or even slowness in a data center and
automatically, push users to their secondary data center. The only
requirement is that client still have internet access. In addition to the
redundancy of data and no single point of failure model for our data centers.
We have also have a business continuity plan for our corporate office in
Mountain View, CA. We have a plan that accounts for having suffered a major
calamity, and people and services in are unavailable for 30+ days. This plan
insures continued operations or our services to our customers.

4.0.2.12.8 (M) Describe any SLAs addressing key application functions such as time for
user login,

Google & SADA Systems:

Supported.

Google Apps is covered by a 99.9% uptime Service Level Agreement for the
core Google Apps services including Gmail, Google Calendar, Google Talk,
Google Docs, Google Groups and Google Sites. The Google Apps SLA covers
the operation and availability of the web interfaces for these services. The
_ Customer retains responsibility over the operation and avallabllaty of 2 any
non-Google services on which Google Apps may depend. Ty
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4.0.2.12.9 (M) Describe the deleted item recovery capabilities and specify the time
period for deleted item recovery,

Google & SADA Systems:

Supported.

Items deleted by an end user are moved to the trash and recoverable by the
end user without admin intervention for 30 days. End users would recover
these messages by simply dragging and dropping or clicking a button to move
them out of the trash.

For situations in which the end user "empties" items from the trash, those
items would not be recoverable by the end user. However, in conjunction
with Google Message Discovery, those messages could be recovered by a
client-side administrator for up to 10 years.

5 4.0.2.12.10 (M} Describe the procedure for mailbox/message recovery.

Google & SADA Systems:

Supported.

Items deleted by an end user are moved to the trash and recoverable by the
; end user without admin intervention for 30 days. End users would recover
, these messages by simply dragging and dropping or clicking a button to move
them out of the trash. There is no additional cost for this capability.

For situations in which the end user "empties" items from the trash, those
items would not be recoverable by the end user. However, in conjunction
with Google Message Discovery (GMD), those messages could be recovered
by a client-side administrator for up to 10 years. The cost for GMD is listed
elsewhere in this response.

Mailboxes can only be deleted by the client-side Google Apps administrator
or via a programmatic API call {typically used during LDAP directory
synchronization). If a deletion somehow occurs inadvertently, the client can
raise a support ticket or contact their Technical Account Manager (TAM) to
recover the mailbox. While Google does not guarantee that the mailbox can
be recovered, it is generally possible to recover a mailbox if Google's support
team attempts to do so within 3 days of the deletion.

4.0.2.12.11 (M) Clarify the default recovery point objective and recovery time objectlve
disaster recovery metrics. T
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Google & SADA Systems:
Supported.

Through synchronous replication, data and user actions in Google Apps are
mirrored in nearly real-time across multiple data centers. If one data center
becomes unavailable for any reason, the system is designed to instantly fall
back to a secondary data center with no user-visible interruption in service.
For Google Apps customers, our recovery point objective {RPO) design target
is zero, and our recovery time cbjective (RTO) design target is instant failover.
Gmail, Google Calendar, Google Talk, Google Groups, Google Docs and
Google Sites have a 99.9% uptime guarantee, and our actual reliability has
been significantly higher than this commitment. Attempting to replicate this
level of reliability with on-premises or hosted technology is tremendously
costly and complex. Even very large enterprises with state-of-the-art disaster
recovery systems typically target a recovery time of one hour and accept the
loss of one hour's worth of data

; 4.0.2.12.12 (M) Describe the responsibility for and time required for
5 adding/deleting/moving user mailboxes.

Google & SADA Systems:

Supported.

Adding, deleting and moving mailboxes and accounts is a relatively trivial,
one-time step up using Google Apps Directory Sync (GADS), described in
detail below. Once GADS is set up by an administrator, any changes made in
your current, on-premise LDAP directory, will flow directly into Google Apps
within seconds based on the schedule you set up to run GADS.

With Google Apps Directory Sync (provided at no additional cost), you can
automatically provision users, groups and non-employee contacts based on
the user data in your LDAP server, such as Microsoft Active Directory or Lotus
Domino. Google Apps Directory Sync connects to your Google Apps directory
and adds/delete user accounts to match your existing organizational schema.
The Google Apps Directory Sync configuration wizard guides you through
customizing your synchronization and mapping of your LDAP user list to your
Google Apps users, nicknames, shared contacts and groups. You can also
synchronize rich user profile data like home/work/mobile phone numbers,
addresses and job titles. To manage your synchronization, you can perform
test synchronizations, and configure change limits, notifications, and
scheduled synchronizations. Key benefits:

118 | PR11059

Sep 19, 2011 4:48:31 PM MDT BidSyne, LLC p. 940



T e State of Utah Bid PR11059
This proposal vaiid for 180 days post January 25, 2011 submission.

¢ Synchronizes your Google Apps user accounts to match user datain
your LDAP server,
i * Supports sophisticated rules for custom mapping of users, groups,
‘ non-employee contacts, rich user profiles, aliases, and exceptions,
¢ Performs a one-way synchronization. Data on your LDAP server is
never updated or altered.
* Runs as utility in your server environment. No machine outside your
perimeter accesses your LDAP directory server data.
* Includes extensive tests and simulations to ensure correct
synchronization.
* Includes all necessary components in the installation package.

Moving mailboxes between physical servers / storage is not applicable within
the Google environment as Google makes this transparent for the client.
However, logically moving mailboxes from one domain to another is possible
through use of POP- or IMAP-based email clients. Moving a mailbox from
active to suspend status can be accomplished via the Google Apps
administrative control panel, through the Google Apps Directory Sync tool or
via APL.

v

4.0.2.12.13 (M) Confirm the ability of the user to utilize Web Access and the Active
Sync protocol for mohile devices.

Google & SADA Systems:

Supported.

Google Apps is inherently web-based with robust support for ActiveSync for
mobile devices. Google Sync lets your users synchronize their mail, contacts
and calendars to their mobile devices. This means that your users will have
access {viewing and editing) to their inbox, address books and calendar
events at any time. They can also get alerts {sound or vibration) for upcoming
meetings and incoming messages.

When you enable Google ActiveSync support for Mail, Calendar and Contacts,
your users will be able to utilize it on any ActiveSync device such as the
iPhone, the fpad, Paim, Nokia and WindowsMobile ActiveSync-enabled
devices.

4,0.2.12.14 (M) Describe any human resources that will be dedicated to the state
account, the duties of that individual{s) and provisions for regular communications.

Google & SADA Systems:
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Supported.

SADA is proud to have engineers that are called upon by clients such as
Virgin America, Google and the City of Los Angeles. The client list which
we have had the privileged of serving has not only distinguished our team
but our expertise as the likes of Kaiser Permanent and Northwestern
University can attest too.

For customers such as the State, Google will provide a named Technical
Account Manager (TAM) who will act as a central point of contact between
the State's support organization and Geoogle. The TAM will act as a named
point of contact for the State for planning and escalation purposes to
represent the State to Google for important topics (Engineering, Product,
Management, Support). The TAM will provide relevant information to the
State when available and address inquiries pertaining to the Services in use
or planned for use. In addition to pricrity routing of support requests, the
services provided by the TAM may include:

+ Answer general gueries and consultancy

s Case management and escalation

¢ SlAclaims

s Service Management reviews and support reports {e.g. customer's
use of the portal / Unify)

* Assist triage of bug tracking and accommodation of feature request

¢  Advice for new / changed features and configuration; new / changed
feature notification

s Transition from deployment team

o Weekly conference calls

s Account reviews, recommendations of best practices

Your TAM will provide notification of changes that they ascertain will impact
the State's usage or satisfaction with Google Apps.

SADA Systems will also provide an entire team of dedicated Google Apps
professionals for the state account, including an account manager with
overall account management responsibilities; a project manager responsible
for scheduling, resource allocation, and coordination; a help desk team for
escalation of support requests; a team of certified Google engineers to
resolve the most challenging issues.

SADA Systems has always been and is known in the Google Apps Marketplace
as being extremely responsive. That same responsiveness will be
demonstrated in regular communication with key contacts at the.Statesof .

5
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Utah. At the State’s discretion, regular phone calls can be set up to resolve
any on-going issues.

SADA has also been providing traditional IT services such as a helpdesk
service for over 10 years. Hence we understand the urgency of dealing with
issues and adapting to our environments being responsive to what makes us
successful as Fielding Graduate University, Levine Communications, Landry
Design Group can all attest to.

4.0.2.12.15 (M) Provide a sa mple of performance reports and specify if they are
available over the Web and if they are real-time statistics or batch statistics.

Google & SADA Systems:

Supported.

There are four ways performance and utilization reports are surfaced to
Google Apps administrators in real time and batch modes:

1) Google Apps Administration Control Panel provides Usage and Reports for
log-in activity and utilization through a robust graphical interface. The
accounts report contains a list of all of the hosted accounts that exist in your
domain on a particular day. The report includes both active accounts and
suspended accounts. The activity report identifies the total number of
accounts in your domain as well as the number of active and idle accounts
over several different time periods. In this report, activity encompasses user
interaction with his email, such as reading or sending email. The disk space
report shows the amount of disk space occupied by users’ mailboxes. The
report identifies the total number of accounts in your domain as well as the
number of accounts that fall into several different size groupings. Mailboxes
that occupy less than 1GB of disk Space are grouped in increments of 100MB,
and mailboxes that occupy between 1GB and 10GB of disk space are grouped
in increments of 500MB. The email clients report explains how users in your
domain access their hosted accounts on a day-by-day basis. For each day, the
report lists the total number of accounts in your domain as well as the
number and percentage of users who accessed their accounts using WebMail.

2) Customers can use the Google Apps Status Dashboard to check on the

current service status of individual services such as Gmail, Google Calendar,
Google Talk, Google Docs, Google Sites and Google Video for business,
Administrators of Google Apps for their businesses, schools and organizations
can also view the performance of the administrative control panel. The

Google Apps Status Dashboard represents an additional layer of}tr‘ajnspa_l_‘er_icy
that we believe will be particularly useful for our business users, gThe Status _
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Dashboard is the best place to check for information on service availability
for Google Apps anywhere in the world here:

http://www.google.com/appsstatus

3) Google Analytics may be integrated with Google Apps at no charge to help -
you analyze traffic (visitor behavior) on your sites, documents, presentations
and spreadsheets. Google also provides the free, unsupported Google
Analytics tool to monitor performance and usage of the Google Docs and
Google Sites products,

4) Lastly, Google Apps provides a robust reporting API. The Google Apps
Reporting Visualization API lets you retrieve usage reports for your domain's
hosted accounts and display them using a large selection of visualizations
created by the developer community. More information is here:

http://code.google.com/googleapps/domain/re orting/google _apps renorti

¥ ng visualization apj.htm|

4.0.2.12.16 (M) Clarify the responsibility for providing end-user help desk services,

Google & SADA Systems:

Supported.

For the large majority of questions, chances are that someone else has asked
the same questions and that we have an answer appropriate for your end
users in our help centers, minimizing the need for them to contact the help
desk. We continuously update these FAQs as we release new features. End
users can also search or post questions on the Help Forum because our user
discussion group is very active and moderated by Google employees.
Information is searchable and categorized by topic so end users can easily
find others who share your same interests. The Google Apps Help Center
contains answers to most commonly asked end-user questions and ample
self service material in form of articles and tutorial videos.

http://www.google.com/support/a/users

SADA Systems offers a support escalation path for end-user help desk
requests, during and after project execution. Support requests are accepted
by phone, by email or through SADA’s web portal, SADA will provide this
level of support at no additional cost as long as the State renews its Google
Apps licenses through SADA Systems.
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C 4.0.2.12.17 (DR) Describe any options {including cost) for more aggressive and
o extensive disaster recovery metrics.

Google & SADA Systems:
Supported

Up to 7 days of spooling is included with Google Message Security. In advent
of a major failure, Google Message Security can be set to automatically spool
incoming email. Upon restore the system will automatically unspool email.

4.0.2.13 COLLABORATION
4.0.2.13.1 (M} Ability to create and manage folders for the files,

Google & SADA Systems:

i Supported,

Users can create and manage Google Docs Shared Folders to hold Google
Docs or any supported file type. This folder can automatically be shared with
those that have access to it.

4.0.2.13.2 {M} Ability to collaborate with staff members that are telecom muting or
otherwise away from a State facility.

Google & SADA Svstems:

Supported.

Google Apps allows Jocal, remote and offsite users to have the ability to
collaborate with one another just as effectively as they can when on site.

4.0.2.13.3 {M} Ability to share data and files stored within the solution with a Web
interface.

Google & SADA Systems:

Supported.

Sharing is an intrinsic feature of every Google application. Google offers the
following sharing capability within its applications:

Google Docs

-
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Google Docs is an online office suite comprised of the following components;
a Word Processor (Google Docs), a Spreadsheet (Google Spreadsheets), slide
’ f presentations {Google Presentations) and a drawing application (Google
Drawings). What differentiates Google Docs is that document sharing is built
into each of these applications allowing end users to share and collaborate
on these documents with participations both within, and optionally, outside
of your organization. Users determine the level of sharing (read-only, edit or
private). Google Docs is integrated with your enterprise directory, so to share
a document, a user only needs to start typing his or her colleagues’ names.

Google Docs Shared Folders

Google Docs provides for shared folders which may contain any type of file
and any item stored in that folder will automatically be shared with those
that have access to that folder. Documents can easily be stored in these
shared folders and accessed by anyone who has access to those folders.

Google Sites

Google Sites is the easiest way to make information accessible to people who
need quick, up-to-date access. People can work together on a Site to add file
attachments (such as Word Documents, PDF's, etc.), information from other
Google applications {like Google Docs, Google Calendar, Google Video), and
free-form content. Collaborating together to create a site is as easy as editing
a document, and you always control who has access, whether it's just
yourself, your team, or your whole organization,

Calendar

Calendars may be shared with internal and optionally, external participants.
They may be embedded in websites and applications as well.

4.0.2.13.4 (M) Ability to share a folder of documents,

Google & SADA Systems:

Supported.

The ability to share Google Folders is crucial to make sure that your users can
share these materfals with colleagues easily and efficiently. You may share
both Google-specific docs as well as traditional office documents, and
additionally, just about any file type. Think of Google Folders as your own
hard drive in the cloud.

. T R
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Folder sharing and visibility options indicating how private or shareable a
folder or a doc is: Google Folders can now be identified as: private; anyone
with a link; or public on the web,

Private: Docs start out as private. When you first create a doc, you are the
only person with access to it. From there, you can give access to other
people,

Anyone with the link: If you set your doc to Anyone with the link, it’s like an
unlisted phone number. In the same way that anyone who knows an unlisted
phone number can call it, anyone who knows the web address or URL of that
doc can view it.

Public on the web allows anyone the ability to find and access that particular

doc on the web. For example, you could create a flyer for a concert, save it as
a public doc, post a link to it on your blog. You can also determine whether or
not users may edit the docs and folders.

4.0.2.13.5 (M) Ability to have multiple staff members work on common files at t he
same time and maintain version control (i.e., who, what, when).

Google & SADA Systems:

Supported.

Google Apps maintains a running version history of each edit, each editor and
when the document, spreadsheet, drawing or presentation was edited. These
common files can he shared in real time with muitiple users allowing them to
collaborate while maintaining a continuous, running revision history of all the
changes to the documents starting with the very first edit. The version
control gives you the ability to literally step back through every change in the
document by author or time.

4.0.2.13.6 (M} Ability to recover or revert to prior file version.

Google & SADA Systems:
Supported.

Google Apps maintains a running history of each edit, each editor and when
the document, spreadsheet, drawing or presentation was edited. Google
provides a this complete version history for all users at all locations which

7 allow those users to effectively find and revert back to any version of the

: document at any point in time. Additionally, there is the capability tO'!ﬁcJ\(-k_‘
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down editing privileges so that documents are effectively checked-out. They
may be effectively checked back in, by unlocking the editing rights again.

4.0.2.13.7 (DR} Availability of internal collaberation tools.

Google & SADA Systems:

Supported.

Google Docs is a fully-featured suite of office productivity tools that provide a
real-time, simultaneous editing experience for multiple users collaborating
on documents, spreadsheets, or a presentations. Collaborators access the
same online copy of the file in Google Docs, so there are no attachment
compatibility problems, inbox storage quota issues, or versions to reconcile.
When the group is done editing, the file can be stored in Google Docs, or
exported back to the original format.

Google Sites is included with Google Apps and provides Wiki-like capability to
your users. Changes, by user, are tracked automatically. Effective
collaboration has become a key driver to improve team productivity. Project
teams, often located across disparate [ocations and time zones, produce and
distribute content in different formats and platforms. Teams need to
consolidate relevant information in one place that’s easy to navigate and
retrieve. Contributors and reviewers have specific needs to manage the
creative process, maintain the project plan and keep all stakeholders
informed.

4.0.2.13.8 (DR) Delegation and transfer of ownership of the files.
Google & SADA Systems:
Supported.

Google Docs (native documents and individual, uploaded files) as well as
Google Sites allow the owner of a document or Site to include additional
“collaborators” with management privileges, edit privileges, as well as the
ability to “delegate” access to additional collabarators. Ownership of Google
Docs, a Google Site, and a Google Video can be changed by the owner in the
interface, or programmatically via API.

4.0.2.13.9 (DR) Export/Import functionality for all editable file types.

Gooale & SADA Systems:

Supported. o B

e
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Google Docs allows document-export in ODT, PDF, RTF, plain text, Word
(.doc}, and HTML formats. Spreadsheets can be exported in CSV, HTML, plain
text, Excel, OpenOffice, or PDF formats. Drawings can be exported in PNG,
JPEG, 5VG, or PDF formats. Presentation can be exported in PDF, Powerpoint,
or plain text formats.

Importation of documents is supported in Word {.doc, .docx), ODT, SXW, RTF,
plain text, and HTML. Spreadsheets can be imported in Excel (.xls, xisx), ODS,
or C5V formats. Drawings can be imported in WMF format. Presentations can
be imported in PowerPoint format (.ppt, .pps).

Google Docs also includes Optical Character Recognition (OCR) capabilities
that allows users to upload image files (JPG, PNG, or GIF) or multi-page PDF
documents, and convert the text resulting from the OCR process to a Google
Doc for editing or sharing.

4.0.2.13.10 {DR) Ability to create or leverage existing groups of employees. Access
defined groups (Agency, division, bureau) or create new groups quickly based on
project / task needs.

Google & SADA Systems:

Supported.

Content from Google Docs, Calendar, Sites, and Videos can be shared with
groups as well as individuals, with groups included as autocomplete options
in sharing interfaces along with individuals. Group members can be added to
and removed from the group allowing the group owner to manage who has
access to content. Groups can be managed at a domain level via the Google
Apps Provisioning APJ, or by users without IT support through the Google
Groups component service. Google Groups provides additional email
discussion list capabilities to support user collaboration.

4.0.2.13.11 (DR) Availability of a Wiki type solution for collaboration that allows
changes to be tracked by user.

Google & SADA Systems:

Supported.

Google Sites is included with Google Apps and provides Wiki-like capability to
your users, Changes, by user, are tracked automatically. Effective
collaboration has become a key driver to improve team productivity. Project
teams, often located across disparate locations and time zones, pr_’ddii\éiék_a\_nd

S A
distribute content in different formats and platforms. Teams need to j
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127 I PR11059

Sep 19, 2011 4:48:31 PM MDT BidSyne, LLC p. 949



. State of Utah ) Bid PR11059
This proposal valid for 180 days post January 25, 2011 submission.

consolidate relevant information in one place that’s easy to navigate and
retrieve. Contributors and reviewers have specific needs to manage the
creative process, maintain the project plan and keep all stakeholders
informed.

With Google Sites, you can easily manage projects and create, share, find,
and publish content across your organization. Easy to use features such as
site and page templates and embedded documents make it easy for any user
to create useful sites. Google Sites can be used for company intranets,
portals, team project and more. Furthermore, the Google Sites API gives
third-party developers a way to access, integrate with, and extend the
platform. The To-Do gadget is an example of extending a Google Site with a
tool that can enable teams to track and manage tasks.

4.0.2.13.12 (DR) Ability to store not only documents and spreadsheets but also other
media if needed.

Google & SADA Systems:

Supported.

Any file type can be uploaded and stored in Google Docs.
4.0.2.13.13 (DR) Ability to make any document or email part of a "To Do" List.

Google & SADA Systems:

Supported.

The State has the ability to generate task lists which can then be emailed to
other users for consumption {Delegation) into their task lists. Additionally,
tasks may be overlaid in users' calendars with reminders and due dates.

Tasks is a Gmail feature designed to help you keep track of the things you
; need to do. You can create lists of items, set due dates and notes, and even
i add Gmail messages directly to Tasks. To use tasks in Gmail, click the Tasks
link under Contacts, on the [eft side of the screen brings up the Tasks
interface. To enter tasks, just click in the Tasks window and start typing just
like you would in a word processor, Once you've typed in a task, press Enter
to create another one, or use the + button at the bottom of your list.

You may turn any Gmail message into a task with one click. You may also turn
any bulleted list from another user - whether from Gmail or another system -
directly into a task list. It's easy to view and check off Tasks on your-Google

Calendar because all Tasks may be overlaid directly onto the cfa'lregldar itséllf..‘lf

o B
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you click on the Tasks link in your Google Calendar, you’ll get a new Tasks

. calendar added to GCal. Tasks with a due date will show up with a

T "complete" checkbox. You may choose your most important tasks, schedule
' them and check them off as you do them from your calendar. You can move
tasks around on your calendar to update the item’s due date, too.

4.0.2,13.14 (DR} Integration with external social media services.

Google & SADA Systems:

Supported.

Google Apps presents inline preview integration for common social websites
such as; Yelp, Picasa, Flickr, Google Docs, Blogger, YouTube and more.

Email has become the hub for most people’s business day. Gmail contextual
! gadgets intelligently bring what you need right into your inbox from 3rd party
b applications such as sccial media sites. Gmail contextual gadgets scan for
‘ triggers, such as names or purchase order numbers, within a message and
present relevant actions in-line with the email.

Contextual Gadgets greatly accelerate user adoption by bringing the
application directly to the user in context and in their normal work flow.
Many great apps fail to gain user traction because they are separated from
the normal workflow. There are two types of plug-ins; default and custom.
The former come with the system and the latter allow customers to design or
purchase their own gadgets for integration with existing systems.

Google Buzz, available today in consumer Gmail, offers a compelling activity
stream coupled with the ability to integrate with existing social media sites
such as Twitter, Flickr and more. Best of all, it's integrated into the interface
where users already spend the bulk of their time, email. We envisage this
functionality in Google Apps soon.

4.0.2.14 OFFICE PRODUCTIVITY

4.0.2.14.1 (DR) Presentation tools and ability to: read, open, edit, copy, paste, and
display standard office product formats (e.g .doc, .docx, .odt, xls, etc.).

Google & SADA Systems:

Supported.
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With Google presentations, you can easily create, share, read, open, copy,
paste, display and edit online presentations. Here are some things you can do
B with Google presentations:

* Import presentations in .ppt and .pps file types and export In .ppt,
pdf and text formats. Insert images and videos, and format your
slides as you want.

*  Allow simultaneous real-time viewing of presentations, online, from
remote locations.

* Publish and embed your presentations in a website for the world to
view.

4.0.2.14.2 (DR) Track all documents / changes by user. Be able to preserve documents
by user and date.

Google & SADA Systems:

Supported,

Google provides a complete version history for all users at all locations which
allow those users to effectively find and revert back to any version of the
document at any point in time. Additionally, there is the capability to lock-
down editing privileges so that documents are effectively checked-out. They
may be effectively checked back in, by unlocking the editing rights again.

4.0.2.14.3 (DR) Ability to capture an email as a file and save it and/or aliow the email to
be attached as a file in another system.

Google & SADA Systems:

Supported.

The Gmail interface allows a user to view the full, original text of one of their
email messages, including all email headers, in a web browser. The text can
then be transferred to a Google Doc (saved in the web browser and imported,
or copied and pasted), which would then aliow the text to be saved, shared,
and exported to another format.

4.0.2.14.4 (DR) Word Processing.

Google & SADA Systems:

Supported.
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Create and share documents on the web and access them from any computer
or smart phone. The familiar desktop feel makes collaborative editing easy:

* Faster, real-time collaboration

¢ Edit documents with others and see changes as they type

¢ |mport from / Export to the desktop

¢ Easily move documents back and forth between desktop applications
and Google Docs

*  Online word processing

¢ Margins, indentations, tables, footnotes, comments and much more

Docs view and edit capability is available on mobile devices such as the
iPhone and iPad and more. We expect to deliver early in 2011 the return of
offline support for Google Docs. For those who use offline, we are bringing
back the much improved feature by taking advantage of advancements in
modern browser technology like HTMLS.,

4.0.2.14.5 (DR} Spreadsheet capability.
Google & SADA Systems:
Supported.

With Google Spreadsheets, you can easily create, share, and edit
spreadsheets online. Here are a few specific things you can do:

Import and export these file types: xls, .csv, .txt and .ods. You can also
export data to a PDF or an HTML file.

Format your cells and edit formulas so you can calculate results and make
your data look the way you want it.

Chat in real time with others who are editing your spreadsheet.
Embed a spreadsheet, or a section of a spreadsheet, in your blog or website.

4.0.2.14.6 (DR} Ahility to migrate historical documents, spreadsheets, presentations
and databases.

Google & SADA Systems:

Supported.

- i T T T R RS
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Google Docs supports the import of common office productivity file formats,
including .doc, ,docx, .ppt, .pptx, .xls, and xlsx formats for documents,
spreadsheets, and presentations.

Databases can be exported to a CSV file and imported, or the Google Secure
Data Connector (SDC) can read them directly from a web service interface
such as the Google feed server.

4.0.2.14.7 {DR) Ability to synchronize with apps that need access to Calendar and
Address Book.

Google & SADA Systems;

Supported.

Google Apps Calendar supports the iCal standard, and so is inherently
i shareable both internally and externally with multiple owners subject to
W granular permission levels including the ability to see all event details, just
' free/busy, make changes to events, and perform further delegation.

The iCalendar format allows Internet users to send meeting requests and
tasks to other Internet users, via email, or sharing files with an extension of
.ics. Recipients of the iCalendar data file (with supporting software, such as
email client or calendar applications) can respond to the sender easily or
counter propose another meeting date/time.

Google Apps Sync for Microsoft Outlook supports synchronization of calendar
and address book information with Microsoft Outlook.

Google Apps also provides a rich set of calendar and address book gadgets
and APis:

¢ The Calendar Publishing Tools are pre-built elements that can be
embedded on your website to give it Google Calendar functionality

* The Calendar Data API lets you incorporate Calendar functionality
into your own application or website

* The CalDAV protocol provides a common protocol for exchanging
information between different scheduling servers and client
applications

* Google's implementation of Portable Contacts lets your web
application request data from Google Contacts

* The Google Contacts Data APl allows client applications to view and
update Contacts content in the form of Google Data AP! feeds, .
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: , : Google Apps also supports a wide variety of mobile clients including Android;
' for further information, see

ort/binfanswer.py?hl=en&answer=75726

4.0.2.14.8 (DR) Ability to share documents/spreadsheets/presentations internally or
externally.

Google & SADA Systems:

Supported.

Google Docs allows a user to easily share a document, spreadsheet, or
presentation with other internal users. The Google Docs interface provides
clear indications for the current sharing-status of a given document, and the
Share interface makes it easy for a user to share a Google Doc with another
internal user or group.

s Google Apps allows the domain administrator to permit users to use the

: native sharing features of Google Docs to share documents, spreadsheets, or

presentations with users outside of the customer's domain for collaboration,
with notifications in the interface to remind users that they are sharing. If
this is disabled, users have the ability to export their Google Docs to
common/standard formats, and share the downloaded files via traditional
sharing methods such as email.

4.0,2.14.9 {DR) Ability to edit documents either online or on a device that is not
connected to the Internet.

Google & SADA Systems:

Supported.

We expect to deliver early in 2011 the return of offline support for Google
Docs. For those who use offline, we are bringing back the much improved
feature by taking advantage of advancements in modern browser technology
like HTML5.

For more information see;

htip://googledocs.blogspot.com/2010/12/update-on-google-docs-offline-
and-new.htmi

4.0.2.14.10 {DR) Functionality for form creation and database, with ability to share
created forms to limited groups. R
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Google & SADA Systems:

Supported.

Google Docs offers users the ability to create multi-question survey forms
{with response options including text / paragraph, checkbox, dropdown, and
radio buttens), which can be distributed to individuals and groups via email,
ot published for any users to access. Responses populate a Google
Spreadsheet, allowing for the quick collection and aggregation of responses.

4.0.2.14.11 {DR) Project management capabilities.

Google & SADA Systems:

Supported.

SADA was approached by Google to help construct a Project Management
template for Google Sites in addition to 10 other templates. Thousands of
free project management templates are publicly available in the Google's
crowd-sourced templates gallery for use with Google docs. Just perform a
search on "project” or "project schedule" in the Templates Gallery at:
hitps://docs.google.com/templates

Today, more than 3 million businesses and thousands of universities not only
have access to Googles core suite of applications, they also get easy access to
200+ of the best apps on the web through the Google Apps Marketplace.
These installable Marketplace apps are easy to try and buy, and offer single
sign-on and hassle-free access from the Google universal navigation bar. Here
is a sample of some of the installable apps fraom the Apps Marketplace for
Project Management:

Project management, with a focus on planning and tracking:

¢ Mavenlink - an end-to-end solution for professional services delivery
* Gantter - powerful desktop scheduling right from your browser
¢ Smartsheet - online project task sheets w/dependencies, Gantt
charts & files
s Zoho Project - beyond planning...get your projects done faster
e Viewpath - manage project tasks and resources with
drag/drop simplicity
¢ Cohuman - task-centric communications to synchronize
people & teams
» Comindwork - fully customizable Gantt views, workflows andig;dps

i
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¢ Teamup - anytime, anywhere project tracking for businesses of
all sizes

¢ WorkforceTrack - online collaboration, reporting, time tracking
and billing

For a complete list of Apps Marketplace Project Management, Collaboration,
Task Management, Time and Product Management applications and add-ons,
please see:

http://googleenterprise.blogspot.com/2010/11/google-apns-marketplace-
project.html

SADA also has developed tools available on the marketplace making it easier
for Administrators to manage their domains such as AuthMagic as well as
Renamer,

4.0.2.14.12 (DR} Drawing capabilities

Google & SADA Systems:

Supported.

Google Docs includes drawing capabilities, which allows users to insert and
manipulate shapes (including standard flowchart shapes), connecting lines
and arrows, curved lines, manually-drawn lines (scribbles), text boxes, as well
as user-uploaded images. Drawings may be laid-out precisely with alignment
guides, snap-to grid, and auto distribution. Drawings can be inserted into
other Google documents, spreadsheets, or presentations using the web
clipboard. Drawings supports real-time collaboration between users.

4.0.2.15 VIDEO and WEB CONFERENCING
4.0.2.15.1 (DR) Bandwidth efficiency and controls.
Google & SADA Systems:
Supported.

With Gmail, users access their messages from Google Apps server using a
web-based interface, causing mail flow and bandwidth usage to change as
foliows:

* Messages that users exchange with others outside your lacal
corporate network continue to use external bandwidth, but:now flow
through Google Apps servers on the Internet. i :
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¢ Intradomain messages now also flow through Google Apps servers
and use external bandwidth.

From our field experience, we've observed that the following optimizations in
the Google Mail architecture can help reduce the impact of the bandwidth
usage of intradomain and external email:

1) Messages are downloaded only on demand. Portions of the email
headers are used unless and until a user requests to open a specific
message. This differs from the traditional email push or polling model in
which every message is typically downloaded in full including
attachments -

2} Interface optimizations use lightweight javascript to pull just the data
needed to provide a positive user experience, Graphics are minimized.

3) Attachment download options - Users can see in-line snapshots of an
attached graphic and view a preview of an attached PDF and other
common files in the browser. This consumes less bandwidth than
downlcading because no bandwidth is used until the user requests to
view the attachment and that attachments are rendered on Google's
servers so only a portion of the information is actually transmitted to the
end user.

4] Reduced transmission of attachments - instead of uploading attachments
end users will move towards generating attachments directly from
Google Apps or simply sharing links to Google Docs items instead of
attaching :

5} Simplified networking and potential less reliance on expensive WAN links
to centralized email servers. Because each location sends mail to Google
Apps through the internet, this may reduce the internal bandwidth
resourcing complexities.

6) Mobile and remote usage. instead of consuming bandwidth through the
corporate Internet link, mobile or telecommuting users only use their
own local Internet connection.

7) Spam blocking in the cloud - if you currently have on-premises anti-spam
solution, you may find that the switch to Google Mail significantly
reduces the amount of unwanted inbound traffic processed through your
Internet connection. More information can be provided to help you
estimate how your bandwidth might change moving to Google Apps

4.0.2.15.2 {DR) Ability to archive video sessions.

Google & SADA Systems:

Not Supported. Uk
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Unlike Text chats, Video chat sessions are not being saved by Google, nor are
archived for Discovery. As such, All Video sessions are considered "Off the
record.”

4.0.2.15.3 (DR} One to one internally.
Google & SADA Systems:
Supported.

Video and voice are built into the chat applications and can be limited to
internal (intra-domain) chat sessions only

4.0.2.15.4 (DR} Multiple locations internally.
Google & SADA Systems:
Supported.

Multiple internal and public locations are supported. Any new conversation
will automatically appear on all active sessions. Once selected and initiated
from one specific location, the conversation will only appear on the active
location until the conversation is terminated.

4.0.2.15.5 (PR) Ability to utilize saved Video files within office productivity tools.

Gooqgle & SADA Systems:

Supported.

Saved video files can be linked from the Google Apps office productivity
tools, and embedded directly in presentations and blogs.

4.0.2.15.6 (DR} User tracking Options.
Google & SADA Systems:
Supported.

Presence is built into video chat, as well as into Gmail, Calendar, Docs
and Spreadsheets.

4.0.2.15.7 (DR} Office tools accessible to large virtual teams. Tools to include Blogs,
Wikis, and social networking tools.

Google & SADA Systems: L 4
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Supported.

Google Sites enables teams to centralize documents, spreadsheets,
presentations, videos, slideshows and more to help keep teams organized;
they can build collaborative sites, wikis and blogs faster with templates for
project workspaces, team sites, intranets and more.

Google Docs also allows large virtual teams to access office tools. Google
Docs can be embedded within Google Sites to create an integrated authoring
and publishing capability,

4.0.2.15.8 {DR) Remote Desktop Access/Control.

Google & SADA Systems:

Supported.

3‘ t, Remote Desktop Access is not required with Google Apps, given the client-
less nature of the applications. All Google Apps applications are accessible
via web browsers. Information contained within a Google Apps application
can be shared, and collaborated on, with administrators in order to help end-
users diagnose issues and answer questions.

Google Apps users access the applications via their existing computers and
mobile devices (smart phones, tablets, etc.), which allows existing Remote
Desktop Access/Control software to be utilized.

4.0.2.15.9 (DR) External video conferences.
Google & SADA Systems:
Supported.

Video and voice are built into the chat applications. Administrators may
_ choose to restrict video chat to users in the same domain or to allow chat to
, external users. In addition to restricting video chat use to internal users,
; administrators may disable it altogether.

4.0.2.15.10 {DR) Real-time on screen notation and editing.

Google & SADA Systems:

Supported.

Google Apps supports full real-time collaboration, including simultanéouis-.
. : v %
document, presentation, spreadsheet and drawings editing, with on-screen :

B L eied il
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comments, integrated real-time chat and display of collaborator information.
4.0.2.16 VIRTUAL STORAGE
4.0.2.16.1 (M) Ability to search {e-Discovery) files.
Google & SADA Systems:
Supported.
Google Message Discovery supports a completely searchable email archive
| for the purposes of eDiscovery.
Google Message Discovery lets you:
* create a centralized and searchable email repository for your
] organization
Ca * quickly search across the archive to find emails and save result sets

into a file

With the Google Documents List API, administrators can look across all
documents stored within their organization including searching document
contents, viewing document revision history and sharing permissions, and
downloading snapshots of those documents in common file formats such as
PDF, DOC, XLS, and Open Office.

4.0,2.16.2 (DR) User tracking options.

Google & SADA Systems:

Supported.

Google Apps allow users and administrators to track who has changed and
edited documents. Google Apps keeps track of each version of a document
that is saved so that users may step through or revert back to any version of
the document at any point in the editing cycle.

With the Google Sites file cabinet functionality, users can subscribe to file
cabinet changes to track when new files or versions are uploaded.

4.0.2.16.3 (DR) Ability to store files (all types) and work as a virtual drive on the PC
desktop and with the operating system file manager or applications that integrate with
storage services. Specify the amount of storage provided, how that amount can be
increased, and under what conditions. .

R

o

Google & SADA Systems:
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Supported.

You may upload through the web browser, through third party tools such as
Memeo Connect and through Google's APIs. Each user receives 1 GB of
storage for any type of file in Google Docs. Additionally, Google Sites
provides 10GB + (500 MB * # of users) of pooled storage for the entire
organization. Additionally, Google Video provides 3 GB/user of storage for
pooled video storage across the entire organization.

4.0.2.17 OTHER

4.0.2.17.1 {M) Provide the process, responsibilities and costs for the cessation of the
contract, including any costs and procedures for data migration and cleansing of State
data from Respondent data centers.

Google & SADA Systems:

Supported.

The contract with SADA can be terminated in writing, if SADA Systems fails to
remedy a material breach within 30 days. The cost and process of migrating
data out of Google would be similar to the cost of migration the same
amount of data into Google.

If the contract is terminated, Google would provide the State with access to
the Customer Data for a period of time and Google will provide the tools
necessary for migration. See Section 11.2 of our agreement ("{ii} Google will
provide Customer access to, and the ability to export, the Customer Data for
a commercially reasonable period of time at Google’s then-current rates for
the applicable Service;"). Google does not impose any additional costs or
penalties for cessation of a contract. Moreover, Google provides a number of
free tools, managed by the Google Data Liberation Front team, for migration
away from Google Apps. The Google Data Liberation Front is an engineering
team at Google whose singular goal is to make it easier for users to move
their data in and out of Google products. We do this because we believe that
you should be able to export any data that you create in {or import into) a
product. We help and consult other engineering teams within Google on how
to "liberate” their products. This is their mission statement: Users should be
able to control the data they store in any of Google's products. The DLF
team's goal is to make it easier to move data in and out. To that end, we have
arich set of API's and tools to allow you to move your data out of Google and
to other platforms; either cloud-based or hosted. A list of APls is here:

http://code.google.com/googleapps/docs
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: ' Additionally, we support standard email protocols such as POP, IMAP and
MAPI that making moving your data to and from Google simple. We haven't
seen instances of customers moving from one hosted system to another, but
it's technically possible and our APIs and support for protocols would be the
mechanism by which this would be accomplished. The migration tools
provided by Google have no cost and customers can work with a Google
Partner to implement the migration processes.

4.0.2.17.2 (M) Segregation of State data from other data.

Google & SADA Systems:

Supported.

Google Apps for Government provides segregated systems for our US
government customers. Government customer data is stored in the US only.

% Google is the first in the industry to complete FISMA certification and
accreditation for a multi-tenant cloud application. Google Apps has received
an authority to operate at the FISMA-Moderate level; an independent
auditor assessed the level of operational risk as Low. Google's FISMA
documentation is available for review by interested agencies.

4.0.2.17.3 (M) State email and data storage by hosted providers remaining within the
comtinental United States.

Google & SADA Systems:
Supported.

Google Apps for Government stores data within the continental US
by default.

4.0.2.17.4 (M} Access to State data and management functions by State staff.

Google & SADA Systems:

Supported.

Google Apps and Google's security and compliance products have secure;
web-based administrative interfaces which enable management functions.
Furthermore, Google tools and secure APIs are available to automate a wide
range of administrative tasks.

Designated State employees who have administrative access to tljé'js_t'};thé'{‘s"-,
Google Apps system can access State data by taking over an individual use}j‘s'

" .
T e

141 I PR11059

Sep 19, 2011 4:48:31 PM MDT BidSyne, LLC p. 963



State of Utah Bid PR11059
This proposal valid for 180 days post January 25, 2011 submission.

Google Apps account and using the secure Google Apps APIs to access specific
pieces of data.

Also, the Google Message Discovery (GMD) application supports various roles
which can be described as:

¢ Auditor: Reviews the search and export activtity of investigators.
Data cannot be retrieved from the data store without triggering an
audit log entry,

* Investigator: Queries the archive and reviews/exports data; saves
search criteria and results; manages collections of data called
"investigations”

¢ System Administrator: Manages the user registration and
enables/disables archiving for groups of users. {(No visibility to user
data)

» User: searches for messages which they have personally sent or
received. {Visibility to only their personal messages)

PR

4.0.2.17.5 (M)} Specialized deployment support from Respondent or Respondent
partners,

Google & SADA Systems:

Supported.

The SADA team provides unparalleled experience in large deployments from
strategically phased roll-outs like the ity of Los Angeles, to Opt-in
deployment schedules like Northwestern University requested. In addition,
to those two more common metheods SADA’s deployment team brings a
creative approach and style focused on minimizing downtime and maximizing
project efficiency and timely completion. Complimenting SADA’s personal

: success of deploying, provisioning, and migrating over 2,000,000 mailboxes is

the Google Apps deployment team. In addition to SADA’s experienced team

: and Google’s standard support we are also willing to make available a Google
Technical Account Manager as an additional resource on an annual basis.

The Google Apps Deployment team helps to support customers through the
migration and deployment process:

s Provides deep technical knowledge and best practices around Google
Apps, and its points of integration with customer-systems

¢ Serves as an interface between customer and Google Apps Product
Management, Support, and Engineering teams
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;’: e Advises on deployment best practices, based on previous large-scale
/ Google Apps migrations and deployments
e Participates in project planning alongside Google partners, to ensure
successful deployment-projects

4.0.2.17.6 (M) Post deployment support from Respondent or Respondent partners.

Google & SADA Systems:

Supported.

For customers such as the State of Utah, Google will provide a named
: Technical Account Manager (TAM) who will act as a central point of contact
T : : between The State's support organization and Google. The TAM will actas a
“ named point of contact for Customer for planning and escalation purposes to
represent Customer to Google for important topics (Engineering, Product,
Management, Support). The TAM will provide relevant information to
Customer when available and address inquiries pertaining to the Services in
use or planned for use. in addition to priority routing of support requests, the
services provided by the TAM may include:

¢ Answer general queries and consultancy

¢ Case management and escalation

* SLAclaims

» Service Management reviews and support reports {eg customer's use
of the portal / Unify)

»  Assist triage of FRs and bugs; feature request and bug tracking

» Advice for new / changed features and config; new / changed feature
notification

* Transition from deployment team

*  Weekly conf calls

* Account reviews, recommendations of best practices

Your TAM will provide notification of changes that they ascertain will impact
the State’s usage or satisfaction with Google Apps.

4.0.2.17.7 (DR) Access to State data and management functions by non-State entities
and personnel.

Google & SADA Systems:

Supported.
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Google employees will access your account data only when an administrator
from your domain grants Google employees explicit permission to do so for
troubleshooting purposes. During the course of troubleshooting an issue or
other investigation, the Google Support team may ask for the creation of a
test administrator account, solely to be used to resolve the particular issue at
hand. Google employees or automated systems may also take down any
content that violates the Terms of Service.

4.0.2.17.8 (DR} Ability to utilize local and off-site based office productivity tools.

Google & SADA Systems:

Supported.

By definition, Google products and services are off-site because they're
hosted by Google at Google's data centers delivered through the web
browser. Additionally, Google has announced the release of Google Cloud
Connect for Microsoft Office which allows customers to leverage local office
productivity tools while gaining many of the advantages of off-site toals.

4.0.2.17.9 (DR) Availability of List serve capabilities.

Google & SADA Systems:

Supported.

Google Apps supporis a list serve capability through Google Groups.
Administrators may create lists or end users may do so.

Google Groups allows for an unlimited number of user or administrator
created groups. Google Groups not only allows you to manage and archive
your email lists, but also provides a method for true communication and
coilaboration with group members. Google Groups offers generous storage
limits, customizable pages, file storage, shared contact lists, contact profile
pages and in general is a rich mechanism for information interchange.

Users may create personal distribution lists within their person contacts or as
Google Groups lists. The user-managed Groups service is an optional feature
of Google Groups for Enterprise. Enable the service to facilitate messaging
and collaboration among users and improve their productivity, With user-
managed groups, users can: manage their group memberships, allowing them
to tailor email communications to their needs, without having to make
requests to your IT department.

C A
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: /Project Plan
4.0.3 Project Management and Implementation

4.0.3.1 STAFFING

4.0.3.1.1 {M) The Respondent shall be respansible for all required costs attributable to
its officers and employees, including, but not limited to, worker’'s compensation
premiums and deductibles, unemployment compensation tax withholding
contributions, tax withholding contributions, and similar items.

Google & SADA Systems:

Acknowledged.

4.0.3.1.2 {M) The Respondent shall have the sole responsibility for the hiring,

% recruitment, management, training, and firing of the Respondent’s employees. The
Respondent shali disclose the names and positions of its officers and employees to
DTS. The Respondent shall provide infermation on employees and officers as requested
of any audit activity or report. The Respondent must submit a list of names for all
employees who reguire access to State data and data centers so they can receive and
pass a required DTS background check prior to gaining access to the State’s secure
resources and facilities.

Google & SADA Systems:

Supported.

SADA employs a team of experienced and qualified professionals. Each of our
clients works with a team consisting of SADA engineers, a project manager
and their account manager. The following table provides information about
SADA team members who will worl with you to deploy Google Apps. SADA
has arranged for a specialized team with government experience to consult,
devise, plan, execute, and train a successful project and user base for the
State.

SADA Advisory Sponsor Tony Tortorice « Provide government experience and
insight ensuring project progress on the
technical side as former CIO and senior
executive of both public and private
sectors with +25 years of knowledge
and experience at the highest levels.
SADA Executive Sponsor Tony Safoian, » Allocate and prioritize resources to help
Utah be successful. S ] s
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D Prasident/CEO » Provide access to SADA

_g:"’ resources/personnel as necessary.
-"_,f SADA Business Development  |Hratch Achadjian * Responsible for Utah / SADA business

3 relationship.

¢ Manages communication on licensing
and contractual issues.

» Sets goals for team.

SADA Project Manager Derek Lin + Drives day-to-day evaluation.

» Works with customer to build ROI.

» Coordinates references.

» Shares Google Apps best practices.

» Produces and executes technical and
training tasks to support early adopters.

» Facilitates overall deployment strategy.

» Executes deployment.

SADA Google Apps Technical  |Nicky Parseghian » Technical lead for SADA and Google.

Lead/Engineer » Supports Utah's technical teams'

; implementation of Apps.

P o Liaison between Utah and Google
Support.

¢ Provides deep product, application, and
integration expertise.

¢ Assists customer with technical

solutions.
SADA Deployment and Training [Tracey Flynn + Change management and end user
Manager training.

» Customized curriculum
e Smooth transition within the
organization via Google Champions.

In addition, Google employees are required to conduct themselvesin a
manner consistent with the company's guidelines regarding confidentiality,
business ethics, appropriate usage, and professional standards. Where local
labor law or statutory regulations permit, Google may conduct criminal,
credit, and/or security checks on all potential employees, At a minimum,
these practices include verification of an individual’s education and previous
employment as well as a reference check. The specifics or extent of
background checks performed is dependent on the position for which the
individual is applying.

The full Google Code of Conduct which both Google and SADA employees
adhere to is here:

http://investor.poogie.com/corporate/code-of-conduct.htm!

4.0.3.1.3 (M) The Respondent shall ensure that all employees, consultants; and ™. -
external staff that work on the implementation project have signed gen_erag and
"
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specific confidentiality and privacy statements to protect confidential data prior to
gaining access o the State’s secure resources and facilities.

Google & SADA Systems:

Acknowledged.

4.0.3.1.4 {M) Respondents shall describe their procedure for conducting employee
background checks, including, but not limited to, drug tests, and financial or criminal
history. As warranted by any specific services to be developed under this contract, the
Respondent shall agree to submit a list of names of employees to undergo employee
background checks, as determined by the State, with DTS as the managing partner. This
includes employees with ongoing operational responsibilities, that have access to State
data.

Google & SADA Systems:

SADA Systems will submit a list of names of employees to undergo all
background checks deemed necessary by the State with DTS as the managing
partner. Key SADA Systems personnel dedicated to the State of Utah account
have already gone through LAPD’s fingerprinting and background checks as
part of the requirements from the City of Los Angeles Google Apps project.

In addition, Google currently performs background checks on new
employees, including checking government issued
identification/documentation at the time the employee begins employment
to confirm his or her identity. The specifics or extent of background checks
performed is dependent on the position for which the individual is applying.

Upon hire, Google will verify an individual’s education and previous
employment, and perform Internal and external reference checks. Where
local labor law or statutory regulations permit, Google may also conduct
criminal, credit, immigration, and security checks. The extent of background
checks is dependent on the desired position.

Upon acceptance of employment at Google, all employees are required to
execute a confidentiality agreement and must acknowledge receipt of and
compliance with policies in Google's Employee Handbook. The confidentiality
and privacy of customer information and data is emphasized in the handbook
and during new employee orientation.

Employees are provided with security training as part of new hire orientation.
In addition, each Google employee is required to read, understand, and take
a training course on the company’s Code of Conduct. The coderoﬂ_tlihes ' -

T U S
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Google’s expectation that every employee will conduct business lawfully,
ethically, with integrity, and with respect for each other and the company’s
users, partners, and even competitors. The Google Code of Conduct is
available to the public at http://investor.google.com/corporate/code-of-

conduct.htmi.

Depending on an employee’s job role, additional security training and policies
may apply. Google employees handling customer data are required to
complete necessary requirements in accordance with these policies. Training
concerning customer data outlines the appropriate use of data in conjunction
with business processes as well as the conseguences of violations.

Every Google employee is responsible for communicating security and privacy
issues to designated Google Security staff. The company provides confidential
reporting mechanisms {o ensure that employees can anonymously report any
ethics viclation they may witness,

For further information, see

http://static.googleusercontent.com/external content/untrusted dlcp/www
.google.com/enfus/a/helpfintl/en/admins/pdf/ds gsa apps whitepaver 02
07.pdf

. Kristina Turley : Cesar Alvarado
: Position: Sr Solutions Engineer

| Certifications: Bachelor of Science,
| Business Information Systems, lllinois | Occidental College

. State University : Role: Goaogle Apps dep[oyments

4.0.2.1.5 {M) The Respondent shall recruit, hire, retain, and train qualified and

sufficient personnel to implement the project plan. DTS reserves the right, as the State
contracting organization, to recommend staffing additions to reduce migration wait

times and improve implementation responsiveness to agencies. All such requests will
be made in writing, and shall be within the agreed upon scope of the contract. The
Respondent must provide a list of proposed or existing staff to meet the proposed

service levels,

Google & SADA Systems:

Acknowledged.

SADA Systems will provide a list of existing staff meet the proposed service
levels, and will also work with DTS on additional personnel in the event that
such additions are necessary Please reference 4.0.3.1.2 for fully devoted

resources. Additional resources may include:

: Position: Director, Software Architecture
: Certifications: BA, Biochemistry and Art,

o e e
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Google Apps Education Certified
Trainer

Rob Green
Position: Solutions Engineer
Certifications: Bachelor of Science,
Computer Science, UCLA

Role: Google Apps Deployments and
Support

application developmen

: Role: Google Apps Deployments

Timur Shevekhman

Position: Sr. Solutions Engineer
Certifications: Bachelor of Science,
Computer Science, UCLA

Eric Seaton

Position: Sr. Web Developer
Certifications: Associate of Science,
Digital Media

Role: Web and application design and
development.

Dawen Tan

Application Development

Position: Web Devsloper

Certifications:

Bachelor of Science, Computer Sciencs,
UCLA

Role: Google Apps Deployment,

Isaac Brown
Position:
Business Analyst, Project Manager
Certifications:

Bachelor of Arts, University of
Northern Colorado.

Role:

Acts as client liaison and project
managsr.

{ marketing strategies.

Linda Tsan

Position: Marketing Manager
Certifications: Bachelor of Arts,
Economics and Psychology and Social
Behavior, University of California, Irvine.
Role: Online & traditional content

4.0.3.2 IMPLEMENT TECHNOLOGY BEST PRACTICES

4.0.3.2.1 (M) The Respondent shall follow professional practices, including the
development of project plans, requirements documentation, design documentation,
test data, and test procedures. The Respondent shall describe in their proposals what

methodologies and best practices that they adhere to.

Google & SADA Systems:

Acknowledged.

SADA Project Management is a combination of standard methodologies from
the PMBOK {Project Management Body of Knowledge) plus best practices
based on SADA's wealth of experience in executing Google Apps projects.

4.0.3.2 INTERACT EFFECTIVELY WITH THE STATE
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4.0.3.2.1 (M} The Respondent shall work with the DTS Infrastructure Management
Group, and in cooperation with Agency Partners, to implement the hosted email,
communication, and collaboration services project.

Google & SADA Systems:

Acknowledged.

SADA looks forward to working closely with DTS to ensure a
successful project.

4.0.3.2.2 (M) The Respondent shail provide a mutually defined and approved Service
Level Agreement (SLA) that addresses both migration and transition deliverables, and
ongoing service level expectations.

Google & SADA Systems:

Supported.

In addition to Google’s SLA of 99.98% as disclosed earlier, SADA’s SLA shall be
the following:

SADA shall use reasonabie efforts to provide assistance to correct errors in
any software/scripts/tools developed by SADA and purchased by client as
reparted by client under the following conditions:

o The level of support that SADA can provide is dependent upon the
cooperation of client and the quantity of information that client can
provide.

s If the SADA cannot reproduce a problem or if the client cannot
successfully gather adequate troubleshooting information, SADA may
need temporary login access on the client system to identify and
address the problem.

Upon receipt of notice of an error, SADA will assign a priority level as
determined by the client to the error according to the following criteria:

(A) Critical Priority — An error that results in the software/scripts/tools
developed by SADA being substantially or completely nonfunctional or
inoperative.

{B) High Priority — An error that results in the software/scripts/tools
developed by SADA operating or performing differently than as represented
in the Documentation, but which does not have a material adverse impact on
the performance of the software/scripts/tools developed by SAD:\'. )

%
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SADA will make reasonable efforts ta correct the error or provide a work-
around solution for each priority level and, if a work-around is the immediate
solution, will make reasonable efforts to provide a final resolution of the
error. The State understands that certain issues with respect to errots,
outages, and other issues related to Google's APIs are outside the provider's
control and do not fall under the terms of service between the State

and SADA.

4.0.3.2 COMPLIANCE WITH ALL STATUTORY and LEGAL REQUIREMENTS

4.0.3.3.1 (M) The Respondent shail comply with all relevant county, State, and federal
statutes, rules, and regulations applicable to assuring privacy and confidentiality. Any
special rules must be included in the SLA by the Agency Parthers.

Google & SADA Systems:

Supported